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APT nnn AET?

linfo security| HeCMoTps Ha
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Persistent and Evasive Attacks In S : A0 CX Nop MHoOrne

Uncovered Find out how to combat . BEHOODbI

News 21 November 2011 advanced attacks A p
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infﬂsecuﬁty‘

Blog

Webinars

Events & Training landscape and the cost of defending against it are on an upward curve. More
- than ever, there is a temptation to rely upeon legacy security defenses.

However, with an increase in advanced persistent threats (APTs) —as perhaps
best exemplified by the Operation Aurora attacks that were first disclosed by

Company Directory

Google at the start of 2010, and more recently the real-world emergence of
advanced evasion technique {AET) scenarios — this would not only be a false

Application Security economy, but also a very high-risk strategy.

SIONESOFI http://www.infosecurity-magazine.com/view/22156/persistent-and-evasive-attacks-uncovered-/



[TprHUKMN paboTbl TEXHMKW
obxopna

STONESOFT BuptyanbHbIn



[TprHUKMN paboTbl TEXHMKW
00xoe

| (1518

STONESOFT ~...peanbHbIi MUP




STONESOFT



STONESOFT



BeprukajibHasg MHCIIEKIUA TPpapuKa JaHHBIX
IlakeTnbl, cCerMeHThI MJIH NCEBO-NAKeThl — MHCIEKI U HA 0a3e pa3HbIX YPOBHEH

Maximum Inspection Space

Data Traffic

Application
Protocol layers
(Streams)

TCP level
Segments,
pseudo packets

IP level
Packets

Limited Protocol Partial or No Evasion Removal Detect and Block Exploits
1 decoding and inspection 2 Majority of the traffic is left without 3 Unreliable or impossible exploit detection
capability to gain speed. evasion removal and inspected with when evasion are not removed on all layers.
limited context information available.
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TexHonormnsa 6opbObLI C TEXHUKAaMKU 06xoaa

Horizontal

Data stream based, full Stack normalization and inspection process

Data Traffic

Application
Protocol layers
(Streams)

TCP level
Segments, . l 0
pseudo packets

IP level
Packets

protocol layers as a
continious process.

...Continuous Inspection Space...

Detect exploits from

the fully evasion free
data stream.

Advanced Evasion
removal process makes
the traffic evasion free

and exploits detectable.

Alart anAd ran

P o Art
MITI L AdllU |GPU| L

Evasion attacks
through management
system.
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Ha camom aene...

[NpmeyaHue:

B 4aHHOM TecTe UCNO0/b30Ba/INCb TO/IbKO MNPOCTble, N3BECTHbIE M XOPOLIO AOKYMEHTUPOBAHbIE
TEXHUKM 06Xx04a. A 4To cnyumnTca, ecnm byayT MCNONb30BaTbCA AMHAMUMYECKUue?

“VENDOR” 3amuTa ot Texuuk 00xo1a 8 HTML

100%

33%

3asBIIEHO [Iporectupoano NSS NGFW 2011

STONESOFT
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[Touemy AET pabotatot?

O Taxeno peanusoBaTtb ctek TCP/IP Ha
NPOMEXYTOYHOM YCTPOMUCTBE

O Peanunsauusa getekTmpoBaHUA TEXHUK 0bxoaa w
HopManun3auunsa CrioXHbl U BNUAKOT Ha
Npon3BOANUTENBHOCTL!

O OBHapyxeHne TexHnk obxoaa no NPUHLUMNY
«aHOManun» BeOET K JTOXXHbIM cpabaTbiBaHUAM

O [1pocTon, HO CKOPOCTHOW MOUCK MO PErynsipHbIM
BbIpaXXeHUsIM Mo rnakeTam gaHHbIX oyaet
nponyckaTb aTaku ¢ TeXxHUKamm obxoaa

O KoppekTHbin pasbop TCP/IP, koTopbin HEYSA3BUM
K TCP TexHnkam obxoga, Tpebyetr MHOro namsaTu

STONESOFT



TectnposaHue ot AET?

O Cama no cebe npolenypa o4eHb CrioXxHa:

O TpebyeT yTUnuT, Ho DONbLUMHCTBO N3 AOCTYMHbIX
cogepkaT TONbKO HECKONbKO TEXHUK obxoaa.

O |IPS ycTtponctea MMeroT TEHOEHUMIO K
ODOHapy>XeHMIO HEKOTOPLIX N3 TEX TEXHUK 0bXoaa,
KOTOpble AOCTYMHbI B MyOMNYHLIX YTUNUTaX.

O |PS ycTponcTtea 3a4acTtyto nponyckarT aTaku,
KOTOpble codepxaT TEXHUKM obxoaa, KOTopble He
peann3oBaHbl B JOCTYMHbIX TECTOBbLIX YTUNUTAX.

e e B e e mme

STONESOFT



Kak nponcxoanno packpbiTue
MHdopmauum oo AET

o 2010

O 23 TEXHUKN BbINn pacKkpbITbl BeHaopam 4Yepes Fl-
CERT

0 B 2010 6b1no npotectmnpoBaHo 7 IPS/NGFW
yCTPOUCTB ¢ nocnegHumm sepcmamm INO n npasun
MHCNeKumnm

O Bce ya3sumbl!

O B deBpane 2011, HM oanH 13 BEHOOPOB He Obir
cnocobeH bnokupoBaTb BCe aTakn C NOMOLLbIO
TEXHUK 0bxoaa, packpblTbix B 2010

O W 6onee TOro, 60nNbLUIMHCTBO PacKpbITbIX aTtak, Kak
okasanochb, 6binu Nyo6rnnyHO U3y4yeHsol elle 3a 4 roga oo
3TOrO...

STONESOFT



...KaKk npoucxogmno
packpbiTUe nHdopmaLmm ob

Lpane 2011, 661110 packpbiTo 124
obpasua TexHuK obxoga seHaopam 4vepes Fl-
CERT

O Bce NpoTeECTUPOBAHHDbIE MPOAYKTbI ObInn YA3BUMDI
K HUM

O Hanxygwunn npoaykT Obin ya3BMM K 66 TexHukam obxoaa
© [lo cux nop HeT NONHOLEHHbIX cnpaBneHnn

O B okta6pe 2011, ObIrio packpbito 163
obpasua
O |IPv4/IPv6, TCP, smb, http

STONESOFT



AET — 410 ke 3107

O KombOuHauma metoaoB obxoaa Ha HECKOSIbKMX
YPOBHAX paboTbl MPOTOKOSIOB OHOBPEMEHHO:

O Hanpumep, TpaHCNOPTHbLIA U NPUKNaaHOW
O M3MeHeHne TEXHUK obxoaa B cepeanHe
CoeNHEHNA B OOHOM N3 UITN HECKOMNbKNX YPOBHSIX
PabOoTbl NPOTOKOMNOB

O He npuMeHs0T TEXHUKM K COeANHEHNIO B LENIOM, HO
TOJbKO K KOHKPETHbIM AaHHbIM, KOTOPblEe BO3AENCTBYHOT
Ha ysI3BMMOCTb

STONESOFT



KoMOMHaUna TeXHUK
obxona...

O He cyuwecTByeT NyGrMyYHO OOCTYMHOW YTUNUTLI, KOTOpast

O CnpoeKkTupoBaHa UCrosfb30BaTb HECKOSbKO TEXHUK 06x0aa Ha
pPas3HbIX YPOBHAX OT IP oo npuknagHoro ogHoBpeMeHHO

O CnocobHa KOHTponupoBaTb pa3Mep U NopsiAoK OTMPaBKM KaXKaoro
naketa/gararpammbl

O CnocobHa MeHATb TEXHUKM 0DXxoda «Ha NETy», K KaxaoMy NakeTy
nnn N1robomMy NPOTOKONY, UMEET HECKOSTbKO MeToAMK obxoda unmn mnx
KOMOUHauumn

O CnpoeKkTupoBaHO Ansl TectupoBaHne ob6padboTKM NPOTOKOMNOB U
METOLO0B AEKOANPOBAHUA YCTPOUCTBAMU 3aLLUNTbI

O PeanusyeT camble U3BECTHbIE UCCIeN0BaHNSA B TEXHMKaX obxoaa u
NMeET NHTepdEeNChI ANt aBTOMaTU3NPOBAHHOIO TECTUPOBAHUS

O lNo4yemy?
O Takas ytunuta TpebyeT HecTtaHaapTHoro TCP/IP cTeka, KOTopbIii
CMPOEKTMPOBaH Ans TECTUPOBaAHNA YCTPOWCTB 3aLLUThI U
NPUMEHEHNs1 TEXHUK 0bxoaa

STONESOFT



[lpeactaBnsem Predator

O YTunuta gna TeCTMpoBaHUA CETEBLIX YCTPOWUCTB
O CO,EI,Gp)KVIT HECKOJ1bKO 3KCIIJTOUTOB, KOTOPbIE O0JTXKHbI
oOHapyxmBaTbCcAa U BNOKMPOBATLCSA CETEBBIMU YCTPOUCTBAMMU
PeanusyeTt no4Tn BCe U3BECTHbIE TEXHMKN 0DXoda u

CMPOEKTMPOBAH AN UX N3Yy4YEeHUs1 1 aBTOMaTU3NPOBAHHOIO
TECTUPOBAHMUA

O CnocobeH KOMOMHMPOBATb TEXHMKM 06Xoaa Ha OgHOM UMK
HECKOJTbKNX YPOBHAX paboTbl MPOTOKOMNOB

O CnocobeH MeHATb TEeXHUKM 0bOxoaa Ha neTy 1 B 04HOM
NI HECKONbKUX YPOBHSX

O Evasion Fuzzer
O Cny4anHbiM 06pasom MoanpuunpyeT « TPaHCNOPTHbLINY
MPOTOKOS, HO OCTaBIAET HEM3MEHHOW MONE3HYI0 Harpy3Ky

O Mcnonb3yeT HECKOMNbKO TEXHUK 00x0aa, BbiIOpaHHbIX CryYanHbIM
o6pa3oM, 04HOBPEMEHHO U Ha Pa3HbIX YPOBHSX

O [lepenaet ooHY U TyXe NonesHyl Harpysky, noka He AobbeTcs ycnexa

STONESOFT



[lpenctaBnset Predator

© He ncnonbayet TCP/IP ctek OC

O Copepxut mogndunumpoBaHHbin TCP/IP cTek,
KOTOPbIN COBEPLUEHHO He 3aBUCUT OT CTeka
TCP/IP cuctembl

O CnpoeKTnpoBaH AN TeCTUpOBaHUA CeTEBbIX
MPUNOXEHNN Ha pasHbIX YPOBHAX
© Wcnonb3yet npuHumnbl RFC cebe Ha nonbay

© [Moaxon RFC: 6bITb cTpornm ¢ cbopmaTom TOro, 4YTo
OoTNpaBnsgeTcsl, HO NPUHUMAaTbL BCe

O [Mogxoa yTunuTbl: NpoboBaTh BCE U CMOTPETL, YTO
nony4yaetcs

STONESOFT



NccnepoBaHua AET

O WccnegoBaHua Hadanuck B 2007

» bbino 12 pasnnyHbIX TEXHUK, KOTOPbIE HE
“cTeknpoBanumck”

» B 2009

' 32 TEXHMKM 00Xx0da, KOTOpble MOXHO ObIfo
KOMOUMHMpPOBATb

» B 2010

180 TexHMK obxoga, KOTopble MOXXHO KOMOUHUPOBATL

O B 2011

CoTHUM TexHUK obxoaa (bonbLie noacyeT He BeAeTCs)

STONESOFT



KornnyectBo KOMOMHaUMIN

2007: 12
2009: 2732 =
4 294 967 296

2010: 2M80 =
1532495540865888858358347027150309183618739122183602176

= HeBO3MOXHO NpPOoTeECTUPOBATL BCE KOMOUHaLUN!

STONESOFT
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CyTb OTBETA

O Now, think about that. That does not make sense!

STONESOFT



B otBeT Ha Predator/AET

O [letektnpoBaHue Shellbanner

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C\WINDOWS\system32>

STONESOFT



B otBeT Ha Predator/AET

O JletektupoBaHue shellcode payload

O shellcode ncnonbadyetcs Kak Tpurrep B payload-e
anst 6BrnoKMpoBKM COEAUHEHUS

O [lpegoTBpalleHne gocTyna K ya3BUMMOMY
nHtepgency (RPC)

O [laxe ecnu HET pearnbHOW aTaku/akcnnouta ==
NnoXxHoe cpabaTtbiBaHue!

STONESOFT



B otBeT Ha Predator/AET

O [pepoTBpalueHmne TCP cermeHTauum

O [na MSRPC, tepmuHupoBats TCP coeanHeHune
ecnu pasmep cermeHTta <20 6ant

O brnioknposaTtb koanposky Bigendian B MSRPC

O Ecnu obHapyxuBaetcs Bigendian - npocTo
briokmpoBaThb

STONESOFT



B otBeT Ha Predator/AET

O Ecnn IPS/NGFW obHapyxmnBaet un
noeHTMdnUnpyeT ataky be3 TexHmk obxoaa,
OH(a) gormkHa obHapyXmBaTb TY>KE CaMVIO
aTaky, Korga ucnosb3yrTCca TEXHUKM obxoaa

O Ho 60nbLIMHCTBO YCTPOMNCTB HA 3TO HE CMOCOOHBLI

O Ecnn ncnonb3yrTca TeXHUKK obxoaa,
OONbLUMHCTBO YCTPOMUCTB AETEKTUPYIOT TONbKO
«aHOManuny», cBsA3aHHble C TeXHUKamMu obxoaa,
4YTO NPUBOAUT K NOXHbIM cpabaTbiBAHUAM

O Ecnu xe oTKNIYNTL OEeTEKTUPOBAHME aHOMaNum,
TO BOOOLLE HE NMPOUCXOAUT ODHapPYKEHNA

STONESOFT



B otBeT Ha Predator/AET

O Korpa IPForge/Predator 6b1n noptupoBaH ¢
ruby Ha C++

O be3 moandukaum cammx atak
O HekoTopble U3 YCTPOUCTB KOHKYPEHTOB

Ha4anu nponyckatb aTaky, 3anyckaemyto C
MOMOLLLbIO BEPCUN Ha C++

O Torga Kak «ctapasi» Bepcua Ha ruby Bce elle
obHapyxunBanacb

STONESOFT



OCHOBHbIE BbIBObI

O bornblWNHCTBO (BCE?) YyCTPOUCTBA
6e30MnacHOCTM KOHKYPEHTOB

© Vlcnonb3yoT O4na noncka atak «packet based
pattern matchers»
O ATaka Ha rpaHnue rnaketa npmBeneTt K ycriellHoOmMy
YKINNOHEHUIO OT AETEKTUPOBAHUA
O He BbIinonHsAT nonHbin paszdop TCP/IP

O He mncnonb3yloT Nogxo4 Ha OCHOBE 3aLllUTbl OT
YA3BUMOCTEWN, @ NPUMEHSAIOT OBHapyXeHue
QKCIJ1IONTOB

O MoXHO nerko obonTtn, MmoandnunpoBas NOSIE3HYIO

AT PRy~ ~ =

HAarpy3Kky B 3KCriJioumTe, rnpm asToM COOCTBEHHO TEXHUKHA
obxoga gaxke He HYXHb!!

STONESOFT



KOHKPETHbIN NpUMep

4 oKTAbpAa 2010r. onybaukosaHa nHpopmauma B CERT-FI:
CERT-FI Advisory on IDS/IPS device

vulnerabilities that may circumvent
protections

28 okTabps 2010r. Cisco onybinkoBana cBown OTBET (oTcyTCTBME
noapobHoro onucaHua npobaemel,
COCNaBLUMNCb HA NpoLeAypbl, NPUHATLIE B

PSIRT
1 Hosbps 2010r. CERT pobaBun onnMcaHne KOHKPETHbIX
paboTatowmx 23 TexHUK obxoaa
15 pekabpsa 2010r. nybanyHoe packpbitne nHpopmaumm CERT
12 auBapa 2011r. Checkpoint, HP TippingPoint, TrendMicro

A06aBMAN MHGOPMALNIO OTHOCUTE/IBHO
CBOWUX NPOAYKTOB

Top Layer Security go6aBwi WHPOPMaLiO O
CBOMX NPOAYKTAX

[N
<
Q)

<
—
Q)
NJ
(@)
[N
[N
=

[M1pn sTom CERT 3aAaBnaeT, YTo ONAaCHOCTb «HANANLO» -
http://www.cert.fi/tietoturvanyt/2010/10/ttn201010281217.html
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BbXUTb B VIHTEPHET

Survival Time (minutes)
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STONESOFT https://isc.sans.edu/survivaltime.html



Peakuna BeHOOpPOB

Checkpoint* CospaH 14.12.2010 MpusHana, yto Npobaembl CyLLECTBYIOT,

UameHeH 03.03.2011 | onepaTUBHO BbiNYCTUIN CUTHATYPbI, BCE
nmetot penTuHr High

HP Tipping Point H/M «OTKPECTUAUCHY», HE Y3ABUMDI

Top Layer

TrendMicro Mpwn3Hanu, BbinycTMAM 0O6HOBAEHUA

SourceFire Kak 6yaTo He NpoABMAM BHUMaHUA (Cm.

IBM ISS na nee) G e S Lo B
[ on vy

O * - HecMmoTpPSA Ha bronneteHb, Checkpoint
YTBEPXKOAET, YTO €€ peLleHnsa Heysa3BUMbI
KaKk MMUHUMYM Ha CETEBOM U

TpaHCNopTHOM YpoBHSAX... RPC n SMB —

ncknoveHna na npasunalll

STONESOFT

| !Tay‘er‘! = Ac_cegs method (CSMA/CD)



Peakuna B nyonunyHbIX 6rnorax
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Some Facts About Advanced Evasion Techniques

Chances are vou've heard the recent "news" about Advanced Evasion Techniques (AETs) from Finnish IPS vendor Stonesoft. Originally
announced in an October 4 press release, the good folks at Stonesoft reported the IDS,IPS evasion techniques mentioned in their release to
CERT-FI, which promptly issued a public statement. CERT-FI also gave Sourcefire full details on the evasion techniques, allowing us to evaluate
their impact on Snort and the Sourcefire 3D system.

Per our standard vulnerability handling guidelines, Sourcefire is awaiting CERT-FI's release of details to the public - currently planned for
November 23 - before discussing the technical nitty-gritty with the world at large. Having conducted in-house testing with the data provided to
CERT-FI by Stonesoft, we've found that Snort handles all of the reported AETs nicely, and absent any evidence that large-seale attacks using
these techniques are underway, we're toeing the responsible disclosure line and giving other vendors a chance to assess and update their
products as necessary.

Stonesoft, meanwhile, apparently decided to shift gears out of responsible disclosure mode. While their first release generated some local press in
Finland, the issue was largely under the international radar, as you would expect for an unverified set of evasions that were currently under
investigation by the vendors in question. This past Monday, they issued a second press release, Put out in conjunction with a press release from
ICSA Labs which purported to confirm Stonesoft's AET findings, the issue suddenly sprung to international prominence, with a number of
articles heralding the end of IDS/IPS systems' ability to detect even the most mundane attacks. At the same time as this second release, Stonesoft

also erected www.antievasion.com, a site full of pretty graphies and hype about AETs.

m

> 2012 (12)
» 2011(24)
¥ 2010 (94)
» December (4)
» November (2)
¥ October (4)
Rule Release for Today, Thursday October 28th,

201...

Rule Release for Today, Tuesday October 26th,
2010...
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NSS Labs

bonee T0Or0...

© VRT (B cTatbe oT 22.10.2010) YTBEPKAAET SECEMBER 2000

DECEMBER 2009
4yTo SourceFire npowen Tect NSS Labs 2009
roaa, o4aHakKo.
) IP Packet TCP Stream RPC URL FTP

Product Line Fragmentation | Segmentation | Fragmentation | Obfuscation | Evasion TOTAL
n j v v v W v
ol ®om v v v v v
Sourcefire v v v v
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bonee T0Or0...

Product Line

IP Packet
Fragmentation

TCP Stream
Segmentation

RPC
Fragmentation

URL
Obfuscation

FTP

. TOTAL
Evasion

e

=

Sourcefire

=

L el a=r.

rer T

=

E P [P

—L

=

RESISTANCE TO EVASION®

* Although the Sourcefire 3D 4500 failed to detect an RPC Fragmentation evasion attempt in our Q4 2009 test, a
fix to the product resolving this issue was subsequently validated by us on February 10, 2010.

NHTepecHo, 4Tto oT 10.02.2010 ecTb
«HOBbIN OPULIMaNbHbINY, KUCNPABMEHHBINY 1 Farun

OoT4eT.

Ho noyemy Obl HE CKa3aTb 3TO OTKPLITO?

B nekabpe 2010 NSS
Group nameHuna
METOAUKY TECTUPOBAHMUA,
AONO/IHUTE/IbHbIE
npoBepKu no Evasion-
TexHMKam (Bepcmna 6.1 —

STONESOFT

CM. nogpobHee
OTYET O TECTUPOBAHUMN)



HoBble bronneTeHun, ctapble

I-I I_ hitp:/fwww.cert.filhaavoittuvuudet/2011/haavoittuvuus-2011-071_html
C AIBIK: thUHCKRIA B Ha: AHIMHHACKAA EI

STONESOF

06/14/2011

IDS / IPS systems of protection provided by-pass methods

Location: - Active network equipment For more information
Attack Method: - Remote Access For more information
Abuse: - Security Override For more information
Solution: - Amending Software For more information

Stonesoft has reported to CERT-FI technologies, which can be used to bypass intrusion detection and prevention systems (IDS / IPS).
The vulnerabilities associated with difficulties in the interpretation of the TCP protocol and MSRPC case. Changes in protocol packets
can create a situation in which the IDS / IPS does not interpret the traffic correctly, but the receiving device to keep it accurate. Some of
the technigues reguire multiple edits combination of several series of packets.

Using the technigues that an attacker can use the known attacks without the IDS / IPS systems are capable of detecting or preventing
them. CERT-FI to keep vulnerabilities of these technologies, because they help to bypass the network protections. Stonesoft reported
to CERT-FI for 124 different examples of by-pass methods, which can be roughly divided into eight different categories.

The vulnerability Co-ordination:

CERT-FI vulnerability remediation will be undertaken to coordinate cooperation with Stonesoft and manufacturer partners. CERT-FI has
discussed the case of a large number of manufacturers.

Vulnerable software:

Checkpoint
o Check Point has verified That All versions of the Check Point IPS blade properly block and report a These evasion technigues.
Well or IPS update patches are required. For details please read the Following /a aee MR~ . A~AIFC o a2 _\
(IVIS-RFL over Cird rrdgmentation)
Top Layer Security
o Top Layer Security has Evaluated the IPS 5500 E-Series against These evasion techniques, and verified That they are not in
Successful bypassing IPS protection. Please visit & www.toplaver.com for more details.

SOLUTION AND LIMITATION OF OPPORTUNITIES:

Update the vulnerable software manufacturer's instructions. Attack detection and response systems, users should consider ———————————

complementary methods cyber attacks and to prevent observation.



OdumumanbHble OTBETLI BeHAopoB Ha AET

AET vulnerabilities reported through global CERT vulnerability coordination process to all vendors
1. Habop w3 24 AET B nioHe 2010

2. Habop 13 124 AET B peBpane 2011

3.Habop 13 180 AET B mapTe 2011

IIpousBoguTte/n ‘ KomMenTapuu BenopoB (ucrouHuk: http://www.cert.fi/en/reports/2010/vulnerability385726.html) ot 26 maprta 2012

Checkpoint Checkpoint has released an advisory.
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit dogoviewsolutiondetails=&solutionid=sk59468

Palo Alto NW No comments about remediation

-

11

Juniper No comments about remediation
McAfee No comments about remediation
Fortinet No comments about remediation

iscovered in compliance with Cisco's security vulner:
erability_policy.html

HP/ Tipping HP DVLabs has tested the evasion techniques against the TippingPoint IPS and found that all of the evasion techniques were NOT
Point successful. TippingPoint customers are not impacted and no further updates are necessary. Customers may contact the TAC for
more information.

Top Player Top Layer Security has evaluated the IPS 5500 E-Series against these evasion technigues, and verified that they are not successful
in bypassing IPS protection. Please visit www.toplayer.com for more details.

Qasswnnfizen No commante ahout ramadiation

Sourcefire Neo comments about remediation

Trend Micro Trend Micro has completed its investigation into these issues and found that Deep Security version 7.5 and later fully protects

against these issues. Customers are encouraged to upgrade to the latest version of Deep Security.
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