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‘. BBepneHue

= | Mpo6nema npoekTMpOBaHNS 3aLLUUTbI CUCTEM CO
BCTPOEHHbLIMW YCTPONCTBaAMMU

1. OTCcyTCTBME KOMMMNEKCHOro, KOMOMHNMPOBAHHOIO Noaxoaa K
NMPOEKTUPOBAHMUIO 3aLUNTbI

= OrpaHnyeHHOCTb Habopa BblaBUraembix TpeboBaHUM K
3awure

naoeHTudmnkaumsa nonb3oBatenen, 6e3onacHoe XxpaHeHne AaHHbIX
BHYTPWU YCTPOUCTBA, CTOMKOCTb ycTaHoBNeHHoro N0 k mogndukaumnsam,
BGe3onacHbIM OOCTYN K ceTn, 6e3onacHble CeTEBbLIX COEAUHEHUN, U T.M.

= HeobxoanmocTb NPUHATUSA peLLEHNIn NOAOEPKKN
6e30nacHOCTM Ha Kaykaon cTaamn npoLiecca NpoeKTUpoBaHNS

2. OrpaHuyeHnsa Ha JOCTYMHble PeCcypChbl YCTPOWCTB
= CnoXHocTb NPUMEHEHUsI TPaAULIMOHHBIX CPEACTB 3alLUTbI

= HeobxoonmocTb KOMOUMHNMPOBAHMA KOMNOHEHTOB 3aLLUUTLI C Y4ETOM
NX HeYHKUMOHAarbHbIX, PECYPCHbLIX TpeboBaHNN N orpaHNYeHnn
YCTPOWUCTB
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‘. AKTyanbHOCTb

= Bos3pacTtarouwee Konn4yecrsBo yCTPOUCTB, KOHLUENUUU
«MHTepHeT Bewen», «Llucbposon aom»

= HoBble (pyHKUMOHArNbHbIE TPeboBaHUA —
NoTpebHOCTb B AOMNMOJIHUTESIbHOM 3aLlLUTbI
YCTPOUCTB U CepBUCOB

= TpeboBaHUA «pPbIHKa»: KOMIPOMUCC MexXAay
3alMLLEHHOCTbLIO U MPOU3BOANTENBHOCTbLIO
YCTPOUCTB
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‘. 3agauu

I- Pa3spaboTka 06006LIEHHOro npouecca NPoOeKTMPOBaHUS
3alUMLLEHHBIX CUCTEM CO BCTPOEHHLIMU YCTPOMCTBaAMMU

= PaspaboTka 1 yTouHEeHWe AencTBuUin npoLliecca
NPOEKTUPOBaHMA B paMKax «KOMMOHEHTHOro nogxoga» K
NPOEKTUPOBaHMUIO

= [TomoLlb pa3paboTymkam B NPUHATUN PELLEHUI NOOAEPXKKM
6e30nacHOCTU Ha pasnMYHbIX CTaausiX NPOEKTUPOBaHUS,
NHTEerpauumn, peanusaumm n pasBepTbiBaHNA CUCTEMBbI

= Cneuyndomka npoekTupoBaHne BCTPOEHHbIX YCTPOWUCTB:

= CylecTBeHHble OrpaHMYeHnst Ha pecypcbl YCTPOMUCTB => crabas
NPON3BOANTENBHOCTb

= YCTpoMCTBa y3Kocneunann3mpoBaHHOro HasHavdeHus =>
cneunguyHble yrposbl

= MoOGMNBHOCTb YCTPONCTB, OTNIMYAIOLLMECS OKPY)KEHUSA =>
crneundunyHblie MHOXECTBa aTak
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PewaemMble 3agauu

[TpmMmepbl NpUMeEHeEHUs (use cases)

dopmanbHasa gekomnosnumnsa TpeboBaHMn Ha OCHOBE
SeMF

KoHdurypaunoHHas mogernb

CrtaTnyeckoe U auHamMmnyeckoe TeCTMpoBaHue
[lporpammHoe MoaenupoBaHue 3aluThbl (“CUMynauma’)
AHann3 MHPopMaLMOHHbIX MOTOKOB

AHanm3 HecoBMeCTUMOCTEN KOMMNOHEHTOB 3aLUUTHI
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Mpouecc npoekTMpoBaHUA

HISRIENIIeTE TpeboBaHus

I daHne

KoHgurypaTop AbOcTpakTHad

I requirements

Moaernb
yCTpOWUCTBa

[MpeanoXeHHble

KOHEMFYPALIMM NHTerpauus

CrtaTtnyeckoe [leTanbHas MOOENb pPHakkaitl
TecTupoBaHune yCTpouncTBa

[MporpammHoe

MoadesinpoBaHme
N

[InHamun4yeckoe
TecTupoBaHune

Pesynbrarbl

TECTUPOBAHUS ' MporpammHas
MoAenb




i

Moaen CSM

= CSM (Common Security Meta-model) - Obwas
MeTamoaenb 0e3onacHoOCTuU
= [lpencraBnserca Ha ocHoBe anarpamm kraccos UML

m I'Ipeu,Ha3HaL|eHa Anda onncaHnAa 3nemMeHTOB rnpouecca
NMPOEKTUpoBaHNA CUCTEM CO BCTPOEHHbIMU yCTpOVICTBaMM

= B T.4. oxBaTbIBaeT MoAdennpoBaHUeE.

CBONCTB 6€30NacHOCTN U NHXEeHEPHbIe CBONCTBA
TpeboBaHM

yrpos

KOMMOHEHTOB 3aLLUTbI

anropuTMOB KOMMNO3NLIUK

anropuTMoB BepuduKkaLmn n TECTUPOBaHUS 3aLUMUThI
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dparmeHT CSM-moaenu

package Core Security Metamodel[ Core Security Metamodely

«metaclass» f ~«metaclass» «metaclass» «metaclass»
SF_DM_Actor SF_RM_Constraint M_Offered_Interface _BBM_Required_Interface
-ListAllowedActors managed by '—.\N{o[mbre
The actors who o alue_ *
1.*  canuse the -" |-Relation
element 1. -Description
FE «metaclass» Susceptible to
use
'SF_RM_Requirement
By has 0.* Prevents
. ~Object_ID
1 -SF_Property_List
«metaclass» appliesto  |TName. define Realises
SF_DM_Model_Element -Domain.
— = 1.* 0..* |-Description
-Type
1=
impl
haé
0..*
applicable to performed by
1.5 1=
«metaclass»
SF_AM_Assurance
defined into SF_AM_TOE «metaclass»
1. 1. SF_AM_Certification
. defined by |-
«metaclass»
SF_DM_Domain 1.* i
e r “«metaclass»
_Identifier [ susceptible to T™ Attacker T
~Creator Atribute = Anacker Type ~pepedn
-Description | = -Name performed by
-Domain
B [ — L Stion -Type 1.*
3 -Format 1.41.. -Capacity
-Addi - -l ti 1.4
composed of e ionaltnio ' «metaclass» Fg‘;;’z;e"s" .
SF_TM_Threat o [ ametaciass»
= -Ability iy
1.7 -Active 'SF_TM_Attack
= = -Theat_Environment -Name
SF_DM_Domain_Constraint Motivation executed by ESomain
-Identifier -Impact = o |-Type
-Value -Objective 5 £
0.%
To be defined... - =z Resource
-7 T




E|

Moanen DSM

| « DSM-mogensb (Domain Specific Model) — [lomeHHo-

cneundunyHasa Moaenb

= Popmupyetcs akcnepTom B cdhepe HEKOTOPOro npobnemHo-
npeaMeTHOro AJomMeHa B obnactn 6e3onacHoOCTU

= Mopgenb peanunsyet metamogens CSM gna onpenernieHHoro

nooMeHa

CSM

«ypoBeHb krnaccos» UML

DSM

«ypOBeHb 3K3emMnnapos knaccos» UML

= Vlcnonb3oBaHue:

—  (NpoektupoBaHue

PaspaboTtuunk
BCTPOEHHOIO
yCcTpoucTea

JKcnepTbl B 00n. O
AOMEHOB

Habopbl rotoBbIX

. peLleHnn
DSMs | 7 222

<

(OMMNOHEHTbI
3aLunThbl
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NMpumep DSM-mopenu

package Data| Confidentiality Class Diagramu

A Deqaemants «SF_Constraints
Data Sending Privacy : = .
«SF_Model Elements Defining Relation SF_RM ametaclass»
Model Element : [Obisct ity Property |- iali AC1:
= Confidentiality =
R rotection Level rahaphby DE:;%?;T!‘.%-EW&W Identifier = "Assumption Constraint
= Data Sending Privacy ecurity Building Block enconding must use 256 Id. 17
Type = "SendOGM", = Model Element om Value = "Value+"
& = D iption ="The data sended bits’ wmetaclass»
% £ k " BStIpIo S lne oaia sance MName = "Protection Level” : Assumptions
UpdateRoutingTable™, and received must be protected Relation = "256"
"SendMessage”, against unauthorized users™ Value = "Number" = Confidentiality
"RechMessage”, Domain = "Network Control™ = Security Building
“ForwardMessage”, Name = "Data Sending Privacy” Block
"TimeOut", Object_ID = "Model Element ID" Creatar = "UMA"
"DeleteRoutinginformation™ SF_Property_List = "Confidentiality” Identifier = "MANET
- - has Assumptios”
|
imply
b
«SF_Flement Types
Operation :
SF_PM Element Type applicable «SF_Property»
:Cﬂﬂﬁtj;mlal\tfy N Confidentiality : SE PM Property WSF SEB»
S parion = Operation Security Building Block :
= Allowed Users SF_BBM Building block
= Data Sending Privacy

= Data Sending Privacy

= Eavesdropping =
= MANET with BATMAN routing E Hitslos= Savesdropoing

= Abstract = "This SBB offers.

Description = "It ensures that information Confidentiality in operations
is accessible only to those authorized to (sending and receiving)"
have access” susceptible to ? 9
«metaclassi D = "MANET with BATMAN Issues = "The dala received must
MANET with BATMAN routing : Domain =it w FEULEL e o S Model Metis_Teshs
= Confidentiality Name = "Confidentiality. UMA:Operation™ T;ﬂg,‘;ﬁs‘i’ln neer:a:;;‘t\rnegrity and Model Metrics Test -
=DC1 Version ="0.1" SF_TM Model Metrics Test

availability properties”

Creator = "UMA"
Identifier = "MANET_with_BATMAN.UMA es”

= UMA Wifi Eavesdropping Test

«SF_Aftributes «SF_Threats
Allowed Users : : SF_TM Threat
LU At = Confidentiality
= Confidentiality =Wireless Eavesdropping lo «SF Tests
Additional_Info = "MagicDraw: Activation_Type = "Active”™ = «SF_Validation_Tests
amataciasss Min Supported Version, 16.0" Impact = “From personal to %ﬂ'—"ﬂ Test:
DC1: Description = "The users that enterprise data™ ast. ost SF_TM Validation Test
Domain_Constraints can access the confidential Motivation = "Personal info theft” = Wireless =
= MANET with data™ Name = "Eavesdropping” Eavesdropping | st iopping et
BATMAN routing Format = "Multi” Objective = "Steal personal data” = Model Metrics Test
Constraint = "Value+" Name = "Allowed users” Theat_Environment = "Wireless, lan™ = Validation Test
Creator = "UMA™
Identifier = "Domain
ConstraintId. 17
executed by
4SF_Aftacks o
Wireless Eavesdropping : -
SF_TM Attack
= Eavesdropping
Mk, Typies = Security Building Black
Wifi Eaves Attacker : _performed by = Wifi Eaves Atiacker
SF_TM Attacker Type = UMA Wifi Eavesdropping Test

= Wireless Eavesdropping Domain = "UMA"

Ability = "Unknown” Name = "Wireless

Capacity = "Decompose, overhear, Eavesdropping”

intercept messages” Type = "Active, coordinated™

Domain = "UMA™

Information = "Unknown™

Name = "Wifi Eavesdropping Attacker 17
Resources = "Unknown”

Type = "Internal or external”

[lomen: «[1pobnema KOHDOUAEHLUMANBLHOCTU AaHHbIX, Nepeaasaemblix no 6ecnposogHbim MANET
CETSIM C UCNonb30BaHMEM NPOTOKONa AeueHTpann3oBaHHon mapuipytusaumm B.A.T.M.A.N.»
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KoHdourypaumoHHaa moaenb

KoHdourypupoBaHue ycTpomncTea — npouecc Belbopa
HeobX0aMMbIX KOMMNOHEHTOB 3aLUNTHI

KoHdourypupoBaHme BCTPOEHHbIX YCTPOMUCTBaA CUCTEMbI HA OCHOBE
peLleHns onTUMMn3auMoHHON 3aaun

KoHdourypauumsa — Habop nporpamMMHbIX U NpOorpamMmHoO-
annapaTtHbIX KOMMOHEHTOB 3aLUNUTbl BCTPOEHHbLIX YCTPOWUCTB

Configuration mechanism

Resources
>

Target device Configuration

Functional
praotection
properies
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‘.- KoHdurypaunoHHaa mogenb — CBOUCTBA
|

buHapHble pyHKUMOHAaNbLHbLIE CBOUCTBA 3aLUUThI,
npegocrtaBnsgeMble KOMMOHEHTOM 3aLUUTDI
= E.Q.. yesilocmHocms OaHHbIX, XpaHUMbIX 8PEMEHHO Ha
ycmpoucmee, Hanu4ue yHKyuu yoarieHHou ammecmauuu u
rp.

s YucneHHble HepyHKLUMOHAlNbHbIE CBOWCTBA,
onpegensarLwme NnoTpedbHOCTb KOMIMOHEHTA 3aLlUNTbI B
pecypcax ycTtpoucrtesa (worst-case consumption values)

= E.g. 06bem namsamu, pacxoO0yemou KOMIMNOHEHMOM,;
mpe6ye/vlaﬂ eesiu4UHa I'IpOI'IyCKHOU criocobHocmu cemegoe2o
uHmMepgheuca ycmpoucmea u rip.

= BbuHapHbIe cBoncTBa NporpaMmmMHo-annapaTHoOu
COBMECTUMOCTMU

« E.g. mun u eepcus ornepayUoHHoU cucmemMbl/supmyaribHoU
MalWUHbI; Haru4ue KOMMYyHUKaUUOHHbIX UHmMepgheucos u rip.
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‘. KoHdourypaumoHHaa moaenb
I
|

Llenb: cqpopmmnpoBaTb KOHUrypaLuio,
KoTopag

= NPeaoCTaBnsieT Bce Tpebyemble
dyHKLMOHAaNbHblE CBONCTBA 3alUUThI

= YOOBJ1ETBOPAET He(*)yUHKLI,VIOHaJ'IbeIM
orpaHn4YeHnAam yctpomcTtBa

= YOOBJIETBOPSAET NporpamMmmMHo-annapaTHbIM
orpaHn4YeHnssM COBMECTUMOCTUN YCTPOUCTBA
= ABNFeTcd onTuMmaribHOU

= Kputepum ontnumanbHOCTK 6a3mnpyoTca Ha 3HaYEeHUAX
HeYHKLUNOHAaNbHbIX CBONCTB KOMMOHEHTOB 3aLUNThbI U
OrpaHN4YeHnin yCTpomncTea
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‘- OnTuMmusaumoHHas 3agava

|
= opmanbHaa nocTtaHoOBKa

‘opt _criterion(non _ functional _ properties) — min /
Constr ( functional _ properties) « / O S

A Constr(non _ functional _ properties) /
(Constr(platf _compat _ properties)

= PelwleHne ontumMmmnsayMoHHOM 3aga4u

= MeToabl Ha OCHOBE MOHOro repebopa
BO3MOXXHbIX KOMOUHAL MW KOMNOHEHTOB
3aLlnTbI

= [InHamunyeckoe nporpaMmMmnMpoBaHnE

uenesas PyHKUMS
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‘- Kputepuu ontumanbHoCcTH

|
O OLI,HOKpI/ITepI/IaJ'IbHaFI onTMMmn3auun4d

= MHMMmM3auma nokazatend Ha OCHOBE
HedYHKLMOHanLHOro CBOUCTBa
= €.g.. consumed _ memory(configuration) — min

= MHorokputepumanbHas onTuMmm3aLus

= MnHnmmsaumsa cepnm HedyHKUMOHANbHbLIX
HedYHKUMOHAarbHbIX NoKa3aTenen («ueroyka

ceolcme»)
= VHTerpanbHble Kputepum
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‘.- UHTerpanbHbIN KpuTepun

= Kputepumn: MMHMManNbLHOCTb (HA MHOXECTBE
KOHJourypaummn) MmakcumManbHOro 3Ha4yeHus
HeYHKLUMOHAaNbHbIX CBONCTB KOHdUrypauumn (8 %)

3HaveHue Kputepua: min{ max  {percent(p(configuration;))}}

peNonFuncPr operties

constr(p)—p

e0e percent(p) =
constr(p)

constr(p) - 3HayeHue ozpaHu4eHus
ycmpoticmea Ha ceolcmeo p.
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CueHapuu koHdurypuposaHus (1/3)

DSM

!

—T— PaspaboTumk
b
BCTPOEHHOIO

yCTpoucTea

AbOcTpakTHad
MoAenb
yCTpPOWUCTBA

Tpebyemble
HWXHe-ypOBHEBbIE
dyHKUMOHArnbHbIE
CBOMCTBA 3alu1Thl

[ocTynHble
KOMMOHEHTbI
(descriptive part)

B CueHapum 1

Ontmmnsauua Ha
OCHOBE CBOMNCTB

Komno3unuus
KOMMOHEHTOB =) | OnTUMankHas
KOHUrypaums
3alnThl

—

AHanu3 ﬂeTaﬂbHaﬂ Modellb
HEeCOBMECTUMOCTEN yCTpOVICTBa
KOMINOHEHTOB
3aWwunThbI ﬂ
sl 2l
YCTPOMNCTBO
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‘- CueHapuu KoHdurypmuposaHus (3/3)

B CueHapun 2

AbcTpakTHagd
MoZerb —
yCTponcTBa
PaspaboTumk

BCTPOEHHOIO
yCTpOUCTBa

KoHpurypauus

|

aKcnepT

—

BbiBeaeHue
pPeCcypCHbIX
TpeboBaHUN
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HedoyHKUMOHaNbHbIE
TpeboBaHus
K YCTPOWCTBY

4

[leTanbHas
Moaenb
yCTpOWUCTBA

4

peanusauus

_________________




‘. MporpaMMHbIN NpoOTOTUN

= [1porpaMMHbIN MHCTPYMEHT «KoHurypatop»

s /IHCTpyMeHT aBTOMaTU3aLNN NPUHATUSA PELLUEHUN
Ha cTaguun NPOEKTUPOBAHUSA BCTPOEHHbIX
YCTPOWUCTB

= [lpeaHasHayeH ana pa3paboTymkoB BCTPOEHHbIX
CUCTEM M 3KCnepToB B 06NnacT KOMNOHEHTOB
3alnThl

= [lo3BonseT nony4yntb Hanbonee apdOEKTUBHYIO
KOHJOUrypauu o ans passepTbiBaHUA Ha 3a4aHHOM
YCTPOWUCTBE

= [lo3BONsAET BbIBECTU MUHUMANBbHO HEODXOANMbIE
pPeCypCHble TpeboBaHUSA K YCTPONCTBY Mpu
3agaHHOWN KOHMUrypaumm
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'padhnyeckmnn nutepcgpenc nonb3opatensa (GUI

Property trees

9 [ Tree of platform properties

[ Tree of non-functional properties

9 [ Tree of functional properties

D confidentiality of stored data o 3 memaory
ici icati o= ethernet interface (= ||
D authenticity of the communication channel i = g Target System Platform |._ ” [‘x|
[ authenticity of custorner [ cost S
. " Choose Platform Properties the target system hold
B Configurator
Configurat
Tatger Systerm piatios e ElSusiem rouerc: Platform Properties Platform Properties
| Trees of properties ‘ JAVAZ | Functional requirements: JAVAZ Android
IPv4 - confidentiality of stored data 1Pvd i0s
IPvG - authent!cfly of the communication channel IPVG Windows Phone 7
- authenticity of customer == Add
Target System platform BlackBerry
| Available resources and non-functional proper|
- memory Remove ==
| Target System properties ‘ -amount = 400 KB
-clock =0 MHz
- ethernet interface
| Optimization criterion ‘ -handwidth = 192 Khisec
- cost
wvalue =0 €P§
| Repository ‘ 0K
~Optimization Criterion-
| Run ‘ Property based criterion
resource = memory; non-functional property = amount; optimizing function = MINIMIZING
Available SBBs-
SBE name Flatform reguirements Functional properties MHon-Functional reguirernents
SBEE-1 [JANVAZ] [confidentiality of stored data, authenticity ofthe co.. |[femory.amount=100, ethermet interface bandwidt. .
SEB-2 IS, [PwhE] [authenticity of customer] [rnemory. amount=280, ethernet interface handwidth. ..
SEB-3 [JAVAZ IPwd] [authenticity of the communication channel, authen.. |[memaory. amount=60, ethernet interface handwidth. ..
SBEB-4 [JANVAZ, IPYE, IPwd] [authenticity of the communication channel, authen.. |{[memory. amount=60, ethermet interface bandwidth. ..
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3aKn4yeHue

[MpoLiecc NpoekTMpoBaHUs 3aLMLLEHHBIX CUCTEM CO
BCTPOEHHbIMU YCTPOMNCTBaAMMU

KoHpurypaumoHHaa mogenb Angd BCTPOEHHbIX
YCTPOUCTB

ApXNTEKTypa MexaHnsma KOHQUrypupoBaHms v
nporpaMmmMHbIA NPOTOTUNN
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‘.- KoHTakTHasa nHcgpopmaums

I
OecHuukuin Bacunuin Anekceesud (CIMTMMPAH)
desnitsky@comsec.spb.ru
http://comsec.spb.ru/Desnitsky

brnarogapHocTu

PaboTa BbINOSMHAETCA Npu PMHAHCOBOW NogAepKKe
POOU (npoektbl 10-01-00826-a n 11-07-00435-a),
nporpammbl doyHOAaMeHTarnbHbIX nccnegosaHn OHUT
PAH (npoekT 3.2) 1 npu 4YacTU4HOM oUHaAHCOBOW
noaaeprkke, OCyLLEeCTBNAEMON B paMKax NMPOEKTOB
EBpocoto3a SeckFutur n MASSIF.
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BOIMNPOCDHI?
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