y
———————
e
e
e
e —
y

~OSITIVE TECHNOLOGIES




asontouna SIEM: MapKeTUHr
NNu BbIHy>I<,£I,eHHbIe Mepbl

" ™ Onecs lleriectoBa
CUCTEMHbIN aHaNMNUTUK

Positive Technologies

PycKpunto-2013



UT0 Heobxoagmmo busHecy

A\

F VHdopmauusa gomkHa ObiTb 3alimLLieHa OT BHYTPEHHMUX U BHELLHUX YIrpo3;

F Yt0o6bl BCe paboTtarno 6e3 cboes;

~OSITIVE TECHNOLOGIES



R T

" LI
T = e i T
. g s e T




Problem
-~ (or single incident)

A
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[ne nckatb CUMMTOMBbI

* Application logs;

« Transaction logs;

» Connection logs;

* Access logs;

« System performance;

« User activity;

» Different system and security
alerts

OTkyna B3sTb MHbopMaLnIo

IDS\IPS;
Servers\desktops;
Business applications;
Database;
Switches\Routers;
DLP;

SAC (CKYL);
Antivirus software;
VPNs;

Web and file services

Usiu noYeprnHyms UHGhopMauuo U3 HOBOCMHbIX [IEHM, MPEMUU U Ha HOBOM Mecme

pabomel ...
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NCTOYHUNKU

Legend:

DIDS — Distributed IDS

SPI — Statefull Packet Inspection
DPI — Deep packet Inspection
OTC — Outbound traffic control
FCI - Full content Inspection
AppC — Application control

UC — user control

1986 1990 1991 2001 2004 2005 2009 2011 2012
- B Application ppg - gpy DPI oTC FCI AppC UCWAC
detection filtering proxy
ID WAF SIEM-NG
S IPS NGFW e NGIPS
003
Goum g caclic
e
==
\nFP\C‘T ,,,,,,,,,,,,,,
R‘\SK ——————————————————
e -
..... |
.......... ddownhm
_________________ .
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PocTt nopoxaaet npobnemol

F MHOXeCcTBO KOHCOSEN yrpaBIieHUs

F [onrmn pe-nornH B KOHCOMN yrnpasneHns

F HepoctaToyHO NamMAaATy AN XpaHeEHUST CODbITUI

F CobbITna moryT 6bITb yYaaneHbl (3aTepTbl, POTEWNT, 3MTOYMbILLSIEHHUK,
Kpax)

P CnoxHaga HaBurayms

F Taxenoe socnpustue
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Tpyno3arTparhl

B VHdpacTtpyktypa o6bemom B 1000 egmHul, reHepupyet okono 23 000 - 30 000 EPS B cekyHay
B [axe «yHuKkymy» Tpebyetcs okono 38 muHyT Ans npocmotpa 25 000 cobbiTuin

B Yenosek He cnocobeH BOCNpUHUMaTb 6onee 10 cobbiTu B CeKyHAOYy Ha NpoTAXeHUU

ONNTENbHOIo BpeMEHU

NInn

® 1 SIEM, paboTatowmm 24x7 6e3 yctanoctn n npocbd 0 NOBbILIEHMM 3apnnaTbl

B + 1 uHXeHep
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A ecnn He CMOTPETb Normn?

MporHo3s norogbl: NMacMypHO, MecTaMu BpemMeHamMu

L'm an owned
XP box

I'm a pivot in use
™,
4

—— AT

192,168.1. 104
NT AUTHORLFYSSYSTEM @ #' HE-14E429D285 (ADMIN)

A ————

Y

- b A
- . r
.168. 1. 192, 168.1. 183 Ijm
selected...
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WARNING

JUMPING INTO TOXC WASTE
DOES NOT GIVE YOU,

SUPER POWERS'

LISE ATNERSE HEALTH BFFECTS - Ses g e
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AT TN S O eea——.—.ssre

mon0 [Wireshark 1.8.2]

File Edit View Go Capture Analyze Statistics Te Internals Help

Eiii iﬁ'i (Eﬁi [ 1:: ff_.: mi;i ;fEEi 1.‘: ﬁif; dggi <:lr 4{ :ih' Eif Eﬂl [!gg§J|F%§!I i A =) €1 iIII iiil EEEH

Filter: |(ip.addr eq 169.254.192.118 and ip.addr eq 169.254.25! : | Expression.. Clear Apply Save exclude_pine
| No. Time Source Destination Protocol Length Info
i B6T73 2755.760546088 169.254.192.118 | 169.254.255.255 NENS [ 148 Name query NB WWW.BAIDU.COM<86=
BA2BZ 2BA5.373093006 169.254.192.118 169.254.255.253 NENS 148 Name guery NB WwW.BAIDU.COM<88>
0BE16 2878.185478688 160.254.192.118 169.254.255.255 NBNS 148 | Hame

HW.EAIDLI_E!JH-:BE:-W I F ?'
i QM-B8 H m

W' . BAIDU.
W . BAIDU .

08123 2873.524333080 169.254.192. 169.254.255.255 NBNS
01685 2926.4750630688 169.254.192. 169.254.255.255 NBNS
023094 2951.264B93688 169.254.192.118 169.254.3255.255 NBNS
3043.725531080 V258,255 NBNS

148 Y

181438 3253.715523868 169. L . COM<88=>
182231 3281.8B2742468668 169.254.192.118 169.254.3255.255 NBNS Wi . BAIDU . COM=8
164088 3380.2665706866 160.254.102.118 160.254.355.255 NBNS Wi . BAIDU. CO :
165582 3412.5751616866 169.254.192.118 169.254.255.255 NBNS 5 W . eCUM-<B08>
| 168242 3516.19715568086 169.254.192.118 169.254.3755.255 NBNS 148 Name gquery NB Www.BAIDU.COM<B8>
‘ 116138 358B2.65732BEBBE 160.254.102.118 160.254.3255.255 NBNS 148 Name guery NB WwWW.BAIDU.COM<B88>
| 114697 3752.0163956806 169.254.192.118 169.254.3255.255 NBHNS 148 Name query NB WwWW.BAIDU.COM<88=
121577 3997.501699666 | 169.254.192.118 169.254.255.255 NBNS 146 Name query NB WwW.BAIDU.CDM<88>
122187 4627.304B7868688 160.254.102.118 169.254.255.255 NBNS 148 Name query NB WwWW.BAIDU.COM=88=

Type/Subtype: Data (Bx28)

P Frame Control: BxB288 (Normal)
Duration: @
Destination address: Broadcast (ff:ff:ff:ff:Ff:Ff)
BSS Id: Ubiguiti 9a:Ba:49 (BB:2T7:22:0a:8a:49)
Source address: Azurewav_dd:BB:4e (BB:25:d3:dd:BB:4e)
Fragment number: B
Sequence number: 3323

B Frame check sequence: BxdcB2chBff [correct]

B Logical-Link Control
B Internet Protocol Version 4, Src: 160.254.102 418 (160.254.192.118), Dst: 169.254
B User Datagram Protocol, Src Port: netbios-ngf (137), Dst Port: netbios-ns (137)

B NetBIOS MName Service

8630 b8 cf 45 88 B8 O\ .-
DO4D B0 60 40 11 Be dl a9 fe cB 76 ad fe Ff FF % puomons g SR
BOSE 80 89 60 3a 64 d6 el Oc Bl 19 @ 81 B0 - :

BOGO B0 60 20 46 46 43 Af 46 44 46 46 A6 40 ,
PE78 42 46 4b 45 42 45 da 43 AF 45 44 45 58 45 de 43 BFKEBEIC OEDEPENC

53.235 [169.254.255.253)

BEEBE 41 41 41 B8 BB 28 BB Bl dc B2 ch ff AAA L. 7
'@ Logical-Link Control (llc), 8 bytes Packets: 179925 Displayed: 23 Marked: 0 Dropped: 0 Profile: Default

L]
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Yto'e10 3a UT-akTvs

YTo 3T0.3a ApoLece

KTo sanyemp aToT npguecc .+

Ha mecte nl nonb}o(TeﬂB > o

Kakoi npouer"(eHepmpyeT J:lonospMTeanble
coObITUSA o
Hanunuune yFI3BVIMGCTeVI nns namw% NT- aKﬁlBa
CBsi3aHHble coObITHARY oy |
[ToxoXkue codbITUSA (683%3‘F—IaHVII/I 7 a‘J'?I'OpVITMbI |
Koppensauymn) N Sl
CobbITus B Mype PR

Baseline onga gaHHoro npou,

MNocneacteua  ~

7%

OueHka ylepba”
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Baseline

e N
|

« KonunyecTtBo cobbiTUN

* Yucno coegmHeHuUn

 Ob6bem Tpaduka

 Konu4yecTtBo BX0O0B
nosfib3oBaTeneun

 Konn4yecTtBo M3MEHEHUN

/\/\

~OSITIVE TECHNOLOGIES



Follow the white rabbit.

[ ne cepebpsaHasa nyna ?
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I
Syslog — pelueHmne?!

['1nrochbl:

B  MOXHO NOAKIYUTE MHOXECTBO MCTOYHUKOB (Xanssa)
B dakTnyecku, cobbiTMst 0AHO0BPa3HbLI N0 hopMaTy U fierye YnTarTCs

B MoxHo genaTb regexp ckpuntamu

B [leweBbln KOHHEKTOP AN reTeporeHHbIX CUCTEM

MwuHycCbl:

m  OrTcyTCcTBYET aBTOMATM3aAUMS;

® UDP He umeeT rapaHTUpOBaHHOM LOCTaBKU;

® [logaBnawoLas macca yCTPOUCTB U NMPUIOXEHUI He nogaepXusaet tep syslog;
® [lpu pnyae nopsagka 5 000 EPS Ha oauH nopT udp naketaMmn nponcxoaaT

3Ha4YnNTESIbHbIE NOTEPU
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MUWHYCbI «KONMEHOYHbIX» peLleHnN

F CobbITus mano cobpaTtb, X elle HY>XHO aHann3npoBaThb;

¥ [lpn goctaTovyHOM KOonmMyecTBe MCTOYHUKOB, Syslog B dpann unu syslog B
mysql HegocTaTouHO MO NPOU3BOAUTENBHOCTU (a cCODbITUSA HeobxoanuMo
XpPaHUTb OT nonyroga Ao 2x neT no ctaHgapTam);

F Front-end + MexaHn3Mbl N0 MHTEPNPETALMN N MOUCKY BCE NPUOETCS HanMcartb,
MNOCKOSIbKY Open source peleHnst He yaoBneTBOPAT BaLLM MNOTPEOHOCTMU;

F CobbiTus syslog 6e3 TLS(DTLS) moxxHO nogaenaTb Mo CeTy;

F CobbITus MoryT ObITb YyaaneHbl\M3MEHEHbI U3 XpaH
B Cny4ae open source peLleHui;

F He nmeloT ropnanvyeckon 3Ha4YMMOCTM.
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UTo Heobxogmmo busHecy (2

¥ VIHUMOEeHTbl JOMKHbI peLaTbes ObICTPO;

¥ Perynsatopbl A0MKHbI ObITb YAOBNETBOPEHbI;
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TpeboBaHusa cTaHOapTOB

+ + + + +

Object Access

Logon + + + + + +
Policy Changes + + +
System Events + + + + +
Process Tracking +
Account Logon + +
+ + + + +
Account Management + +
Security Assesment + +
Contigency Planning + +
Configuration Management + + +

~OSITIVE TECHNOLOGIES



0
w
O
0
=
0
74
I
U
m
T
w
2
=
o
u
L




EgvHoe xpaHunuiie

COop € pasnnyHbIX NCTOYHNKOB
ApxuBauusi CTapbix coObITUI
[Tonck no cobbITUAM

Pa3buBka no kareropnam codbiTum
[locTpoeHne oT4yeToB

YOoBrneTBOpeHMe anneTura
perynsiTopos
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MuHumanuctnyHbin Dashboard

OnoselyeHne 06 onpegeneHHoOM codbITUK
Compliance (BbiBog criMcka cobbITuin)

CopTtuposka IP agpecos no rpynnam

NHCTPYMEHTbI Ans paccneaoBaHns MHUNMOEHTOB
BakHbl HE TONbKO XypHanbl OS 1 NPUNOXEHNN, HO U

CeTeBbIX YCTPOUCTB
ObecneveHne 3awmTbl CEPBEPHONO XpaHunuiia
Ob6ecneyvyeHune pMaNYEeCKON 3HAYNMOCTH
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[MpoaBuHyTEIN Dashboard
Koppensuusa no MHOXeCTBY CODbITUM
PacLunpeHHbIN PeNOPTUHT
NHUMOEHT-MEHEKMEHT

Workflow

Baseline

LleHHocTb aktnea (KAL)

[obaBrneHbl HoBblEe CTaHAAPTbI
Compliance SIM == Compliance SIEM
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UTo ObINIO ganbLue

% YBpaHbl anropnTMbl KOppensLunm, oCTaBneH.I
RBR

CTtatnucrtmka no MMpoBbIM Yrpo3am
Bo3MOXHOCTb nepeonpeneneHns yrpos
NuTerpauusa c Service Desk

[lo6aBneHmne Netflow kak nctouHUKa
NuTerpauun c cnctemamum CKY[
Hobasnenune pasnnyuHbix MeTpuk (KPI, ROs)l)
NHTerpauun ¢ Risk Management
NHTerpauun ¢ network-behavior n anomaly-
detection

1 HanpaeneHnne Ha SOC

1 ObnayHble peleHus

1 OBOMOLUA NOHATUA «aKTUBa»
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Timeline

Timeline

OTanbl

Llenn

NcTOYHUKMU

Oo6bembl
XpaHunuiia

ApxuntekTypa

[Nonb3oBartenu

2000-2005

3alwmTta nepmmeTpa,
KoHconMaaLusa cobbITui

>KypHanbl cobbiTun

Hecatkn GB

lMnockasi, Mano areHToB

o 3 000

T, B cneunanuctbl

2004-2009

AHanunas, nccnegoBaHue,
pa3bop MHLUUOEHTOB,
compliance

CeTeBble yCTPOMCTRA,

XXypHarnbl NPUNoXKeHnn

CotHu GB

AreHTHas, pacnpeneneHHada

o 5-7 000

MpenmywectseHHo B
crneunanncTbl, ayantopsbl

HakornneHHbIU ornbim

2005-2012

SIEM

Real-time obHapyxeHue,

MOHWUTOPWHI aKTUBHOCTM

NpUoXeHnn, Tpadduka,
nonb3oBaTtenemn

Netflow, DLP, IPS, SPI,
SCADA, VM

TepabanTbl

MHorocBs3Has,
pacnpegeneHHas

OT1 15000

OnepaTtopbl SOC,
PykoBogutenu, ayoutopsl,

2012-2013

OueHKka BNuaAHMSA Ha
Bun3Hec-npoLieccol

DPI, NGFW, NGIPS, VM

Ot gecartkoB TepabanTt 6e3
numuTa

Knactepsl, obnako, ¢
eanHbim SOC

Bce npeapbiaylume
nonb3oBaTenu + busHec
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OBOHapyxeHne ysa3BMMOCTEN

Anomaly Private
(unknown vulnerability) exploit

SIEM: Baseline
Configuration management
Policy management
Netflow
Log analyze
Trends
Forensic

Public
exploit

SIEM: Custom rules
Other: Custom rules

Remediation

—

Vendor patch
Vendor
signature
Vendor rules
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[Tnpamunaa npoLeccos
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«SIEM-NG» - 3TO HOBast CTyMeHb pa33|?1Ty|s=| npé/ yKTa = I
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Heobxoammoe pelueHue

F HeobxogumocTtb poxgaetca B 6onbLUen CTeNeHN U3 3aaad, a He
TpeboBaHUi PerynaTopos

¥ PasButune npoaykta obycrnoBneHo TpeboBaHNAMU K 3OPEKTUBHOCTA U
onepaTUBHOCTU ODHAPYXXEHUIO YrPO3 U OLEHKN UX BITUSHUSI HA BU3HEC

F «SIEM-NG» - 310 nonbiTka co3gaTb bonee MHTeNNEKTyanbHyt CUCTeEMY

C HOBbIMU, eLle bonee LLUNPOKNMUN BO3MOXHOCTAMMU
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UT10 Heobxoanmo busHecy (3

;

.

.

F OOGocHoBaHKe 3aTpaTt ucxoas oT 3agady busHeca n NOTEPb, a HE YA3BUMOCTEWN;

P MuHnmanbHble nsgepxku Ha C3M n nepcoHarn
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CtommMoCTb

BnuaHne Ha busHec-npouecchl U
nHdopmauuo

HecooTBeTcTBUSA, HapyLLEeHUS
MNONMUTUK, UHLUMAOEHTbI

Owunbku, cbon, npegynpexgeHus,
4 5o HapyLLleHUs
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Bce «BKMHOYEHO»

|ﬂ'll.n“ 30683 [®) Bummars i Afimciers (D Tuegein =) Cuingories Annotatiors I Netwois || Ever Flows [ Rules Amiom ¥ 2 Print i
Magnilude Hedevance o Sevinrily g Cradibality 3
Target Vuinerable to Delecied Explos 3
precaded by Exploit Alampt Proceeded by Recon 1 3 .
Dascry précoded by ExploitMarware Evenls Acrose Multiple Targeis EVat coumt 428 BANiE In.3 CIN00TeE
recadad by Recon - Exemal - Potential Netaork Scan
B : - 2 What was the .
AttackeriSrc | 202 153 48 66 Start 2009-09-20 16:05:01
attack? ' 1
Targel{spDest| Local (F17) | [T 1m A28
Nebworiols) Muihpole (3] | Anssgned to [0l assioned
Holes Vulnarability Comelation Use Case lustrales a scenano immaving comelation of vulnerability dala wilh DS alerts An attacker anginating from Chin W ' briel using the
Conficker warm esploil (CVE 2008-4250). Thep= as it
Who was successful?
Attacker Surmmary g Setsils .
. ———1 responsible?
Magnilude Usar Karan
Description 202153 48 B8 Assol Hama LUinkniown

Vulnerabilities |o MAC Unkrcwn
Location China Asset Weight /‘ﬂ 0
Where do | find |} —

[Top 5 Categories () camgene
Maime i | Local Target Count thEl"ﬂ? How valuable are
Bufter Overfiaw How many |8 - they to the business?
Wisc Expioit | ' 3
Hetwork Sweep / targets | 718 | 1417
| Top 5 Local Targets () Taget / involved? \
IF/DNS Name . | ————h nin e | User | MaC Location = Weight
Windows AD Server | [ Unknown g T oD, | main 8
10.101.3.3 | Uinknown Ma | | main | 1]
1010134 | [unnown Are any of them | main [0
BC108 Yes Mo ] ar main 10
10,101,311 ] Linknown Mg vulnerable? a7 | main |o ]
| Top 10 Events [ Evens
Event Hame Magnituda | Lo Sodirca | Catagory | DersLing thon | Dat Port T
Misc Explo#t - Event CRE usinm Rule Enging-8 = gradar : I 10.101.3.15 I 445 08-28 16:06:33
Where is all the 10.101.3.10 248 | oa-29 1808 28

NETBIOS-OG SME wd $iveve NalipPalihCao -_ — — Sndn
fra—

"NETBIOS-DG SME wi eveve NeirpPainCo I — (Snon@10115 evidence? | 10301316 445 | 02-28 16:06:33 |
Misc Explofl - Evend CRE e Cuslom Rule Engine-8 . gradary i 10.101.3.13 445 08-28 180831
Hatwark Sweap - DR adar Claceily Flow - Flow Classification Enging-5 - 10,101.3.10 445 0828 18:05.01
Helwork Sweep - ORadar Classily Flow i | Flow Classification Engine-5 - gradar-«m Malwork Sweep | 10101315 | 445 08-28 16:05.01
Hetwark Sweep - ORtadar Classily Flaw | - | Flow ClassmMcation Engine-® - gradarvm | Melwork Sweap o130 IFTCH | oo-ze 180801
Matwark Sweap - ORadar Clas sily Flow i Flow Classification Engine-5 - gradarvm | Mabwork Swesp | 10.101.3.156 445 | 08-29 16:05 I:I‘I_
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[TpnopuTeT yrpossbl

BNUsiHMe Ha busHec-npoLecchl
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LleHHOCTb
=9

cknoyeHnsa
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BnuaHue Ha
ounsHec

Han

NcknroueHunsa
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A 4yTO ganbLue?
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BnuaHue Ha
ounsHec

TpyaosaTtpa

~OSITIVE TECHNOLOGIES |



Korga Heobxoaumo pewleHne SIEM

F BbICOKME PUCKM YTEYKM U CTOMMOCTb MHOpMaLmn
¥ [oporve npocton MHGPOPMAaLNOHHLIX CUCTEM

¥ [okymeHTarnbHas v lopugnyeckasa basa ans paccrnegoBaHusa UHUMOEHTPB
F TpebosaHua ctaHgapToB u perynsatopos (Compliance)

F ABTOMaTU3aLMA NMPOLLECCOB (BbIABIEHUS, OOHAPYXXEHWUS, KOHTPOSA)

F CHWmKeHMe BpeEMEHU peakummn Ha BO3HMKatoLWMme yrposbl
¥ CokpalueHusa 3aTtpat (nepcoHan, onepaunmoHHbIE PUCKK)
¥ Co3gaHune aMnmpuyecknx nokasaternen

¥ O6ocHoBaHue 3aTpaTt

¥ [loBbiweHne apdHekTMBHOCTN PaboThl

¥ [llogoepxka NPUHATLIX peeHuin n nx apeKTMBHOCTH
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OnpaBaaHHbIE OXNOAHUS

Hard dollar benefits Time to back Soft benefits

Prevent Personnel Expansion

Reduce Critical Incident Rate

Reduce SOX Compliance
Reporting Effort

Extend Useful Life of Legacy
Applications

Prevent Internal Resource
Abuse

Prevent Funds Transfer Fraud

Healthcare Insurance and Services
Provider

Managed Security Services Provider
(MSSP)

Regional Electric Utilities Company

Credit Union

Global Telecommunications
Company

Regional Financial Institution

Savings of $3.5 million over three
years from staff reallocation

Annual savings of $1 million from
staff
reduction and reallocation

Savings of $4.6 million over three
years from elimination of 7,600
work-hours

Savings of $8 million by deferring
software rewrite

Savings of $3.6 million over three
years

from office supplies usage
reduction

Prevent fraud worth $900K

3 months, 12 days

6 months, 20 days

39 days

3 weeks

2 months, 15 days

Less than 1 week

Better enterprise visibility;
Faster incident response;
Less employee turnover.

Better incident prioritization;
Focused alert resolution;
Improved customer service.

Fewer compliance violations;
Proactive compliance program;

More consistency in controls and
processes.

Audit violations removed;

Avoided risk of technology
replacement;

Gained visibility into user activity.

Increased call center productivity;
Improved recruiting processes;
New visibility into user activity.

Increased visibility into transfer
operations;

Proactive, not reactive, fraud
prevention;

Additional use cases.

*(ArcSight ROI)
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3a CYEeT Yero gocturatoTcs peaynsraTbl?

P AsTOomaTtusaumsi cbopa

F Koppensuusa no codbiTuam

F ABTOMaTU4YECKUIN KOHTPOSb HENPEPLIBHOCTM cbopa
F WVHTepnpeTauusi cobbITUM B NOHATHbLIN doopMmaT

¥ /HCTpYMEHTbI Noncka no cobbITUAM

F [padomnyeckue npencrasrieHnd
F Baseline
F ABTOMaTU4eCKOe OroBeLleHne N perncTpauma MHUNOEHTOB

P OnepaTUBHOCTb pPELUEHNS UHLINOEHTOB

F [mnOkne otyeThbl

F OueHka BnmaHnsa Ha BusHec-npoLecchbl
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[Tpobnembl Npyn BHEAPEHUN
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[Nogkniovyaemble NCTOYHUKI

}%{ » A \\

[10 BHeOpeHus HacTpounka JKcnnyaTtayug
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KoHel, pacckasa
Cnacnbo 3a BHUMaAHueE

Onecs LWWenectoBa ‘i ‘

CUCTEMHbLIN aHaNUTUK
Positive Technologies
oshelestova@ptsecurity.ru 3
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