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[loCTaHOBKaA 3a4a4u

€ MNpunoxkeHus, paboTatoLwme B peasbHOM
BpemeHu

€ HepetepMMHMPOBAHHbIE NPUNOXKEHUSA

[Py




[loaxoabl K 0bpaTHOW OT/1IagKe

€ leTepMMUHNPOBAHHOE BOCMPOU3BEAEHUNE

€ TpaccmnpoBKa




UndoDBG

€ [1ByHanpaBAeHHbIN OTAaQ4YMK

€ NMopaeprKka HAaTUBHbIX NMPUNOXKEHUIN NOA
Android

OrpaHuyeHuUA:

© PaboTaeT TO/IbKO € OTAE/bHbIMU
NPUNOKEHUAMU

€ PaboTaeT Tonbko noa OC Linux



OB 8 QEMU

KypHan ‘ QEMU

3anucb paboTbl Nporpammbl

BocnpowusseaeHme paboTbl Nporpammbl

‘ L ‘

UHCTPYMEHTbI
aHann3a




O6paTHaA oTnagKka c nomoulbto gdb

© reverse-stepi
© reverse-nexti e

€ reverse-continue -
© reverse-finish




TpaccnpoBKa
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heptr

cb50
afdobSac rl3 abt =

c02d0b0c rl4_abt

spsr_abt

contextidr
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)
[:::::::j Monyne MCK KCK Onkoxn HHCTPYKIMSA, CCHIKM, KOMMeHTapMi

CO022E90 0xCO0ZZESO 13F021E3 MSR CPSE_c, 0x00000013

136R0DE8 C0022ES4 0xCO0022ES4 ADSERAOEL MOV R9, R13 8VC, LSR #13
C0022E98 0xC00ZZES8 8996R0EL MOV R9, RY, LSL #
C0022ZESC 0xCO0ZZESC g ADD 8, PC, 0x0
CO0Z2ZEROD 0xCO0ZZERD 9 LDR R12, [RS
CO0Z22ER4 OxCO022ER4 2 STMDB R13_svC!, {
CO0ZZERB 0xCO0ZZERSB 1 TST R12, 0x000
CO00ZZEAC 0xCO0ZZERC 0 0xCO0022ED4
CO0022EBO 0xCO00ZZEBO 5 CMP R7, 0x0000016&C
C0022ER4 0xCO0ZZEB4 4 SUB R14_sVC, PC, 0x0000011C
CO0Z2EB8 0xCO0Z2EBS 9 LDRCC PC, [RB, R7, LSL #2] ; [CO0022F74
C00444F0 0xCO00444F0 A MOV R12, R13_sW
C00444F4 0xC00444F4 2 STMDB R13_svc!, {rl11l, R1Z, R14_sVC, BEC
C00444F8 0xC00444F8 4 SUB R11, R12, 0x00000004
C00444FC 0xCO00444FC J:\ MoV R2, R13_svVC
C0044500 0xC0044500 C BIC 0x00001FCO
C0044504 0xC0044504 [od BIC 0x0000003F
C0044508 0xCc0044508 9 LDR 0x0000000C ; [ETDAEOOC
C004450C 0xC004450C 9 LDR 0x0000020C ; [ETDTDEOC
C0044510 0xCc0044510 9 LDR 0x00000228 ; [ETDTDE28
C0044514 0xC0044514 0 BL CO04BE14
C004BB14 0xC004BB14 20 MOV
CO04BB18 O0xCO004BB18 2 STMDB V PC}
C004BB1C 0xCO04BBI1C 4 SUB R11, R12Z2,
CO04BB20 O0xCO04BB20 J:\ MoV R2, R13_svVC
C004BB24 0xCO04BB24 C! BIC R3, RZ, 0x00001FCO
C004BB28 0xCO004BBZO c BIC R3, R3, 0x0000003F
CO004BB2C 0xCO004BB2C 9 LDR R3, [R3, 0x0000000C] ; [ETDAE0OC]
CO004BB30 0xCO04BB30 5 cMP RO, 0x00000000
C004BB34 0xC004BB34 93 LDR R3, [R3, 0x00000318 ; [ETDTDF18]
C004BB38 0xCO004BB38 93 LDR R3, [R3, 0x00000010 ; [C02B&4CO
CO004BB3C 0xCO004BB3C 00 0xC004BB64
C004BB40 0xC004BB40 93 LDR R2, [R3, 0x00000018 ; [C02B6&3BO
C004BB44 0xC004BB44 S0 LDR R1, [RO, 0x00000004 ; [ERB31124
C004BB48 0xC004BB48 52 CMP R2, R1

00

CO04BB4C

0xCO004BB4C

0xC004BBE4




TpaccnpoBKa Java-npnnoxeHunm

Cucrtema gMHamm4yeckoro

aHanu3a Kojaa

QEMU
Moaynb

Android
“method1” instr_1

MexaHu3m Pann

DalvikVM : Tpaccel instr_2

TPACCUPOBKU
> g Instr_3

“method2” instr_4
Instr_5




Dalvik Debug Monitor Server

-
5 5554ikype

Android

7 Dalvik Debug Moni

File Edit Actions Device

o a 2 P Threads | VM Heap | Allocation Tracker | Sysinfo | Network | Emulator Control | Event Log| Y
D Tid Status utime  stime Name
. PM
[ emulstor-555¢ Online skype[233, d... 1 123 | Natwve Bl A mdin Hardware K
= E se your phy
system_process B % g0 2 125 VmWait 4 13 HespWorker
3128 VmWait E= 5 GC
jp.co.omronsoft.openwnn 123 % 8601 /8700
com.android.phone m % ww 4 142 VmWait 0 0 Signal Catcher Monday March 17
com.android.systemui 134 % 8603 5 143 Runnable 0 5 Jowe
com.android Jauncher 1390 % M 6 14 VmWait 4 4 Compiler < Connect your Charger.
com.android.settings W B ees 7 148 MNative 0 0 Binder Thread 21
android.process.acore 04 B a6 8 150 Native 0 0 Binder Thread 22
android.process.media 206 k3 8607
com.andraid.mms 21 £ 8608
com.android deskclock M2 % e
Saved Filters + Search for messages. Accepts Java regexes. Prefix with pic:, app:, tag: or text: ta limit scope. verbose
All messages (o filters)
L. | Time PD TID  Application Tag Text
I 03-17 74 205 system_process BootReceiver  Copying /data/tombstones/tombstone 00 to DropBox (SYSTEM TOMBST
D 03-17 32 32 dalvikvm GC_EXPLICIT freed <1K, 53% free 2538K/S5379K, external 1625K/213
paused 83lms
I 03-17 14:20:5... 194 194 android.process... ActivityTh... Pub call log: com.android.providers.contacts.CallLogProvider
I 3-17 14:20:5... 194 194 android.process... ActivityTh... Pub user diction: com.android.providers.userdiction: Us

onaryProvide:

D 03-17 14:20:5... 32 32 dalvikvm GC_EXPLICIT freed <K, 53% free 2538K/5379K, external 1625K/213
paused 403ms

D 03-17 14:20:5... 74 205 system process dalvikvm GC_FCR MALLOC freed 904K, 53% free 4270K/8967K, external 4373K/S461 41
K, paused 4%4ms

D 03-17 14:20:5... 221 224  com.android.mms dalvikvm GC_CCNCURRENT freed 410K, 548 free 2635K/5639K, external 1625K/2137 41

¥, paused 1lms+43ms

I 03-17 14:20:5... 221 221 com.android.mms ActivityTh... Pub com.android.mms.SuggestionsProvider: com.android.mms.Suggestion ¢
sFrovider
D 03-17 14:20:5... 74 102 system process dalvikvm GC_EXPLICIT freed 398K, 54% fres 4143K/8967K, external 4373K/5461K, 41
paused 284ms
I 03-17 14:20:5... 74 e1 system_process ActivityMa... Start proc com.android.deskclock for broadcast com.android.deskcloc 4 E|

</ .BlarminitReceiver: pid=242 uid=1001% gids={} -




Cumynatop + DDMS




1B + DDMS

€ 3anuncb: coxpaHAeTcAa eAUHCTBEHHbIN
cueHapuu paboTbl C OTAaAYMKOM

€ BocnpousBeaeHmne: oTaagumKk He MOXKeT
NoJIy4NTb OTBET OT CUCTEMDbI




NneA

€ [eTepMMHUPOBAHHOE BOCNPOM3BEAEHNE
€ DDMS

€ Moaynb cbopa AaHHbIX

€ Cpepa AMHaMM4YECKOro aHanm3a Koaa

Cron Craprt

[leTepMUHUPOBaHHOE |°
BOCMNpOU3BeAEHNE

*
*
Mogynb e
- cbopa LR R
OaHHbIX JeTepMnHMpPOBaHHOE
BOCNpousseseHue

N,

BoccTtaHoOBNEeHWE COCTOAHUA CUCTEMDbI




AHanoru

€ Crosscut

— BbigeneHne paboTbl NPUNOKEHUIM NpU
BOCMPOU3BEAEHUNM

€ DroidScope

— UHTpocneKkuma Java-npunoxKeHnm ana
nnatpopmbl Android




Pe3ynbTaThl

€ PeannsoBaHO JeTEPMUHUNPOBAHHOE
Bocnpomn3sseaeHmne pabotbl MOBUAbHbIX
NPUNOKEHUN

€ ObpaTHaa oT1aAKa HAaTUBHbIX MPUNOKEHUN
© TpaccnpoBKa HAaTUBHbIX MPUJIOKEHU

€ MNpegnoxkeH metToa, TPAaCCUPOBKU U OTNAAKM
java-npunoxKeHmnu



[lanbHenwme nnaHbl

€ TpaccupoBKa java-NpuIoxKeHn I

€ OTnhaaKa java-npunoxeHum

€ VlcchepoBaHWe MHTPOCNEKUUN U peannsaums
6e3 BHeapeHusa moaynen B DalvikVM




