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TpeHabl
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O6bnaka

Makcnmmnsauus
9 (PEKTUBHOCTM
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3arpatamm
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YHuBepcanbHbIN,
Ge3onacHbIN
aocTtyn
oToBcHAY

C noboro ycTponcTtea
K ntodomy
NPUNOXEHWUIO
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KoHTeKkcTHas
0e30nacHoOCTb

[ocTyn, 3aBucALLnin
OT COCTOSIHUA 1 3aJau
KInneHTa
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MuHumMmun3sauus
OPEX
besonacHocTb 3a
pasyMHble OEHbIMN




OBJIAYHbIE PELWLEHWA

Murpaumsa B obnaka

be3onacHoCTb
o [apaHTMpoBaHHasa rMOKOCTb

aocTtyrna — 3To
o busHec kak cepBuc I_I PO Eﬂ E MA

o MuHummnzsauma OPEX




Korga Ham HyXeH gocTtyn?

 YacTHble nuua
* WHTEepHeT-0aHK
* KWHTepHeT-nopTtanbl (rocycnyrmn, ounetsl, ...)
e ONEeKTPOHHas rno4Ta
e KoprnopaTuBHbIE HYXAbl
« Pabota coTpyagHMKOB
* YganeHHoe obcnyxusaHue obopygoBaHus

« [lpepocTaBneHne AocTyna K CBOMM cepBucam ans
nonb3oBaTenen (Hanpumep, ANeKTPOHHas NoYTa,
KOprnopaTuBHbIE NMPUMNOXKEHNSA U T.M.)
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Puckn yoaneHHoro gocrtyna
Pucku oTHocsALWmMeCH K BOPOBCTBY AaHHbIX [ayTeHTUdunkaunm]

« (no kaHany cBa3n) — nHopmaumst MOXeT ObITb NepexBayeHa

Puckn aHOHMMHOCTH

»  CTOMKMe nnm «obner4yeHHble» MeToabl ayTeHTUdUKaumn

«  OrpaHn4deHnsa obopyaoBaHust (HET BO3MOXHOCTU BOTKHYTb USB TOKEH C
CEKPETHbBIM KITHOHOM).

= CIIOXHO NOHATbL C Yero BoobLe ocyuwlecTBideTcqd gocTyn, n COOTBETCTBEHHO
MPUMEHUTDL MOJTUTUKY ©e3onacHoCTM.

«  OU3NYECKNI HEKOHTPONMPYEMbI AOCTYN K yAaneHHbIM KOMMNboTeEpam —
MOXHO YCTaHOBUTb wnuoHckoe N0

« [Monb3oBaTtenb MOXeT ObiTb JOBEPEHHBIM a Ha YCTPOMCTBE MOXET ObliThb LuNMoHckoe [MO.

« [JlocTyn c HeynpaBnsaemMbIX yoaneHHbIX YyCTPOUCTB
= YyBcTBUTENBbHAA MHOPMAaLMA MOXET Crlly4anHO OCTaTbCA Ha YY>XOM YCTPOMNCTBE

= YyBcTBUTENBHAA MHAOPMAaLUUS MOXET ObiTb COXpaHeHa NermTUMHbIM
nosib3oBatenem (M ocTaBrieHa)
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YHUBEPCAINbHbIV BE3OMACHbLIV OOCTYI

YnobCcTBO NN
be3onacHoCTb?

o KoHuenuna BYOD
o «IQProHoMuka» yganeHHou paboTbl

o «WHTepHeT Belen»
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CueHapuun goctyna

[Mpnmepbl U TEXHONOrnm




[TopTan camoobcnyXXmuBaHusA -
KaK BapuaHT «be3ornacHoro» provisioning-a v
CHUXeHUa Tpyaa («owmnbok») agMuHuUcTpaTopa

MleC"‘rﬂf[ Active  yanage seif sen ice Sett ings 2]
Lleﬂ b : Dlrt%l?ry
= BesonacHbIn JOCTYN K pecypcam R —
(SSL) |
» HapgexHasi ayTeHTudurkaums
(OTP, MobilelD)

) 5 Enter the required Challenges and settings for Forgotten Password

Add Forgotten Password Challenge

" KoHTponb paoctyna, e e
onpeneneHve Tuna ycTpomncTs s e -
[£] Send messa ge to secondal ry channel when Password has been issued.
* MHOXECTBEHHbIE KPUTEPUM
pasrpaHn4eHuns npas
= [To4Tn «HyneBble» 3aTparsl | T- S
pecypcos T

NoyTosbli
cepeep unu SMS
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- SINGLE SIGN-ON B SSL
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« SSO anga yHacnenooBaHHbIX 3588085
Ans yHacnen S

N BED-NPUNOXEHWUI

 Pa3Hble SSO nomeHbl
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Federated Authentication

« [JlocTyn K 00nayHbIM cepBucam,
COXpPaHss NOMHOEe ynpaBneHue
OaHHbIMK ayTeHTUdMKaLUK

« PaspeneHune npouecca

- o I N
ayTeHTUukaumm n goctyna/SSO

« [lo3BONSET YCTAHOBUTb OTHOLLEHMS
noBepus

* [logpepxka SAML n ADFS
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ABTOpU3aLnA @ & Mac

« [nbkasa cTparterus aBTopmsau,Mﬂ C
MHOXECTBEHHbIMU KPUTEPUSAMMU

* YCNOBHbLIN OOCTYI
* [loBTOpPHOE CKaHUpoOBaHMeE

* YnaneHue criegos
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be3onacHOCTb XOCcTa

OnpegensaeT ypoBeHb

Hannuve Key logger? MpoBepku cneundunyHbIX < :
Mposepka aHTUBMPYCA, (haitnos/npoLeccos /cepsucos/ e30onacHocT ycTponcrsa
OpYrVX MPOrpamMm NOPTOB/MPUNOXEHWNIA, KITHOYEl BRI (A =S Mgt 2]
peecTpa ) AEInir
4 . I
MNposepka natyen OS, lMpoBepka Hannuusa Firewall
q aHTUBMpycCa ) AHanus cepuinHbIX HOMEpPOB,
é ) 3anyLeHbIX NPoLeccoB
BbesonacHocTb bpaysepa

L

\ ~ Real time npoBepku
nogKnt4aemMoro ycTponcTsea

[MpoBepku oTcyTcTBUA |P-
forwarding & network
bridgin:_g:h

SSL VPN
Gateway

AktuBauusa Firewall ]

Be3onacHOCTB'06ecneYmBaeTcs AUHaMUYECKU
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KOHTPOMb OKPYXXeHUS

Add Access Rule - Assessment
Select Type

An assessment access rule uses client data requirements, matched with the result of a client scan,
to control access to resources protected by the rule. The client data requirements can be custom-
defined or specified in a plug-in.

Upload Plug-in

I Ifthe plug-in you want to use is not available in the drop-down list box below, click Upload Plug-in to
upload it and make it available for selection.

Upload Plug-in...
Add Access Rule - Assessment

Select Criteria

d Selecttype of information applicable for the client data you will specify requirements for, and define
whether the access rule will be used to allow or to deny access.

Select Plug-in or Custom

If you want to use a plug-in to define the required client data in the access rule, sele
plug-in below. If you want to custom-define the client data requirements, select Custo

© "None selected = Display Name
@ | None selected Operating System Windows «
| Generic anti-virus (2.1)

gecutrityOCeSter Hegl:r; 81).0) Information Type File information v

ygate On-Demand (1. —— "

<P/ MAC Address Authorization (1.1) Deny access iation

Security Center (1.4) Registry Key information

) Reqgistry Sub Key information
< Previous Process information Next >

Windows user information
Windows domain information
Network interface information
TCP port information

UDP port information
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[ToBTOpHOE CKaHMPOBaHMWeE

Manage Assessment

el e B8 Advanced Settings  Plug-ins

Client Scan Overview

Use the general settings to configure the client scan performed when accessing a resource
protected by an assessment access rule. Note that you need to add an assessment access rule
before these settings can take effect.

Real Time Scan

Use the real time scan option to run a client scan at a specified interval during the user session.

Enable real time scan

Interval 120 sec

Client Scan Path

Add client scan paths used by the assessment access rules. A client scan path defines the
information that will be scanned during the client scan.

Add Client Scan Path... Add Client Scan Path
General Settings

Operating System Type Path . . _ .
Selecttype and enter a client scan path. Note when specifying a path to a directory containing many

Windows files and sub-directories, it may take quite some to process the information.

B Enable collection of Windows information .
Operating System MacOSX «

m Enable collection of process information

Enable collection of network information Type
Path :

Mac OS X Directory

Linux < Previous
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YoaneHue cnegos gocTtyna

Manage Abolishment
el CIE RSl Cache Cleaner Advanced Settings
General Settings

Abolishment settings are used with abolishment access rules. General Settings define how to
handle specified files on user?s clients. You can monitor files and select to delete them when
the user session ends.

Monitor Downloaded Files

Monitor client files to identify files that are created, downloaded, or edited during the user
session and are considered for deletion. Specify which file types to monitor below.

Windows doc, docx, xIs, xIsx, ppt, pptx, pdf, td, zip, ¢

Linux

Delete Downloaded Files

When Enable delete is selected, specified files are deleted when the session ends. Select Notify
users to provide users with a list of identified files of the specified file to let them select which
files to delete, and specify Notify Message to be displayed with the list.

Enable delete
Notify user

Notify Message Abolishment is requested. Select the file
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Manage Abolishment
General Settings o=l :Xe =[-8 Advanced Settings

Cache Cleaner

Cache cleaner settings define how client browser history and cache will be handled on
completion of the session when using an abolishment access rule.

Windows

Enable clean of Internet Explorer history and typed URLs
Enable clean of Internet Explorer cache entries

URL Filter *

Linux

Manage Abolishment
General Settings Cache Cleaner [l =TT R ES

Display resources

Select this option to display rt by an access rule in the
Application Portal prior to the client scan. Resources are then displayed even though the user
may not have access to them. When the option is not selected, only resources thatthe useris
allowed access to are displayed.

Display resources in Application Portal

Autosubmit abolish form

Select this option to autosubmit the continue button. The user will not be informed that the
Abolishment process is started

Autosubmit abolish form

Abolishment Client Loader

Select loader for the Abolishment Client. When ActiveX - Java Applet or ActiveX - Protocol Handler
is selected, the loader uses ActiveX when available, and if not it uses the alternate method.

Abolishment Client Loader ~ @ ActiveX - Java Applet

© ActiveX - Protocol Handler

© Protocol Handler




[lonHasda... nsonauma ang npunoXeHnm

2. ABTOpM3auus c aBToMaTU4ECKHN

O Stuekd OWA Browser - TEST OWA - Microsolt Duchange - Dutiook Web Access
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4. 3arpy3ka
3aLMLLEHHOrO
npunoxeHus/6paysepa

Secure Zone
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3aliuTta TepMmmuHanoB / baHKOMAaTOB

« ABTOMaTU3MpPoOBaHHas paboTa
* HapexHas ayTeHTUpUKauus

* [lpo3payHbin gocTyn

~

LlenTp o6paboTku

(MnatexHbiit Tepuuuan\
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D

EesonaCHOCTb MOOWIBbHOWM NOYThI

StoneGate SSL — Active Sync Proxy;
« CHumaet SSL ¢ Exchange cepBepa;
e AyTeHTU(UKaLMNS Ha LUS3e;

* He Hajo AgenaTtb «Oblpy» B
MEeXCeTeBOM 3KpaHe [0 cepBepa NoYThl;

* DevicelD locking = bnoknposka rno nugeHTndmkaTopy
yCTpOVICTBa; StoneGate SSL VPN

Secure Active Sync
Mails

« SSO ana goctyna Exchange;

* Bo3MOXHOCTb paboTbl B TOM Yncne ¢
MOBOUNBbHLIX YCTPOWUCTB U Jaxe Mo
[OCTy! =

Contacts
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3aluuTta yoarneHHoro gocryna B

pacnpeneneHHon opraHu3aumm / y cepBuc

npoBanaepa

» [logoeprkka pasHbIX

nnatgopm

 PasneneHue
nopTasrioB Ha OQHOM

yCTpoucTBee

e PasnunyHble
cueHapwum gocTtyna
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StoneGate SSL VPN
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= BcTpoeHHaa aByx paktopHasa ayTeHTUudmkaymsa ho\‘; o\c,\"\'\a L
NHTerpauma c ntobebimu katanoramm u ap. ( AD, LDAP, > p S
Y, %
Oracle) €Lo0p W
= [logoepxka single sign-on & ID federation
. MHTerMpOBaHHOe yrpasJrieHne yrpo3amMu O«OQCE q’%g
= TONbKO AOBEPEHHbIE COEANHEHNS . Q,& o
« AHanua uenocTHocTn n 6e3onacHOCTN yCTponCTBa § \0\\3\'\?06 8
= YpaneHue «cnegoB» paboTbl Nonb3oBaTensi. ‘Se c,e"“'@ g
o O
O

° rpaHyJ'II/IpOBaHHOe N rmokoe yrnpasJieHne \9% ©
Yoo 29

AOCTYINOM
= ABTOpU3aLMA Ha YPOBHE NPUIOXKEHUN
KoHuenuwns least privileges — TOfIbKO TO YTO pa3peLleHo
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3agaum wndpoBaHus Tpaduka B (Mexay)
O

CoBpeMEHHbIN noaxon
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[TpobpocC Npon3BoribHOro Tpaduka

HeobxoanmocTb Hanuuusa npegycraHosrieHHoro cnel. [10 Ha knueHTe
HocTyn «B ceTb» (TOraa Kak gna SSL — OCTyn «K NPUNOXEHNIO»)
AyTeHTndukauma B T.4. no TokeHam (OTP moxeT ObITb TOXe)
[Mopoepxka MultiLink, NAT/PAT

TyHHenupyerT Bce, ntoboe npunoxeHve

Ha Windows MoxHO KoHTponupoBaTb ctatyc Windows Security
Center, 3anyLLeHHble Npouecchl

O 0O0O0O00O

—RK A_ _L"1 " _ 1 —

- §.}, Fw
.

P

KnneHTt ¢ «o0bl
Mo
(Stonesoft VPN Cliet

pneGate™

Ips

Stonesoft
FW/VPN
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[lpmep CNoXHOU CUCTEMBI

- Pykosoautenb
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CHCTEMA CEPTHO®HKAUMH
CPEJACTB 3AUMTH HHOOPMAUHH

no BEIONACHOCTH
N POCC RU0001.016H00

CEPTH®MKAT COOTBETCTBMS
Ne 1441

CHCTEMA CEPTHOHKAUHH
CPEJICTB 3AIMTHI HHOOPMAIHH
g

| no BE3ONACHOCTH
N POCC RU.0001.016M00

= S CepTudMLMpPOBaHHanN
TR s nnaTtcgopma

CHCTEMA CEPTHO®HKAIMMK
CPEACTB 3AIMTHL HHOOPMAUHH

g-——==—" ©e30MNacHOCTHU
StoneGate ans
NOCTPOEHUSA

IAMECTHTESS JHPEKTOPA $CTOK POCCHN

= = 3dWUNULEeHHbIX CUCTEM
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YT0 roge paboTtaet (BMecTo pestome)

cnenos

Win8

Win7

WinXP

nix

MacOS

iOS

Android
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+ OCT

+ OCT

+ OCT

+ OCT

- (He TOCT)

+ OCT

- (He TOCT)

+ (cepr., OTP,
TOKEH)
+ (cepr., OTP,
TOKEH)
+ (cepr., OTP,
TOKEH)

+ (cepr., OTP,
TOKEH)

+ (He TOCT
cept., OTP,
TOKEH)

+ (cepr., OTP,
TOKEH)

+ (He TOCT
cept., OTP,
TOKEH)

M.6.npobnemsol

+ (NONHLIN
Habop)

+ (NONHbLIN
Habop)

+ (hannsl,
anpekTopun),
KC IoCT

+ (hannsl,
AVpeKTopun)

+ (3aBUCUT OT
Bepcun IE)

+ (3aBUCUT OT
Bepcun |E)

Beb, TyHHENDb

Beb, TyHHENDb

Beb, TyHHenb

Beb, TyHHenb

Beb, TyHHENDb
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