NMPOEKTUPOBAHWUE U BEPUPUKALIUA
MEXAHU3MOB 3AWLNTbI CUCTEM
CO BCTPOEHHbIMN YCTPOUCTBAMM
HA OCHOBE 3KCMEPTHbIX 3HAHUW

OecHunukun B.A.

JTabopaTopus npobriem KoOMMNbIOTEPHOW
bes3onacHocCTH,

CIMMNPAH,
CaHkT-lleTepbypr, Poccus
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BcTpoeHHble ycTpoucTtBa (BY)

ABTOMOOUNN
= KoHtponb asuratens, AKI, ABC n gp.

ABrauus

= YnpaBneHue noneTomM, CUCTEMbI ANCMNETYEPCKOro
KOHTPONA W ap.

CB43b

= KommyTtauusa, undposle pecnsepbl, MOOUNbHbIE
Tene@oHbl, MapLipyTusartopsl, |IP TenegoHus,
KINK v gp.

bbiTOBaga TEXHUKA
= TeneBnsopsl, xonoannsHukn, CBY neun n ap.

Kommepyeckas TeXHMKaA

= ABTOMAaTU3NPOBAHHbIN KOHTPOJIb, KACCOBbIE
annapaTbl, CUCTEMbI YIpaBnNeHns 3anacamu u ap.

PycKpnnto’2014, 27 mapta 2014 r.




un

[TpoekTupoBaHua cucrtem c BY

o 'CneumanmmpOBaHHoe Ha3HayeHune BY
s OcobeHHOCTU BY

CneundunyHslie yrposbl Vb

PecypconoTtpebrneHne — nponsBoanTenibHOCTb —
dYHKUNOHASIbHOCTb

ABTOHOMHOCTb — 3HepronoTpebdbrieHne & cteneHb BCTpanBaeMoCTu
B CUCTEMY BEPXHETO YPOBHS

MobunbHOCTb

dusnyeckmne xapakTepPUCTUKN

KOMMOHEHTHO-OPMEHTNPOBAHHAA CTPYKTypa BY — BHYTp. CBA3MU
CTOMMOCTHbIE OrpaHUYEHUS

= CNOXXHOCTb NPOEKTUPOBAHUSA:

AHanus n y4yet orpaHunyeHnu BY
Cnabasa dopmanmsauus u CTpyktypusaumsa obnactm sHanum b BY

PycKpnnto’2014, 27 mapta 2014 r.



[Mpouecc npoekTupoBaHua BY (1/4)

Paspabotymk BY

Mogeno BY

ok}
£
i}
o]
2o
i
@
a
PaspaboTka nogcrctemsl 3awmtbl BY TecTvpoBaHue
¥ foToBOE YCTPOMUCTBO

PycKpunto’'2014, 27 mapta 2014 r.



x

PaspaboTuymk BY

Desiﬁn time

Mogens BY '“

m‘

\ -nnaTdmpM.a BY -moaynu BY

C UHTerpauua moaynei BY

loToBOE YCTPOACTBO

[Mpouecc npoekTupoBaHua BY (2/4)

A

3Kcnept B

A .Y
S m— |

N—

&

UTBl BY

' Bepudrrauuma

Dm

Pazpa BoTKa NcacHCTen bl 32

PycKpunto’'2014, 27 mapta 2014 r.



‘. [Mpouecc npoekTupoBaHua BY (3/4)

= Pornb akcriepma 6 06s. Vb:

. MOAEenb yrpo3, paHXnpoBaHue yrpo3 — TpeboBaHuS

3alnTbl — WabnoHbl 3aWwmnTbl — 6a3oBble K3, nx
peanusaunsa/vmHTerpaums

I, aHann3 BO3MOXHbIX CBA3EN U KOHPNUKTOB Mexay K3

. aHann3 cBA3en N HECOOTBETCTBUN MexAay
doyHKUMOHaNbLHOW YacTbio BY 1 nogcuctemon 3aliunThl
BY

s - TR

(1Securityy <> utiity, Sa

PycKpnnto’2014, 27 mapta 2014 r.



[Mpouecc npoekTupoBaHua BY (4/4)

Design time

A

PaspaboTymnk BY

JKcnept MB

Moaens BY MeToaWKU U
~ MHCTPYMEHTDI
NMPOEKTHUPOBaH
WA,
OyukumMoHanLHLIE MHTETPaUNH,
mMmonaynu BY TECTUPOBEHMA
MoacucTembl
sawmTbl BY

SW & HW
-naatgopma
By

foTOBOE YCTPOCTBO

JKCNepTHbIe

3HaHMAEB
obn. B

PycKpunto’'2014, 27 mapta 2014 r.




‘l- 3agaum uccrneaoBaHus

i
3agavu:

1. BblsBNeHne aKkcnepTHbIX 3HaHun (O3) B obnactun b BY

= B T.4.: 3HaHuMa o HapywmTenax BY, K3 nx dyHku. u HedoyHKL,. TpeboBaHUsAX
N orpaHnyeHnax, nHdopmauyunoHHbix notokax () n ap.

2. Ha ocHoBe 33 paspaboTka YaCTHbIX METOAUK U NPOrpaMMHbIX
MHCTPYMEHTOB NPOEKTUPOBaHUSA U aHann3a

NCTOYHUKN IO3:

= Cyuwectsyowme nHpopmMaLuMoHHO TENEKOMMYHUKALNOHHbIE CUCTEMBI:
STB (Technicolor), MD (Mixed-mode), TMN (Ruag)

= Hay4dHo-nccnegosartenbckue paboTbl B 0bnacTtu

OHTONorn4yeckoe npeacrasrieHne A3 (Knaccbl U OTHOLLEHUS):
s ®opmanmsauus 33, yToOUHEHNE CEMAHTUKM

= BxogHble gaHHble onsg aBToMaTuU3aumm NPoOeKTUpPOoBaHUA, BeEpdnKaLmnm
N NPUHATUA peLleHnn 3awnTel BY

PycKpnnto’2014, 27 mapta 2014 r.
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PeneBaHTHbIe paboThI

n IKJ'II-O‘-IeBbIe npobnembl MNPOEKTUPOBAHUS BCTPOEHHbIX YCTPONUCTB:

Myagmar S., Lee A.J., Yurcik W. Threat Modeling as a Basis for Security Requirements
// Symposium on Requirements Engineering for Information Security, 2005

Rae A.J., Wildman L.P. A Taxonomy of Attacks on Secure Devices // Australian

Information Warfare and IT Security, 20—21 November 2003, Australia, pp. 251-264,
2003.

Kommerling O., Kuhn M.G. Design principles for tamper-resistant smartcard processors
/ Pro1c(«)9e1d;'ng1% 85 the USENIX Workshop on Smartcard Technology, pp. 9—20, Chicago,
May 10-11, :

=  Mogenu npoekTupoBaHUS CUCTEM CO BCTPOEHHLIMWU YCTPONCTBAMMU:

Rein A., Rudolph C., Ruiz J.F. Building Secure Systems Using a Security Engineering
Process and Security Building Blocks // Zertifizierung und modellgetriebene Entwicklung
sicherer Software (ZeMoSS-Workshop), 2013,
http.//subs.emis.de/LNI/Proceedings/Proceedings198.html

Eby M., Werner J., Karsai G., Ledeczi A. Integrating Security Modeling into Embedded
System Design // Engineering of Computer-Based Systems, pp. 221-228, 2007

Nadjm-Tehrani S., Vasilevskaya M. Towards a Security Domain Model for Embedded
Systems // 13th IEEE International High Assurance Systems Engineering Symposium,

IEEE, 2011.

Mana A., Ruiz J.F. A Security Modelling Framework for Systems of Embedded
Components // 13th IEEE International High Assurance Systems Engineering
Symposium, IEEE, 2011

Rudolph C. Security Engineering and Modelling of Set-top Boxes // RISE'12, Workshop
on Redefining and Integrating Security Engineering at ASE/IEEE International
Conference on Cyber Security 12, IEEE, 2012
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[Mpumepbl 3KCNEePTHbIX 3HAHUN

Hpenmer I3

IIpumeps1 I3

Ilpumenenue 33

I[Myonukauuu

[Tpo6nemsl 3amuTte BY
(Embedded security design
challenges).

3BecTHBIE MONIETHN
HapywmmTenen BY

Pa6otsl B 00:1.: [Ravi'04],
[Kocher'04], [Henzinger'06],
[Werner'07], [Eby'07],
[Raghunathan'07] , [Khelladi'08],
[Rippel'09], [Ukil'l1],
[Burleson'12], u ap.

Mopenu Hapymutesns [Rae'03],
[Grand'04], [Abraham'91]

MeTtoauka
BepupUKaLUU
cnenudukanuii BY Ha
IpEeIMET BBISBIICHUE
MTOTCHI[UAILHBIX aTaK
Ha BY

— Jose Fran. Ruiz, Vasily Desnitsky, Rajesh Harjani, Antonio
Manna, Igor Kotenko and Andrey Chechulin. A Methodology for
the Analysis and Modeling of Security Threats and Attacks for
Systems of Embedded Components. Proceeding of the 20th
International Euromicro Conference on Parallel, Distributed and
Network-based Processing (PDP 2012). Garching/Munich,
February, 2012. P.261-268.

— Kotenko U.B., lecuuukuii B.A., Yeuynun A.A. UccnenoBanue
TEXHOJIOTHH MIPOCKTUPOBAHKS OC30MACHBIX BCTPOCHHBIX CHCTEM B
npoekte EBporeiickoro coobmecta SecFutur // 3ammura
nHpopMmaruu. Mucaiin, 2011, Ne 3, C.68-75.

Nudopmanus o K3 BY,
TpeOOBaHUAX U
OTpaHUYCHUSX U

DBpHUCTHKA NOPSI/IKA yUeTa
HedyHnki. TpeboBanuit

Crneunduxanus HeyHKL. U
byHKII. TpeboBaHUI

WNHcTpyMeHT npUHSTHS
pelIeHui
xoMOuHupoBanus K3

Konduryparop K3 BY

— Vasily Desnitsky, Igor Kotenko, Andrey Chechulin.
Configuration-based approach to embedded device security.
Lecture Notes in Computer Science, Springer-Verlag. The Sixth
International Conference "Mathematical Methods, Models and
Architectures for Computer Networks Security" (MMM-ACNS-
2012). October 17-19, 2012, St. Petersburg, Russia. P.270-285.
— Hecuunkuit B.A., Korenko 1.B. IIpoextuposanue
3alIUIICHHBIX BCTPOCHHBIX YCTPOICTB HA OCHOBE
koHpurypupoauus // ITpodieMsr nHGOpMAITHOHHON
6e3onmacHoctu. KommbrorepHsie cuctemsl, Ne 1, 2013. C.44-54.

TunoBbie KOH(IUKTHI
Mexay K3 BY

Tpu Tuna kondnukroB K3

MeTtoavka BbISIBICHUS
koH(pukToB K3 BY

— Hecuuukuit B.A., Ueuynun A.A. AHanu3 HECOBMECTUMOCTEN
KOMITOHEHTOB 3aIlUTHI B POLIECCE TPOCKTUPOBAHMS OE30TMaCHBIX
BCTPOCHHBIX YCTPOICTB // MeTO/BI 1 TEXHWYECKHE CPE/ICTBA
obecrieueHus 6e3omacHOCTH nHGopMaru. Marepuansl XXI
OO1mepoccHicKol HayYHO-TEXHNYECKOi KoHdepeHunu. 24 - 29
ntons 2012 roma. Cankr-IletepOypr. M3garenscTBo
Ionurexnuueckoro yausepcutera. 2012. C.17-19.

WNnpopmanus o cucreme u
MH(pOpPMaLOHHBIX
notokax (UIT)

3HaHUS O THUIIOBBIX

KOH()IMKTOB ¥ aHOMAJTHSX
4181

[TpaBwma 3anpeTa u pa3penicHus
HII Buna

rule:=(aFlow, true/false)

aFlow := (Us, Ns, Is, Ut, Nt, It, T)

Meronuka u
MIPOTrpaMMHBIN
UHCTPYMEHT
Bepu¢ukauuu UI1 na
ocHoBe SPIN

— Hecuunknii B.A., Korenko N.B., Ueuynua A.A. Bepudukanus

nuhoONMATTHOHHLEIX TTOTOKOR IS TNOSKTUNORAUMS RATITMTIITCHHEIX
AnWPUPMALAUnnoiA GUIVAUSD A0 HPUUKRIMPUDAndn SQILMINUONnoDIA

MH(POPMAITMOHHBIX CUCTEM CO BCTPOCHHBIMH YCTPOWCTBAMHU //
Cucremsl BEICOKOH gocTynmHocTH, Ne 3 (9),2013. C.112-118.
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[MpeactaBneHue 33 ¢ UCMNOJIb30BaHUEM

zMetaclasss

hor : SF 0F

: manadasd by

Secure Communication SecFuturPackage

a=Mctaclase
Transmitted Data Completeness :
SF_ BM Requirement

Brotoacal
Croiooo

~1

=
“Compieie daia musibe

ciph
Description =
d wWerific at|0n over HMAC or

transmitte
= .r

municalion

rea[_mod el_e[ement = Secure

. applies to

ziiciaciasss

Secure Communication Model
Element :

SF DM Real Model Element

: n::quu’i::nu:uf fiaiisiiiucug Ddld
. Completeness

P — T e e

Communication Model Elament | uml_element_type = All Elements
security_solution = Secure '
|

Communication SBB

S | sMelaclasse
SHCUrs Comimunilc stlan
Assumption :
SF PM Assumpiion
= Secure Communication SBEB
= Secure Communication
Assumption Constraint
= Securs Communication
[T Description ="Communication
— L partner can be trusted after
successful certification

verification.”
1 ; =llataciasss l..hﬂ.?.
Cllem/Server ; Melutissss

=Metaclass=
Secure Communication SEE :
SF BM Security Solution
= Secure Communication
Assumption
property = Secure
Communication
regquirement = Transmitted Datz
Completeness

; define

- performed by

zMetaclasss Certification : Secure "Mmaﬂluﬂ?’ .
Secure Communication : SF PM Property SF PM Attribute Communication "iy—ﬂl'u";t?:;-ri:gd‘:'e =
5 . H = s definsd BY | — oarure Avwumplivn = Saitens e
= Connection protocol. Client/Server Cerification —————— 1~ -

C on=tr aint
SFE PM Assumptic
n_Cuomst aint
= Secure
Communication
Assumption

= Interception

Ability = "Unknown”
Caparity="Necompnse,
overhear, intercept data"
Infarmalion = "Unknow”

= Secure Communication Assumption Communication
= Transmission Eavesdrapping
component_property = Confidentiality, integrity, < detined by

Authenticity i

Description ="A Secure Communication is necessary shetaclasss

for a secure information exchange within the TSN" % Value = "mutual _I?Ye;séo:Z?gts‘;rnaL'):fnGm
domain = Trusted Meter SF Im,um authentication of external®
Intgrnal = false — communication
relationship_type = AssocMult E ;rjer'lm[lenication members over
requirement = Transmitted Data Completeness clientand semwer ~ berformed by
security_solufion = Secure Communication SBB certificates”

zhMetaclass=z T —

Transmission Favesdropping :

SFE TM Threat

— Secure Cammunication

= Interception

Impact="parsonal data,

configuration data and

measurement data”

Motivation — "Theft"

Name=""

Objeclive ="Steal access, persanal

or measurement data”

Threal_Enmwironmeni = " L&fy"

Type ="0ON"

Interception :

SF TM Attack
= Transmission
Eavesdropping
= Man In The Middie
Type = "active |

» socenc ) Boy

[loMeHHO-cneundunyHas Mmogenb

(DSM):

Secure Communication
property (MD)

coordinated”

MagicDraw SPT plugin,

PycKpunto'2014, 27 mapta 2014 . [Mixed-mode use case]




‘I- (I) Ctratuyeckoe tectupoBaHue (1/3)

|
Knaccbl HapywuTtenen no tuny B3ammonencteua ¢ BY [Rae’03]

= Tun1(T,). Bsanmogenctesyet c BY 4vepes ceTb
NHTepHeT

= Tun 2 (T,). HaxognTtcsa B HenocpeacTBeHHOU 6M30CTH
oT BY, HO He nmeeT pnU3n4eCcKoro gocTtyna K Hemy

= Tun 3 (T;). ECTb on3anyeckmn goctyn Kk BY, HO HeT
BO3MOXXHOCTU 4OCTYyrNa K BCTPOEHHbIM B HErO
9NEKTPOHHbIM KOMMOHEHTaM

= Tun4 (T,). ECTb nonHbin gocTtyn K BY 1 K ero

o~ m—— e

ANNEKTPOHHbBIM KOMIMNOHEHTAM

PycKpnnto’2014, 27 mapta 2014 r.



‘I- (I) Ctratuyeckoe tectupoBaHue (2/3)

Knaccbkl HapyLuuTenen ypoBHo Bo3MoXXHocTen [Abraham™91]

= YpoBeHb 1 (l,). MUHUManbHbLIU UNu cpeaHun
YPOBEHb HaBbLIKOB M 0bOLLEOOCTYMNHbIE CpeacTBa

= YpoBeHb 2 (l,). IHXeHepHble HaBbIkK U
cneymarnbHble, HO 0DLLEeOOCTYNHbIE cpeacTBa

= YpoBeHb 3 (l;). MHXeHepHble HaBblkU N BbICOKO
cneunanusnpoBaHHoe nabopaTtopHoe
obopynoBaHue

PycKpnnto’2014, 27 mapta 2014 r.



(I) Cratnyeckoe TectupoBaHue (3/3)

[ enewomasy |
:> :>

aHarnus 603MO)KH00meU
aHarsnus cneuuqbuxauuu Hapywumernsi

Cragusa |

Cragvs |l

aHanu3s crieyugukayuu BY

= [lpnmep npaBun TectnpoBaHma (33):

If | has_Internet _connectio (devmp\ — no T intruder

o)

If |, intruder — KpunTOaHaNN3 NPaKkTU4ECKN HEBO3MOXEH

PycKpunto’2014, 27 mapta 2014 .



(Il) KoHdburypupoBaHue K3 (1/2)

pelueHnn KomonHmpoBaHus K3 Ha

OCHOBE (byHKLI,I/IOHaJ'IbeIX 7 He(byHKLI,I/IOHaJ'IbeIX

TpeboBaHUn N orpaHnvyeHumn K3 n BY

Bero perty trees

¢ [ Tree of functional properties
D confidentiality of stored data

D authenticity of customer

Configurator

D authenticity of the communication channel

9 [ Tree of platform properties
O deviaz
[ android

ios

[ Tree of non-functional properties
o= [ memary
o= [ ethernet interface

o= [ cost

Target System platform Target System properties rResults
| Trees of properties ‘ JAVAZ Functional requirements: Admissible configurations
1Pv4 - confidentiality of stored data {SBB-1; SBB.3}
IPvE - icity of the c ication channel {SBB-1; SBB-4}
- authenticity of customer
| Target System platform ‘
Available resources and non-functional properties provided:
- memory
| Target System properties ‘ _amount = 400 KB
~clock = 0 MHz 3 Target System Platform
- ethernet interface Optimal
| Optimization criterion ‘ -bandwidth = 192 Khisec (SBE1; )
- cost "1 Choose Platform Properties the target system hold
wvalue = 0 €P$ {SBB-1;
| enositeny ‘ Platform Properties Platform Properties
Optimization Criterion JAVAZ2 Android
| Run ‘ Property based criterion -
resource = memory; non-functi | property = it; optimizing function = MINIMIZING 1Pv4 108
IPvG Windows Phone 7
<= Add
Available SBBs BlackBerry
SEE name Platform reguirerments Functional properties
SEE-1 [JAWAZ] [confidentiality of stored data, authenticity of the co... | Remove ==
SBE-2 [0S, IPvE] [authenticity of custamer] [
SBE-3 [ALAZ, [Pv] [authenticity of the comrmunication channel, authen...|[
SBE-4 [JALVAZ, IPVE, IPyvd] [authenticity of the comrmunication channel, authen...|[
OK

PycKpunto’2014, 27 mapta 2014 .



(Il) CpenctBO KOHhbUrypupoBaHusa K3 (2/2)

Tabnuua npu3HaKoOB 3BPUCTUKU

Bagpecypea IMpereaes BY | cepBHcoE TIprmeep cmeTerml Pamr
¢ conTE. ¢ MARTE
[HW PowerSupply |[Hadsme mocToSHHOTe HOTOTHHED ITHTHIHHE MD. 8TE 0
et Ypc Fariergeno cTE BV HIB 25Ky ITTop: THIN 1
pEepronoTpes IeRnAl [ITEGONETS KA JOCTY K MeHTpammeevRaeMy | THIN 1
CTOYHREK Y TEITARITE
Bricoras taBHCHNM TE Oedei BY o THIN 2
HW _FPowerSupply
HW_StorageManageyBY Be SpaHHT S0IBIIHT MACCHEOE JAHHBLT, MDD (Dazermee mSCPME) 0
(pecYpe XpaBeHES} oTepAa JAHHEIX HeE PHTHYH?
(PAHCHEDe GO MACCHEOE TAHEEIX, STE (endao-0annms) 1
OTEA TAHHETE HeE PITTHYHD
PoECHDE SO T 3ApaHes TNN {eminie ¢ cencopoe -
OIPAHITICHHELE MACCHEOE JAHEELS . BY, ncmapiie wx
PHIHIEOCTE DTEPH ST HEL)
HYW Comnpuiing HeT ¢ I03HEDR BEINECICEEN. BeT CPorIEocTH — 0
N EETIIC TN B0 [HeT CIoaHEED BRI IeH, cpoeEpenesocts VD (crsmisie dammmex ¢ 1
pecype) [CEHCAPE,
C M0 HBE BETEICISHIA. (PpOTEOCTE IMAIa A STE (xodup.” denodis. 2
lendes oaabix)
C IoAHE® EETEICISHAA BosioERa cpoancts |1 MN {ofpadome: o z
pevirsam apewerny)
[HYW Commpnmdcation [HeT K obDyHEANGT {HIO0 oHH He TPeS YR TCA - 0
K OMMYHHEKMIOH- [139 ERNTOIHCHHA cepEHcOE BY)
FLET pacypo) ExaHecT EOoMMYHOEAFE 914 cepercor BEY.  |MD 1
FONEIS 0FESMET TAHEEIY
BAXHMTE K OMMYHOEAIINL 8 odsmre Maccaeel [STE. TRN 2
Enmn'

PycKpnnto’2014, 27 mapta 2014 r.



(lll) AHanu3 koHdnukToB K3 (1/2)

OBpPUCTUYECKMN aHANN3 — BbisiIBJIEHME
N3BECTHbIX TUNOB KOH(IIUKTOB:

Tuvn 1 — npoTMBOpEYNa BCreacTemne
HeJoCTaTOYHOW COorrnacoBaHHOCTU KOMIMOHEHTA
3alunTbl U cneymdukaumm ycTponcTea

Tun 2 — npoTneBopeYvna mexagy yHKLUNAMU
3aLlLUNTbl HECKOSMTbKMX KOMMOHEHTOB 3aLUUThI

Tvn 3 — npoTnBopeYvna mexay d6asoBbIMU

KOMMOHEHTaMM 3aWnThbl, BXOOALWMMU B OOUNH
KOMMJ1EKCHbIA KOMMOHEHT

PycKpnnto’2014, 27 mapta 2014 r.



(lll) AHanu3 KkoHdnUuKTOB K3 (2/2)

Iu. —-_'-.--

-~ I
7 . .
e KOMMOHEHT 3alMThl * KQHEBMMETE! THNE 1 { YcTpoiicTBO
| -TIna i I
o) , KOHBAUKTEL MJ - :
N 3auiutel /- Tana 3 N 3aUTh
|y AN - RL:_:{#,J

s [Ipumepsl
= [un 1. TPM & ayébnuposanHue ¢ ncn. gon. Mmoayns XxpaHeHus

= [un 2: KOMMNOHEHT pe3epBHOro KONMpoBaHUs OaHHbIX U1 KOMIMOHEHT
rapaHTUPOBAHHOIO YHUYTOXEHUS AaHHbIX BY npu HacTynneHum
onpeaerieHHoro coobITus

i i |

= [un 3: n3bbiTodHoe xpaHeHne RAID ¢ ncn. HeCKONbKUX 3aLLULLEHHBIX
moaynen & HECOOTBETCTBYHOLLME Xap-kKn moaynen (06bem, CKOPOCTb
avcka)

PycKpnnto’2014, 27 mapta 2014 r.



(IV) Bepudunkaumsa nHbopmMaLuNOHHbIX
notokoB (1/4)

|
= Vcnonb3oBaHue SPIN (http://spinroot.com) — «npoBepkKa

Ha mogenu» (Model Checking) ansa BblaBneHua
KOHJOIMMKTOB U HECOOTBETCTBUWN B NONUTUKE BE30MacHOCTH

= OnpegeneHne NOTOKOB U MOOENN CUCTEMbI Ha A3bIKE
PROMELA (PROcess MEta Language)

Tvn NnoToKa (pa3HoBUAHOCTL MHpOPMALKA)

* User-source « User-target
» Node-source * Node-target
* Interface-source * Interface-target

aFlow := (Us, Ns, Is, Ut, Nt, It, T)

PycKpnnto’2014, 27 mapta 2014 r.



(IV) Bepudumkaumsa nHhbopmMaLNOHHbIX
NOTOKOB (2/4)

anIMeHeHVIe B TeJIeKOMMYHUKaLUUOHHbLIX CUCTEMaX

= () Content
‘ >
TV Set-top-box AR
Administration
! = e server
w0 — H t@
PC/Ethernet IPTV
: Gateway %
receiver

PC/Wireless

PycKpunto’2014, 27 mapta 2014 .



(IV) Bepudunkaumsa mHhopMaLNOHHbIX
notokoB (3/4)

| Monoenb cucTemMsbi:
e

= Users:
scustomer, operator, technician, etc.

= Nodes: 4 ) 5
=TV device, customer PC, set-top-box, ”0’1?.11”"5“ =
gateway, content provider, etc. g %_

= Interfaces: =

: : — Rule1 := (flow1, allow/deny)
swire, wireless, Ethernet, Wi-Fi, etc. Rule2 := (flow2, deny/allow)

= [ypes of flows:

spaid content, free content, control and authentication data, encrypted
data, DRM protected data, etc. (the ones may intersect)
[1lpmMep NoToKa:
flow1 := (customer, customer PC, Wi-Fi, any, Administration server, any, authentication data)

[lpumep nNpaBunia NoAanUTUKN.
(flow1, deny)
PycKpnnto’2014, 27 mapta 2014 r.




n

(IV) Bepudunkaumsa mHhopMaLNOHHbIX

notokoB (4/4)

Mogaenb
cxema > |
3
gepugbukauuu MonnKa: Q OwwnBky B
. 4 oM B NonuTUKe
Rule2 . Flow1(u1,n1,i1,u2,n2,i2,t1) :
g  Defaultrue | Flow1(u2,n2,i2,u3,n3,i3,t1) !
- i Flow1(u3,n3,i3,u2,n2,i2,t1)
[ AHomanusa: obHapyXeHo nNpaBunno, KOTOPOe HU pasy He BbINO BbINOMHEHO
[ BeposaTHo, npaBuio n3bbiTo4HO ]
npumep
[ Owwbka B nonnTuke ] N
g (33)

Heobxogmmo nepecMoTpeTb NOAUTUKY

J
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(IV) CpenctBo Bepudukauum (1/3)

Open... | ReOpen | Save | Save As_.. | Syntax Check | Redundancy Check | Symbol Table | Find:

6 /* ACTION */ =
7 mtype = {allow, deny}; 3
8 mtype action;
9
10 /* HOSTS */
11 mtype = {any_host, operatorPC, TSNPC, RemotePC, OCSS, TSNS, Gateway, GPT,
TSMC, TSM, TS, TM, TSN_server, AdministratorServer, AdministratorPC, OperatorPC};
12 mtype host1;
[Npumep OI'IllIcaHE/IFI 13 miype host2.
ModeJinpyemou 14
CUCTEMDbI: 13 /" USERS %/
I 16 mtype = {any_user, manufacturer, calibrator, technician, TSN_administrator, operator_
TRM, Operator_OAB, operator_administrator, customer, Operator};
17 mtype user1;
18 mtype user2;
19
20 /" INTERFACES */
21 mtype interface;
22 mtype interface2;
23 mtype = {any_interface, local_interface, remote_interface}
24
25 I* TYPE */
26 mtype type;
27 mtype = {any_type, Customer_account_data, Privacy_non_relevant_data,Privacy_rele
vant_consumption_data, Manufacturer_certificate, Calibration_certificate, Administrator_user_ac
count_data, Operator_user_account_data, Installation_certificate, Deinstallation_certificate, Com
T T R . PR S R - Mo i adim e m] =mddiom s YV moms smmide v ool e Mo rmsmdk o = = Al Taimdoad wama |

|
—
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(IV) CpenctBo Bepudmkauum (2/3)

[Tpumep

npaBuI.

81
82
83
84
85
86
87
88
89
20
91
92
93
94
95
96
97
98
99
100
101
102
103
104

A -
|

ReOpen | Save

T e e T e T I e e I T e I e e e I T e e e I e T

nformation which can be read from existing electromechanical meters and it is not considered to 0
be privacy relevant. */

Save As__. | Syntax Check | Redundancy Check | Symbol Table | Find:

rule0.user1 = any_user;
rule0.user2 = any_user;
ruleQ.interface1 = local_interface;
ruleQ.interface2 = any_interface;
rule0.host1 = TM;

rule0.host2 = any_host;
rule0.type = Privacy_non_relevant_data;
rule0.action = allow;

rule0.isHeld = false;

rule0.id = 0;
storage.policyRules!rule0;

m

rule1.user1 = any_user;
rule1.user2 = any_user;
rulei.interface1 = any_interface;
rulei.interface2 = any_interface;
rule1.host1 = TM;

rule1.host2 = any_host;
rule1.type = Privacy_non_relevant_data;//Privacy_relevant_consumption_data;
rule1.action = deny;
rulel.isHeld = false;

rulel.id = 1;
storage.policyRules!rule1;

T

Spin Version 6.2.2 -- 6 June 2012
iSpin Version 1.1.0 -- 7 June 2012
TclTk Version 8.5/8.5

1 E:/Work/SecFutur/doc/Information flows/IFO.pmi:1
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(IV) CpeacrtBo Bepudukauum (3/3)

[variable walues, s

tep 258]

Q
m

|_|
g (M
E "
=
]

=

} (D
=
I_

gene

th =
D O ct (D
= (M
=
[}

|_|
1]

PesynbTaTtbl BepudukaLmu:

e.host2 rule.user1,rule.user2,rule.interface1,rule.interface2,rule.type,rule.isHeld,rule.id]
i=0

256: nroc_2 (nrintResults) IFO.pml:785 (state 10) [printf("\\n

Considering rule #1

237 proc S (prinimesults) IFO.pml:786 (state 11) [printf("\n\\n Considering rule #%d\\n\\n',rule.i

e Jf e
dl
spin: IFO.pml:787, Error: assertion violated

AN

spin: text of failed assertion: assert(rule.isHeld)
FpProcesses: 4

258: proc 3 (printResults) IFO.pml:787 (state 12)
258: proc 2 (generatelFs) IFO.pml:756 (state 168)
258: proc 1 (initModel) IFO.pml:474 (state 25)
258: proc 0 (cinit:) IFO.pmI:819 (state 2)

4 processes created
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‘. 3akKkniyeHue

= [lanbHenwasa pabora:

= YTOYHEHNE O3 A1 KOHKPETHbIX KOMMNOHEHTOB
NPOEKTUPOBAHUS U BEpPUPMKaLIUK

= PopmMmpoBaHMe OHTONONMYECKOro
npeacraBfieHnsa ¢ ucnosib3osaHnem Protege

= PazpaboTka MHCTPYMEHTOB NPOEKTUPOBAHNUSA U
Bepudmkaumm Ha ocHoBe O3
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‘- KoHTakTHaa nHdopmauus

|
HOecHuukmnn Bacunun Anekceesud (CIMMNPAH)

desnitsky@comsec.spb.ru
http://comsec.spb.ru/Desnitsky

bnarogapHocTu

PaboTa BbINOSHAETCA Npyn PMHAHCOBOW noAaaepxkKe
POOU (13-01-00843, 13-07-13159, 14-07-00697, 14-

07-00417), nporpammbl doyHOaMEHTasbHbIX
nccnegosaHun OHUT PAH (koHTpakT Ne2.2) n npoekrta
ENGENSEC nporpammbl EBponenckoro CoobuiectBa

TEMPUS.

PycKpnnto’2014, 27 mapta 2014 r.



BOINPOCHBI?

0,
D)

PycKpnnto’2014, 27 mapta 2014 r.



