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AKTyanbHble NPOOsiEMb
OBYyXdpaKTopHOW ayTeHTUdnKaLunun

B PHAHCOBLIX cepBuUcax Ang

PUINYECKUX NNLL
FOHycoB Tumyp

Positive Technologies

CTapLimni akcnepr,
pykoBoauTenb otaena 6e3onacHOCT BAHKOBCKUX CUCTEM



KTO

O Hac:

—lecaTkn ayoutos 1 paboT no aHanmay
3alUMLLEHHOCTM DAHKOBCKMX NPOAYKTOB €XerogHo

—[locTosiHHOE XenaHune yBeJIN4NBaTb CBOIO
KOMIMeTeHuuto

— BExxerogHaga ctaTtnuctuka
O60 MHe:
— o4t 6 net B Application Security

~OSITIVE TECHNOLOGIES



R,
[Touemy

—OpHopasoBbin kog B CMC - ctaHgapT ae-
doakTo, HO TaK N OH XopoLu?

—lcnonb3yeTcsa He TONbKO B PUHAHCOBbLIX
npoaykrax
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R,
[Touemy

—[loTepn oT MoLlEHHMYeCcTBa B baHKax
pacTyT exerogHo (26% B 2015r)

« ATakn Ha nosnb3oBaTenen
 ATakun Ha 0aHku
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R,
[Touemy

—[loTepn oT MoLlEHHMYeCcTBa B baHKax
pacTyT exerogHo (26% B 2015r)
* ATakn Ha nonb3oBaTeneun
* ATakun Ha DaHKu

 ATaku Ha nonb3oBaTerien yepes npoodrnembl
6aHKoOB
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[1ByxdpakTopHaa ayTeHTMdunKauus

3Haro (naponb), oonagaro (YyCTPOUCTBO):

—OpgHopasosklie naponu (CMC, reHepaTopbl
OTP, yekn)

—Kpuntonoanucek onepauun (TOKEHbI,
KINMNEHTCKNE cepTuduKaThl)

—QOcTanbHoe (ronocoeas ayTeHTUUKaALNS,
KogoBoe CfoBo U T.4.)

~OSITIVE TECHNOLOGIES




-
[1A B 6aHKOBCKMX npoayKkTax ans dousnui

—OpnHopa3oBblie naponu B CMC
* Bxog B cuctemy
* Kputn4dHbie onepauunn
* OnHaHCcoBbIe onepaunmn
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[1ByxXdpakTopHasa ayTeHTMdunKauus

|
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[1ByxXdpakTopHasa ayTeHTMdunKauus

T

e,
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MoOunbHbIN DAHK?

B
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TpeboBaHus K 0 AHOpPa3oBOMY Maposito

— YHUKanbHOCTb
—ATOMapHOCTb

—3 MONbITKM Ha Naposib
—BpemeHHoe brnoknposaHune
—[nnHa — Toxe mepal
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UTo MOXXeT NOnTn He Tak?

could
Possibly go
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o ___________________________________________
[Tpobnembl

—[1pobnembl Ha cTopoHe DaHKa

—[l1pobrnembl Ha yCTPOUCTBE

—[1pobnembl B KaHane

—IlpobnemMbl Ha CTOpOHEe KNueHTa B DaHKe
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T
[Tpobnembl Ha cTopoHe BaHKa

—bwu3Hec-noruka / Jlornka?
—ATaku Ha [T1CYH
—[pyrue metoasbl
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Bbu3Hec-noruka

—[1pnmep 1
' CMC ma exon ) CMC ga exog
- CMC Ha onepamHo # CMC ma onepamm
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T
Bbu3Hec-noruka

—[1pumep 2

| HMcnoaez0BaTh 0OHOPA30BEIS MIAPOTH
CoXpaHuTE

| HMcnmoasz0BaTk OOHOPAZ0BEIS TIAPOTH
| CoXpaHnTL |
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T
Bbu3Hec-noruka

—[1pumep 3

POST /templates/ HTTP/1.1
Host: mobilehost

flelds object={
"account " :"34909312",
"amount” : "150.00",
"debitid" : "2476178"
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T
Bbu3Hec-noruka

—[1pumep 3

flelds object={
"account " :"34909312",
"amount” : "150.00",
"debitid" : "2476178"

}
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T
Bbu3Hec-noruka

—[lpumep 4

POST /activate/ HTTP/1.1
Host: mobilehost

otp _code=27291&transaction jg="*******x
otp_code=27291&transaction_id="*******x

otp _code=27291&transaction jg="*******x
otp_code=27291&transaction ig="********
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T
Bbu3Hec-noruka

—[1pumep 5

POST /activate/ HTTP/1.1
Host: mobilehost

otp code=27291

POST /activate/ HTTP/1.1
Host: mobilehost

transaction_jg=********

transaction_jg=******x*

transaction_jg=********

transaction _jg=**%****x
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T
Bbu3Hec-noruka

—[1pumep 6

POST /activate/ HTTP/1.1
Cookie: {EMPTY}
Host: otherhost.bankhost

otp_code=27291

HTTP/1.0 301 Moved Permanently
Location: https://bankhost/auth/?login=IVanoV
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T
Bbu3Hec-noruka

—[1pumep 7
* 3 MONbITKM Ha Napornb

+ BpemeHHoe-brokipoBaHie

12345; 12346; 12347
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[MTCYH

—Java: Java.util.Random(), Math.random(),
java.security.SecureRandom();

—Windows: LCG
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R,
[pyrne metogbl

—SQLI
—XXE/SSRF

« XXE+WebLogic admin
—Remote Code Injection/Execution
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IR,
[Tpobnembl Ha CTOPOHE KNMeHTa B baHke

—ATaKknm Ha KIIMEeHTOB:

* Clickjacking/Ul redress
—X-Frame-Options (27%-33%,
nccnenosaHue DSec)
« XSS (36%)
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(bec)llones3Hble cMmc

Dlya perevoda s karti na
kartu na summu 0.10
RUB vash odnorazoviy
parol:104659. Ne

soobshayte etot parol 10:30 26.06.14
nikomu,v tom chisle Vash odnorazovyj parol
sotrudnikam bankov. dlja sovershenija operacii

Vv Internet: 182365

Baw ko 6573. He

coobuianTe HUKOMY, 27 Jun 2014 13:56
BKJ/1lOYaa COTpPyQHUKa

baHka
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IR,
[Tpobnembl B KaHane

— W HTEpHeT

« 3aronoBok HSTS (36%-38%,
nccnegosaHne DSec)

—2G/3G/LTE
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o ___________________________________________
MoOUNbHLIN NHTEPHET

—HepocTtatkn CMC/USSD
—[lepeBbinyck SIM
—KnoHunpoBaHune SIM

—[lepexBaTt paanocurHana+Kraken
—FakeBTS

—ATakn Ha SS7 http://bit.ly/ImHQZ9]
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http://bit.ly/1mHgZ9j

o _______________________________________
[Tpobnembl Ha yCTPOUCTBE

—baHkoBckasi MobunbHas Manesapb
e Q3/2015 =4 * Q2/2015
—Jailbreak detection
—HepocTtaTtku MOBUNbHBLIX MPUIOXEHUN
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-
http://bit.ly/101IvMJ9
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Konuyectso MOBMALHLIX BAHKOBCKMX TPOAHUEE B kKonnekynn «/laGopatopumn Kacnepckoros
(Q4 2014 - Q3 2015)
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http://bit.ly/1QIvMJ9

o _______________________________________
[Tpobnembl Ha yCTPOUCTBE

—baHkoBckasi MobunbHas Manesapb
« Q3/2015 =4 * Q2/2015
) d .
—HepocTtaTtku MOBUNbHBLIX MPUIOXEHUN
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o _______________________________________
[Tpobriembl Ha yCcTpoOUCTBE

—[1pumep 1
 BroadcastRecelver
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o _______________________________________
[Tpobriembl Ha yCcTpoOUCTBE

—[1pumep 2
« SIM Applications spoofing/intercepting
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T
Crtatuctuka 2015

—27% NPOEKTOB He coaepXanu
YA3BMMOCTEMN

—36% cogepXanun XSS, KoTopble NOMOranv
3MOYMbILLSTIEHHMKAM B PULLIMHIOBBLIX aTakax
n obxoae mexaHnamon A

—54% npoeKToOB HEKOPPEKTHO
peanun3oBbiBann mexaHusmsl A, 41O
NO3BOSIANO X 0OXOOUTb TEM UITN UHBIM
cnocoodbom.
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Kak nepectaTtb 6bITb cambiM criabbiM 3BEHOM
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Kak nepectaTtb 6bITb caMmbiM criabbiM 3BEHOM

—B3anmogencreue c oneparopamu
¢ [MSI

—KoppeKkTHaa peanusauunsa anropmtma Ha
cepBepe N MOOUSTbHOM KITMEHTE

—3awuTa nepumMmeTpa
—QO0y4yeHne KNMEHTOB U COTPYAHUKOB
—AHTUdpoa
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Y10, ecnn He CMC

—MobunbHoe NpunoXxeHme c
KpuntorpadonyeCckum Krrovom

* I3BNnekaeMocCTb Kno4veun
« TpeboBaHus K annapaTHOW YacTu

—MobunbHoe NpunoXxeHune anga reHepaunm
OTTrl

—DCV ot Gemalto
* TonbKo KapTo4vHbIN dopon

« TexHn4yeckme orpaHnyeHuns (NepeBbInyck

KapT)




YTt0, ecnn He CMC
—Pewenune ot KPUTO-IPO

_ |5
o

HMAC_GOSTR3411 2012 256

[natey ***
Cymma ***

[TognncaTb OTmeHa




T
[1nochl

—[losBNneHne «BTOPOro pakropar
—Hwnkakoro «tyrnoro» nepebopa
—ATakn Ha aTomapHocTb no GSM
—[1pnmep 6

—[T1CYH

—ATakn Ha GSM, nepeBbinyck SIM

—bonbHble Bonpockl ¢ CMC/USSD
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R,
MuHychbl

—ATaKa Ha cepBep 1 n3BreYvYeHne
cuMmMmeTpuyHoro knoda (ecnu 1el B ABC, TO
MOXXHO NMPOCTO cOo3aaTh Nnartex)

—3apaxeHune 2 ycTponcTs 3 3
* BaHK-KNMUeHT
« CepBep
 CMapTdoH
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Cnacunoo!

Bonpochi?

@abbat

https://uk.linkedin.com/in/tyunusov
tyunusov@ptsecurity.com
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https://uk.linkedin.com/in/tyunusov
mailto:tyunusov@ptsecurity.com

