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PKI. Komnnekc oprmep npu noctpoeHnu PKI

PKI HageXHO nocTpoeH 1 3auuuieH

o ®3-63
O [lonoxeHusa 795, 796
O X.842

o CeptudmumnpoBaHHsie kpuntonposangepbl KC1 KC2

@ ATTecToBaHHble U aKkpeanToBaHHble YL

o DMZ, C3 HCL, TOKEHbI, pErMamMeHThI. ..
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PKI. 2KnusHeHHbIn unkn komrnoHeHToB ¢ PKI
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PKI. UT cTek PKI: peanuu 1 npaktnka

[MakeTbl BcTpamBaHMe B KayecTse Aaep

e OpenSSL
® Bouncycastle
e GnuTLS

[MpoToKoNbI [MpmepHbIN CTEK

e TSP RFC3161

e OCSP RFC6960

e DVCS RFC3029

e HTTP, FTP, TFTP, SNMP, DHCP, LLMNR, NBNS, TLS, SSH, Telnet etc

CuctemHoe NO Heotbemnemasa yacTtb

e OC Windows
e OC/npowwusku FW, kommyTaTopos, obopyaoBaHus

Kpuntosagpa NHTepdenchl u peweHuns

e CSP
e JCP
e CryptoAPI, PKCS#11, CNG




PKI. AHanun3 komnoHeHToB PKI

[leAaTenbHOCTb XakepoB

PeBepc-UHXUHUPUHT, MOUCK YA3BUMOCTEMN,
MEHTECTbl NOXOXUX CUCTEM

S T

[1pOoTOKOANbI U X
peannsaumna B MNO

— N

YAa3BMMOCTU
CueHapumn aTaku

CuctemHoe MNO Kpuntorpadpuyeckoe MO




PKI. Mpumepsi CVE B naketax PKI

The TS_OBJ_print_bio function in crypto/ts/ts_lib.c in the X.509 Public Key Infrastructure

CVE-2016-2180 Time-Stamp Protocol (TSP) implementation in OpenSSL through 1.0.2h allows remote
attackers to cause a denial of service (out-of-bounds read and application crash) via a
crafted time-stamp file that is mishandled by the "openssl ts" command.

OpenSSL before 0.9.8y, 1.0.0 before 1.0.0k, and 1.0.1 before 1.0.1d does not properly

CVE-2013-0166 Perform signature verification for OCSP responses, which allows remote OCSP servers to

cause a denial of service (NULL pointer dereference and application crash) via an invalid
key.

The ASN.1 decoder in the QuickDER decoder in Mozilla Network Security Services (NSS)
CVE-2012-0441 before 3.13.4, as used in Firefox 4.x through 12.0, Firefox ESR 10.x before 10.0.5,

Thunderbird 5.0 through 12.0, Thunderbird ESR 10.x before 10.0.5, and SeaMonkey

before 2.10, allows remote attackers to cause a denial of service (application crash) via a

zero-length item, as demonstrated by (1) a zero-length basic constraint or (2) a zero-
length field in an OCSP response.

CISCO IOSI GnuTLS Internet Trust Services

CISCO ASA, Apple iOS, % DigiNotar



PKI. PaboTatolime cnctembl He NPoOBEPANNCL Ha MPOYHOCTb

/

‘ Het ayguta PKI

\

‘ HeT neHTecTtoB PKI

‘ He nccnepytotca pabotatowme PKI-npoekThbl

[
‘ He Bepetca peectp PKI-yazsumocTten n natyen ans

Hux. Inn Mmbl He 3HaeMm.
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PKI. CoBbiTusi B PKI-Tpaduke POSITIVE TECHNOLOBIES

Q

Protocol

> ARP

> DHCP
> DIGSI E March, 17 — March, 17 Week Day Hour

» TSP
Date and Time Protocol Source Destination Event
TSP interaction detected from 172.40.0.237
172.50.0.52 172.40.0.237 MMS message fr~- . ..50.0.52 (00:00.F2:87-43:E8. (00:00:6B:84:54:29) to 172.50.0.52
(00:00:F2:87:43.EB)

> OCsP
17.03 135949 MM

(7}

» GOOSE

17.03 13:5948 MM 172.40.0.237 172.50.0.52 »** . nessage from 172.40.0.237 (00:00:6B:B4:54:2.

(7}

Date and Time:  17.03 17 .40

- LT 17.03 135940 MMS 72.400.237 JaSNLd MMS interaction detected from 172.40.0.237 (00:00-..
Class: TSP Lme-stamping request
» ICMP = 17.03 13:59:48 MMS faans_, 172.50.0.52 MMS interaction detected from 172.40.0.237 (00:00-..

s IEC104 17.03 135948 TSP 72.400.237 172.50.0.52 MMS interaction detected from 172.40.0.237 (00:00-. EVENT

> MMS |‘ 17.03 13:59:48 00:00:6B-B4:5429 00.00:F28743:EB interection detected from (00:00-6B:B4:54:29" © ,u0- Eventiype:  Correlated

17.03 13:59:48 MM 172.40.0.237 172.50.0.52 MMS interaction detected from = _.40.0.237 (00:00:.
> Mocbus PROTOCOL
17.03 135946  MM: 172.50.0.52 172.40.0.237 MMS message fr~ . /2.50.0.52 (00:00:F2:87-43:EB_

» Profinet ) Protocol: TSP
17.03 135945 MM 1 1 MM .cssage from 172.40.0.237 (00:00-6B:B4:54:2
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MMS interaction detected from 172 .40.0.237 (00-D0-.

> SNMP 17.03 13:5945 MMS 72.400.237 £.50.0.52 MMS interaction detected from 172.40.0.237 (00:00:.

3 SSH 17.03 13:59:45 © 3007 54:54:29  00:00:F287:43:EB  interaction detected from (00:00:6B:84:54:29) to (00-.

17.03 135944 OCSP .50.0.64 172.50.0.102 MMS message from 172.50.0.64 (00:00:AZ:4E-FD:8E.
| Destination address:  172.50.0.52
17.03 135943 GOOSE 00:00:3C:BC:FEBE  00:00:01:DA:01:CD GOOSE message from (00:00:3C:BC-FEBE) to (00:00.

M m 2 [ | Source address: 172400237




PKI. Otanbl pa3bopa Tpaduka

Mepenaértca B ceTu:

64 al 2c
10 8 01
00 64 al
05 10 fd
ff 00 64
92 05 10
e8 03 00

YacTnuyHbIn pasbop:

MpoTokon: TSP3161, Tun MHPOPMALMOHHOIro ObbEKTA:

TimeStampResp , npuyuHa nepepayu: 11,
06beKkT MHPoOpMauum 25 B cocTodAHue O,

~POSITIVE TECHNOLOGIES

92 05 10
15 06 00
0c 92 05
00 ff ff
2C Oc 92
02 00 d3
al 2c Oc

oTnpasutenb: 172.50.0.52, nony4yatenb: 172.50.0.72

“YMmHbIN” pa3bop:

CoobuweHne TSP3161 ot 172.50.0.52 Ha 172.50.0.72:

«OTBeT TSA cepBepa Ha 3anNpoCc METKM BpeMeHU: ycnewHo»




PKI. Tononoruga 3awmwaemMmon cetu

OCSP-cepsep

TSP-cepBep

HeaBTopn30BaHHbIN
XOCT




PKI. lNpoBepka Ha cooTBeTcTBME P[] B peanbHOM BpeMeHM POSITIVE TECHNOLOGIES

Mpukas $Cb Ne 795
TpeboBaHuA K
COBOKYMHOCTU Noneun
KBa/IMPULMUPOBAHHOIO
cepTudmKarta, K nopaaKy
PACNONIOKEHNA NONEN

Date and Time Protocol Source Destination Event

U802 150758 ‘ 216913 69 HI [P message trom 1/2.16.9.132 (UU:00:B1:D1:9D:29) to 1. HTTPS message from 172.16.9.132
(00:00:B1:D1:9D:29) to 172.16.9.1

_ R e (00:00:08:00:C0:56)
08.02 15:07:58 ‘ 216913 6.9 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. 7 o o I_I pM ka3 CDCE Ng 796

08.02 15:07:58 TP 2169132 72169 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1.

08.02 150758 172.16.9.132 172.16.9.1 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1.

08.02 1507:58 TF 216.9.132 72.16.9 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. : HETES: e clian cerificate Kn accu d) MKaunMA aTaKn B

08.02 15:07:58 TP 2.16.9.132 2169 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1.

: R . cooTBeTCTBMUN C
08.02 15:07:58 T 216913 69 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. o
type ate
08.02 15:07:58 TF 216.9.132 2169 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. nonoxXeHuvem

info
08.02 15:07:58 TP 2.16.9.132 2169 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1.

Network
08.02 1507:58 TF 216.9.132 2169 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. S

08.02 15:07:58 T 6.9.13 6.9 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. PROTOCOL
08.02 15:07:58 TP 2.16.9.132 2169 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1.

.
08.02 15:07:58 TF 2.16.9.132 172.16.9 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. N IST Tec-rbl °

08.02 1507:58 TF 216.9.132 2169 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. 44 18 | nva | |d Long Se rial
08.02 15:07:58 TP 2.16.9.132 172.16.9 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1. ;
Number Test18

08.02 15:07:58 TP 2.16.9.132 172.16.9 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1.

08.02 15:07:58 TP 2.16.9.132 172.16.9 HTTP message from 172.16.9.132 (00:00:81:D1:9D:29) to 1.

123456728910 » M 172.16.9.1




PKI. UHdpopmauus ¢ IDS B SOC

e Thosmand llareds

The Red Wasne

- MIHdopmauma o cocTossHMKM yaanéHHbIx 06bekToB cTekaeTcAa B SOC
- Bo3mMoOXHOCTb yaanéHHOro ynpassieHna ob6bektammn (06HOBNEHUA NPOAYKTA U BHECEHME HOBbIX AETEKTOB)
- BO3MOXHOCTb YOA/1EHHOrO paccnegoBaHMNA N BeAeHUA NUHUUAEHTOB

« B0O3MOMKHOCTM NONy4YeHUA onepaTUBHOM MHOPMaLMN O KNOEP3aLMLLLEEHHOCTU Ha MeCcTax



PKI. IDS ansa PKI kak cepauc X.842

X.842: 7.7.7 Incident Reporting and Alert Management Service

OOHapy»xeHne BTOP)KEHNI 1 ONoBeLLeHne B pearlbHOM BPEMEHM

[@apaHTUA N30nauUnMm OT KOpnopaTUBHOM CETU HA PU3NYECKOM YPOBHE,
MCMONb3yeTCcAd rarbBaHN4YecKasa pa3Bsa3ka C CeTbo

Co3naHue Habopa 6asoBbix PKI-cobbiTnn, MmogennpoBaHue
CUCTEMbI JOBEPUS

AyauT Ha cooTBeTCcTBUE TpeboBaHuam PL B peanbHOM BpeMeEHMU




Cnacubo!
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