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AKTYa/IbHOCTb Npobaembl 6€30MacHOCTU
6ecnpoBOAHbIX CETEN

25% Wi-Fi Touek He

A
il =§§ 3aLMLLEeHbl
=S A
= 42% Tpadpuka :
— Wi-Fi 80% To4YeK UMeloT
! napo/sin Nno yMmoa4aHUo

t

3% TOo4YeK 3aLMLLEeHDbI
NMpotokonom WEP

Pe3ynbrar
77% nonb3oBatenen nybnmnyHoix Wi-Fi noaseprannce Knbepatakam



AHaNM3 CYLLECTBYIOLWMX MEXaHN3MOB
obecneyeHma besonacHoctn Wi-Fi ceTen

O WPA2
w TRpbITaA WEP . WPA2 MpeanpnaTtua
Mepa 3awuTbl CeTb [MepcoHanbHbIN
Tun . . [lepcoHanbHbIE
- Obwmnin Kntoy Obwmmn Kntoy
ayTeHTUdUKauua AaHHble
AyTeHTUPUKaUMA
yrenTubukan - + + +
KANeHTa
AyTeHTUPUMKaLMA +/- (3aBUCUT OT MeToaa
cetn ayTeHTUOUKaLnm)
Mcnonb3osaHue
cepsepa - - - +
ayTeHTUPUKauum




POYMUHI meKay TOYKamm A0CTYNa

SSID: MyWifi SSID: MyWifi
HOBHbIE NMPUYHUNHDI:
OcHosHble np b BSSID: BSSID:
* CUrHan ot T/l cTaHOBUTCA XYKe AA:BB:CC:DD:FF:EE 11:22:33:44:55:66
NOPOroBoro 3Ha4eHuA,; ? *

* OTHOLUEHWE MOLLLHOCTWN CUTHaNa K
LLYMY,

* MHOeCTBO NOBTOPHbIX OTMPABOK
NaKkeToB;

ot |

* NpAMOEe OoTCcoeAMHEHMNE NAKETAaMM
AeayteHTUPUKaUnn.



ATaka nogaenvHown T/

CueHapuu aTaku

1 — KnneHT nogKkniovaetca K 2 — 3/10yMbILWIEHHUK
3N OYMbIWNEHHWUK nerutumHoi T, ? pacnonaraer noaaenbHyo
yCTaHaBAnBaeT B6113M ‘ T/, 6113Ke K KAMeHTy
KEPTBbLI Tﬂ, 4 5 D NlerutumHaa T
nepenoaKkntoyaeT K Heu SSID: MyWifi

pern — w
YCTPOUCTBO K/INEHTA.

KaveHT ((( ))) 310yMbILWNEHHUK
YcnoBue 3 — KameHr ‘ 4 — 3N0YyMbILNEHHUK
H o nepenoakKato4yaercs NPoBOAUT Aa/ibHeULWwue

d YCTPOUCTBE K/IMEHTA . KnopgpenvHoM TA,  MoppenbHaa T/ aTaku u .4,
COXpPaHEHa CeTb C AaHHOWU SSID: MyWifi

SSID



CNOXHOCTb NpoBeAeHNA aTaku B
3aBUCMMOCTM OT NPOTOKO1a 6e30NacHOCTH

Ycnosue SHauue Hanuuue cepsepa TpyAoeMKoCTb
Tun 3HaHue SSID obuiero 3 TEHTM(I)MKpa :u n OT;A eHUA aTaku
cetTun K/1i04a y 4 P &
OTKpbITan
ceTb T B - -
WEP + + - -
WPA2
Personal T T ] T
WPA2
Enterprise T B N S




CyuwecTtsyrolulme cpeacTsa 3alUnNTbl OT
noaaensHblx T/l Ha CToOpoHe cepBepa

Ha ctopoHe ceTn Ha ctopoHe KnneHTa 7 NeoB
TONbK )
(TonbKo . 1. lNpepoTBpalleHne ,
KopnopaTMBHOM) —_— no Kf“-oquMH. CsowicTea 3abbITb
WIPS: A '
* yCTaHOBKa T/1- * KaXAblX pa3 «3abbiBaTb CETbY
AETEKTOPOB; * dunbTpbl, ctopoHHee MO (WIPS Ha
* BeZleHWe CMMCKOB. KnneHTe)

* noakno4aTbca Tonbko K WPA2 ¢ 802.1X
* OTK/NIHOYATb BecnpoBOAHOW aganTep

2. Noct3awmTta: VPN, HTTPS Everywhere



CpaBHeHWe CpeaCcTB M METO/0B 3alUNThI B
TOYKM 3pEHUA CLLeHapUEB aTakM NoAae/IbHbIX

T4

Cp-Bau
eTo
) METOAL | \wips | «3aBuims ceton | CTOPOHHEENOM L k0 802.1X cet | VPN/HTTPS
CueHapum dUNbTPLI
aTaku
MogKAoYeHWe KAMEHTa
K TOM »Ke ceTu + + + +/ - +/ -
[MoakntouyeHmne accou.
A oo - - [+ + +/-
KJMEHTa K ApYroit ceTu
NoaKalYeHne Heaccol.
& . - + [+ +/- +/-

K/IMEeHTa K CETU

MNoaKntoUYeHme KAneHTa
no nepebopy cetn




PaspaboTaHHas cxema ayTeHTUdUKaumum T/

E —loaknoueHue K aoBepeHHoi T——— ¢

E— OTnpaBKa OTKPbITOro K/KYa KANEHTY ‘
KnuneHt [osepeHHaa T/,

SSID: MyWifi

CoxpaHeHue OTKPbITOro KAoua:
Knwou ¢ (SSID, BSSID)

E —[logknoueHune K gosepeHHoi TA: 02A1b95f1.. - i

— MNepepaya nognucm nonyyeHHbiXx 6aiiToB:

KnneHT | 95Ab5e219aa5... [osepeHHas T/

SSID: MyWifi
NMpoBepka nognucu

L

MNMepepaya AaHHbIX >
= u @
—[logknouyeHue K nogaenoHou TA: 02A1b95f1...—»
— MNepepaya nognucu NonyyeHHbIx 6ainToB: ‘
KnveHt 95Ab5e219aa5... MNoppenbHaa T4
SSID: MyWifi

MpoBepKa noanucu

L

OTmeHa nogkawyeHus K Tj—>



Peanunsauma paszpaboTaHHOM CXembl

yepe3 TCP-coKkemsl unu seb-cokemel

NpenmyLiecrtBa:

* NPOCTOTa peannsaunu;

«—1 — AyteHTUdumKauma 802.11—>
* Heé HYXKHO BHOCUTb
«——2 — Accoumauma 802.11——

M3MeHeHMA B CTaHAapT. D 3 WEP/WPA2 ?
HepocTtaTKu: ) . \ HTTP ‘
_ 4 — Random » Touka goctyna
* He YHUBEPCA/IbHO; pment o Sign(Random)
* HY)KHO ——6 — [MPUHATL/OTKNOHUTL—>
KOHTPO/IMPOBATb

[OCTYN K CETWU.



[TpenmyLLecTBa pa3paboTaHHOM CXeMbil

1. 3awWmTa OT CUeHapuMeB aTakn noaaenbHbIX TOYEK AOCTynMa.

2. MNoapep*Ka aBTOMATUYECKOro NOAKAOUYEHUA K

ayTeHTUPuumnpoBaHHbIM T/I.

3. BO3MOXHOCTb pacnpocTpaHeHne CXembl ayTeEHTUPUKALMU ANA

3alLUTbl OT NoAAeNbHbIX KINEHTOB.

4. Peanunsauus Ha pa3IMYHbIX YpoBHAX moaenn OS| (KaHanbHbIN,

CETEBOMN, NPUKNAAHOWN).



