[Mpobnembl N NyTH peleHna NPaAKTUYECKUX
33434 aHa/IM3a 3aBUCUMOCTEN MeXAY
MHCTPYKUMUAMU NPU aBTOMATU3AL NN
ANHAMMNYECKOro aHann3a nporpammHoro Koaa



AHaNMN3 NOTOKa AaHHbIX B npoLecce
ANHAMUYeCKOoro aHaans3a

* JlnAa 4yero ncnonb3yercA

— BblaeneHue anroputma (B T.4. 4158 NocaeayoLero nomcKa
VYA3BUMOCTEN C NMOMOLLLbIO peLlaTens 1 NoucKa yreyek
YYyBCTBUTE/IbHbIX AaHHbIX

— BbiaBneHue ¢daKToB aKkcnyaTaumm yassmumocten (dyn. taint)

* Tunosble BapPWnaHTbl NpnMeHeHUA

cEVERE cnocob peweHusn

Dynamic tainting AHaNN3 3aBUCMMOCTEMN
B NPAMOM Harpas/ieHnmn

BbiaeneHue peannsauum AHanus 3aBucumocreu
aNropmuTMa C NOMOLLbIO CNAUCUHIA B 06paTHOM HanpaBieHUM
(nonyueHune cpesos)




Yero xotum 0obuTbCA

e ObecneyeHne NOJIHOTbI U OTCYTCTBUE N3OBLITOYHOCTU
npu AMHAMUYECKOM aHa/In3e NOToKa AaHHbIX, T.€.

* NCKAOYeHMe owmnboK 1 n 2 poaa, T.e.

— WCK/ItoYeHMe pa3pbiBOB B MOTOKE AaHHbIX, MPUBOAALLMM K
«HegonomeTkam» (undertainting)

— UCKNIOYEHME N3 PACCMOTPEHMA KNULLHUX» 3aBUCMMOCTEN,
NpMBOAALLMX K «NepenomeTkam» (overtainting)

* [1na aToro
— BbISIBUTb NPUYMHbBI JaHHbIX OLLIMOOK
— OueHunTb macwTtab npobiembl
— PaccmoTtpeTb cnocobol pelueHus



Tpn OCHOBHbIX BUAa 3aBUCUMOCTEMN MO
NAHHbIM

e ®yHKUMOHanbHble (FD)

BbIXO/A, O,EIIHOIZ UHCTPYKUUNN ABNAETCA BXOAOM ,u,pyroﬁ

 AppecHble (AD)

BbIXO/A, OAHON UHCTPYKLU MM ABNSETCA aApPeCcCoOM BXOAHOM UK
BbIXOAHOMN AYENKN APYTON MHCTPYKLUN

e 3aBMUCMMOCTM no ynpasneHuto (CD)

OT pe3y/ibTaTa BbIMO/IHEHUA OAHOM UHCTPYKLUN 3aBUCUT PAKT U
KONMYeCTBO BbINOJHEHUW APYTrON NMHCTPYKLU NN



CDyH KUNWOHAJ/IbHblE 3aBUCUMOCTU

Bbixoa 04HOM MHCTPYKLMK ABNAETCA BXOAOM APYroun

(1) mov eax, ...

(1) mov eax, ...

(2) mov edx, ...

(2) mov edx, ...

(3) xor eax, edx (3) xor eax, edx

Mpobnema 1: 3aBUCUMOCTH
MOTyT «ybusaTbca»
BC/IeAICTBME MATEMATUYECKUX

CBOWCTB peann3yemoro

(1) xor eax, eax

anropuTMma
(1) xor eax, eax

CneactBue: nepenomeTKkun

Use(eax)

Def (eax)

Kill(eax)

(1) xor eax, eax

Use(eax)




Mpobnema 2: mexxay BXoAamMu m
BbIXO4aMM UHCTPYKLUUMN HET 3aBUCUMOCTHU

«BCe CO Bcemmn». HeKoTopble BXoAbl push eax

B/IMAKOT Ha HEKOTOPbIE BbIXOAbl.
Ceip )" (Mem)Cesp)

CnepctBue: nepenomeTKkm

Npo6nema 3: B HEKOTOPbIX if(ValidAddr(in_esp))

cuctemax KomaHz, (x86) Hannume out_eip: FD(in_eip)
MHOKecTBa caing-3¢pdeKTos, out_Mem: FD(in_eax), AD(esp)
NPMBOAALLUX B TOM YNCSIE U K out_esp: FD(in_esp)

3dBUCUMOCTAM MNO YyNpaBAEHUIO.

else
Mpumep — reHepauma UCKAOYEHNN out_eip: B 33BUCUMOCTH OT
NPW BbINOJIHEHUN NHCTPYKLMN BUAa OLWUBKY FD(IDT(#GP)),

. FD(IDT(#PF)), FD(IDT(#GP)),
CnepcrBue: HegoNoOMETKMU FD(IDT(#SS)), FD(IDT(#AC)), ...



AfQpecHble 3aBUCUMOCTHU

BbIxoa 04HOM MHCTPYKLMUKU ABNAETCA

SN
afpecom BXOAHOM UK BbIXOOHOM ;« Y;,,‘
Y
j

AYENKN APYTON MHCTPYKLU NN

Mpobnema: GpyHKL,. 3aBUCMMOCTb MOXKET
ObITb BblpaXKeHa yepes afpecHyto:

1
TabanyHoe npeobpasoBaHue (
(1) movzx ebx, BYTE PTR... »
(2) mov bl, BYTE PTR [ebx+esi] (2)
* @S| YKa3blBaeT HA KOHCTAHTHYIO (2})

Tabnaunuy

Cnepcrteue: HegonomeTKuU




3aBUCUMOCTU NO yNpaBaAEeHUIo

int i;
OT pe3y/sbTaTa BbIMOJIHEHNA OAHOWM char *buf=somestring;
BbINOJIHEHWUN APYroM MHCTPYKLUM kor(i20; bUf(il1=0; i+4);

Nlanee i MNONb3yeTCA B BbIYNCAEHUAX.

char *alphabet="abcd...”;
Npobnema: PyHKUMOHANBHAA |, *buf=somestring:
3aBUCUMOCTb MOXKET BbITb
BblpaeHa yepes 3aBUCMMOCTb
No ynpasaeHMuIo:

char stringcopy[64];
OTcnexunsaeTca somestring.

for(i=0; buf[i]!=0; i++)
KONMpoBaHue 4epes

for(int j=0; j<strlen(alphabet); j++
TabanyHoe npeobpasoBaHue ()05 @l )i jt)

if(buf[i]== alphabet(j])

{ stringcopyl[i]=j; break;}
Cnepcrsue: HeJONOMETKHU

Nanee stringcopy UCNO/Ib3yeTcsA B BbIYNCAEHUAX.




e e e T

®3 1: kill BCneacTeme
CBOMCTB a/IrOPMTMa

@3 2: BXoAb! “
BbIXOApbl
MHCTPYKLUUN: HET
3aBUCUMOCTU «BCE
CO BCEMMU»

@3 3: cana-apodeKThbl
N CNOXHaA NornKa

Hanuume agpecHbix
3aBUCMMOCTEN

Hanunune
3aBMCMMOCTEN NO
yrnpaBaeHuto

nepernomeTkn

nepenomeTKkun

HEeAOMNOMETKHU

HeJOoNOMETKHU

He40MOMETKM

B yacTHOM cny4yae - «naTTepHbI»
B 0bwem - Hepaspelmnmas

BBeaeHME MUKPOUHCTPYKLMA —
pellaeT npobnemy

PelweHune npobaembl NpU CUbHOM
YC/IO}KHEHUWN NpeacTaBieHuns
YPOBHS MUKPOUHCTPYKL MU

PeweHue npobnemsl
HeA0MNOMETOK.

[epenomeTku — npu o6paTHOM
npoxoae Henpuem/ieMo MHOTO

PelweHue npobaemsl
HeA0MNOMETOK.
[epenomeTkn - MHOTO

Heé y4uUTbIBAlOTCA B
noLwaroBbiX OTZ1IaA4YUKaX
N U3BECTHbIX CUCTEMAX
ANHaMN4eCKOro aHasim3a
nomeyeHHbIX AaHHbIX



CTaTUKO-AMHaAMMYecKaa moaenb ANA aHaam3a 3aBUCUMOCTEN
No YNPaBJ/IEHUIO

Koa nporpammbl

[lomunHarop: ¢
X domY:Bce nytnms startBY  [pad notoka ynpasneHus
NPoXoasAT Yepes X Control Flow Graph - CFG rlocm,ﬂ'o?/lpmeHBaoTopos
7! ‘
MocTaomMuHaTOp: X - 2 5
Y pdom X: Bce Nyt n3 X B Sto >
g Y P 3 4 2 =Y
npoxoaAT Yepes Y v _
> 5
1o pdom(2) =5
— 6
/ 3aBMCUMOCTb MO
pad 3aBncMmocTen no ynpasneHuto:
. yrnpaBneHuto €CNnn MHCTPYKLUMS X BNMSIET
lpagh 3aBUCMMOCTEN MO AaHHEIM Control Dependence Graph - CDG Ha BO3MOXHOCTb
Data Dependence Graph - DDG ot BLINOMHEHMS MHCTPYKLMN Y,
¥ TO Y 3aBUCUT MO
1 cﬁf—% == ynpaBneHuto ot X
3 &

/4 CD 2 Y CD X:

Mpad 3aBUCUMOCTEV 1. Cywectayet nyTb X->Y, Ha
nporpammbl (Program koTopoM Y pdom Kaxaomn BepLUNHbI

Dependence Graph - PDG) NyTW, OTIIMYHOW OT X 1 Y
2. Y He pdom X



[lopmep: BblaesieHMe aNropuTMma Noayy4yeHunsa
KOZla CMMBOA NO KOAY HAXKaToOW KNaBULLU

Hem xopoul npumep:

* [MOTOK AaHHbIX NPOXOAUT Yepes pa3Hble NPOoLEecchl,
NOTOKM U aipecHble NPOCTPaHCcTBa. YpesBblyatHO
CNOXEH ANA NOoLaroBoro aHanAM3a

e Hanunuume aByx KONMPOBaAHUN Yepes aapecHble
3aBMCMMOCTM N OQHOr0 — Yyepes 3aBUCUMOCTU MO
yrNpaB/eHNIO

* B M3BecTHbIX NybAnKaLUAX — y4eT 3aBUCUMOCTM NO
yApaBAeHUo 1Mbo He peluaeTca, 1Mo YacTHoe
pelleHne, Henpuemaemoe B obuem cnyyae

 OTHOCUTENbHO NPOCT ANA AEMOHCTPALMUN:
pedepeHCHbIN cnanc — 84 NHCTPYKLUUU



* PedpepeHCcHbIN cnanc NoNy4YeH CKNENKoU
HECKOJIbKMX CNalcoB, MONYYEHHbIX NyTEM
OTCNEXNBAHUA TONIbKO PYHKLMOHANbHbIX
3aBUCMMOTEN, B TOYKAX pa3pbiBa BXOAHbIX
NAHHbIX

e 3a/a4a — NOAKNIOUYNTDL YYET aApPECHbIX
3aBMCMMOCTEN U 3aBUCMMOCTEN NO
YNpaBAEHUIO ANA NONYYEHUA MOXOXKEro
pe3ysibTata 6e3 py4yHOU CKAENKU



ig04Zprt.

win3Zk.
win3Zk.

win3izZk.
win3Zk.

win3Zk.
win3Zk.
win3Zk.
win3zk.
win3lzk.

win3Zk.
win3Zk.
win3Zk.
win3Zk.
win3Zk.
win3Zk.
win3Zk.
win3zk.
win3lzk.
win3Zk.

win3zZk.
win3Zk.

dll
dll

WiNsSIv.
ntdll.

ntdll.
ntdll.

dll
dll

getch.exe ! SLHE

getch.exe |

:BFSBABZ6G
:BFSBAB34

:BF88AB3T
:BF88AB63

tBEB22070
:BF815EE4
:BF548R2EB
:BF84891C
:BFE848939

:EF848CEE
:BEF848CEE
:BF848CH20
:BF548C54
:BF848C86
:BF848CE5
:BF848CET
:BF848CES
:BF848CEB
:BEF848CEE

:BF548D46
:BF548D4E

= O0D20D0

........

i LD e T LT L

IH Al, DX

MOV BYTE FTR [EDI], AL : [F&794D23]
MOV CL, BYTE PTE [ESI] ; [F78963D0]
MOVZX ECX, CL

PaspHE 00 agpecHOH IaBMcHMMocoTH (Tabmmuxos npecfpasoEanmes)

PESpHE 00 SAEMCHMMOCTH OO0 YVOpasneHEMD (rTabmmuzce npecfpasceEaHMe)

MOV BX, WORD PTR [EAX + ECX % 2] : [E173002A4)

MOV WORD ETR [ESI + 02Zh], BX : [FT789&9D2]

MOV DWORD PTR [EAX + 02h], ECX ; [F6TA4D20]

MOVSD DWORD EFTE ES: [EDI], DWORD ETE [ESI] ; [D118FFB4], [FeT7a4D20]

MOVSD DWORD EFTE ES: [EDI], DWORD ETE [ESI] ; [FeTa4D28], [0115FFB4]

MOVEX EAX, WORD FTE [ESI + CZh] ; [FeTa4D28]

PUSH EAX ; [feTadcaB] C———————————

e I

CMP AL, BYTE PTR SS:[EBP + 08h] : [F6TL4CAS] |

JZ ODEF343CESh r -> BFB48CES

MOVZX EAX, BYTE PTR [EBX + 05h] : [E1730399] |

ADD EDI, EAX #44 win3Zk.sys! xxxInternalToUnicode@32 <--

JHP 0DEF348C85h ; -> BFB48C85 | |

MOV AL, BYTE EFTE [EDI] ; [E1730202] | |

TEST Al, AL | |

JZ 0BEF3438C9%8h ; -> BFB48CSE | |

CHMP AL, BYTE FIE 55:[EBP + C2h] s [FeTR4CRE] -—————- |

JZ ODEF343CESh [ -> BFB48CES |
|
|
I

MOV A¥, WORD PTR [ESI + EDI + 02h] : [E1730204] -—-—————-
MOV WORD EPTR [ECX], AX : [F6TR4CEO]

PUSH EAX

MOVZX EEX, WORD PTR [EAX + 1Ch] ; [0O119F988

PasSpHE 00 agpecHoH IaEMcHMMocTH (TabmuHose npecfpasoeEaHMe)

MOV BL, BYTE FTR [EBX + ESI] ; [TFFC1433)
MOV BYTE FTR [ECX + 0En], BL ; [0113F37B]

MOV EAY, DWORD FTR S5:[EBP - 1Ch] ; [0012FF58]
PUSH EAX |
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e dopmanbHoe npumeHeHne obpaTHOro
CIANCUHIa C YY4EeTOM aZlpeCcHbIX 3aBUCUMOCTEN
N 3aBUCMMOCTEN NO YNPaBAEHUIO:
PA304apOoOBbIBAOLWMUN Pe3ynbTaT — YNC0
CIULHUX» MHCTPYKUMM Ha 2 nopaaKa
NPEBbILAET YNCNO KMONE3HbIX»

* Y10 nenatb?



o - dparmenr O6GpaTHBIE cnaiicol

i8042prt.sys
18042prT.sys
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe

Tpaccol

TOJIbKO
byHKL,

bYHKLU,. +

bYHKLU,. +

agp. 3aBuc. +

win32k.sys aAp_ 3aBMC.
win32k.sys N

win32x. sys . 3aBucC. ynp. 3aBuUC.
win32k.sys ~

win3zk. sys MOV

win32k.sys MOVEX

win32k.sys MOV

win3zk. sys MOV o

win32k.sys 84882C MOV RN

win3zk. sys BFE48330 PUSH 10544 \\:\\

win32k.sys MOV S0

win3zk. sys MOV \\:\\
win32k.sys MOVEX SO0
win3zk.sys MOV \\*\\
win32k.sys MOV S
win3z2k.sys MOV

win32k.sys :BFE480FS PUSH N - 1426
win32k.sys F34764C PUSH Te~lITe-ol
win32k.sys :BF8022B5 MOV e T
win3z2k.sys ~~‘~~
win32k.sys

win3z2k.sys
win32k.sys
win3z2k.sys
win32k.sys
win3Zk.sys
win32k.sys
win3Zk.sys

win3Z2k.

win32k.
win32k.

win3Zk.

sys

sys
sys

sys

7710

win32k.sys
win32k.sys
win32k.sys
win32k.sys
win32k.sys
win32k.sys
win32k.sys
win32k.sys

239 | /
181 |/

winsrv.dll
winsrv.dll
winsrv.dll

ntdll.dll

18146

ntdll.dll
ntdll.dll
winsrv.dll

winsrv.dll
ntoskrnl.exe
ntoskrnl.exe
kernel32.dll
getch.exe

1! SecConsoleMode@2
ClientCallServer@l6
ntdll.dll

ntdll.dll

getch.exe

getch.exe

.exe!_ putch_nolock
getch.exe

getch.exe
getch.exs!SLNE
getch.exe




BOo3MOXHble noaxoAabl K YCTPaHEeHUIo
«INLLHUX» 3aBUCUMOCTEN

1. WcKntovyeHne n3 paccMoTpeHnAa aapecHbIX
3aBUCMMOCTEN NO CTEKOBbIM pernctpam ESP n EBP

— npobnema (He4ONOMETKU) €CNn 3TN perncTpbl byayT
33[1eMCTBOBAHbI B IOTMKE a/ITOPUTMA

2. TpaHcdopmauma cnamca — UCKIKOYEHME YacTu
MHCTPYKLUUU, HE 3a4eNCTBOBAHHOM B 3aBUCMMOCTAX,
ONTUMM3ALUMA - UCKNKOYEHNE NAPHbIX MHCTPYKLUN
(push/pop)

3. [MpAMOMN CNANCUHT MO pe3y/ibTaTam 0bpaTHOro



Pe3ynbTaTbl NPUMEHEHMA pPa3HbIX NOAX0A08B

* Hauny4ywun pesynbTaT AaeT KOMbuHauma noaxonos 1+3 nan 3+2

O6partHbiit chanc ¢ AD, CD, kills | O6paTHbiit chaiic ¢ AD, CD, kills

6e3 cTeKOBbIX 3aBUCMMOCTEN | CO CTEKOBbIMM 3aBUCUMOCTMM
(appecHble no EBP,ESP)
2 npoxoga,;: 2 npoxoga,;: 3 npoxoga,.:
npamou cnaic c AD npamon YacTUYHanA
cnaimc c AD | ontumusauyua

25914 (45) 951 47 10195 167 119

Pasmep
dparmeHTa
Tpacchbl

(pazmep
pedepeHcHoro
cnaica), waros

Ob6paTHbIN CTAUCUHT CO BCEMU 3aBUCUMOCTAMM KPOME CTEKOBbBIX +
npamon cnancuir: 100% cosnaaeHue ¢ pedepeHCHbIM CZ1aNCOM

Ob6paTHbIN CTAUCUHT CO BCEMU 3aBUCUMOCTAMMU B6€3 UCKNtoYEHUS +
NPAMOMN CNIANCUHT: MOYTM Ha 2 NOPALKa COKpaLleHUe Yncna
«NNLWHUX» MHCTPYKLMIN, OCHOBHAS YaCTb OCTaBLLUMUXCA KJIULLHUX
NHCTPYKLUMIM — paboTa co cTeKom (OTHOCUTE/IbHO NErKo yCTpaHAeTca?)
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30
21
22
Sk
2
S
3a
27

o
(2]

L
40
41
42
23
G
]
46
S

o
(2]

G
20
21
22
S
S
S
26
SF

o
(2]

SE
a0
6l
62
63
64
63
6a
67

o
{1}

69
70
71
72
T3
T
75

user3z.

winsrv.

winsrv.

winsrv.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.

winsrv.

winsrv.
ntoskrnl.
ntoskrnl.
ntoskrnl.

winsrv.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.

Winsrwv.

dll
dll
dll
dll CC1E
exe OO

exe |
exe |
exe |
exe OO
exe OO
exe |
exe |
exe |
exe OO
exe OO
exe |
exe |
exe |
exe OO
exe OO
exe |
exe |
dll
dll oo
exe OO
exe |
exe |
dll
exe OO
exe OO
exe |
exe |
exe |
exe OO
exe OO
exe |
exe |
exe |
exe OO
exe OO
exe |
exe |
exe |
exe OO
exe OO
exe |
dll

TV T

Lo I ¥ R

]

EBX
EBX
EBX
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
ESI
EBX
EBX,
EBX
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX
EBX,
EBX
EBX

: [0119FCO8]
; [0119FC2C]
: [0119FRES]
: [0119FRAO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
: [0119FRAO]
: [0119FRAO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
: [0119FRAO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
; [F6TA4DCO]
DWORD ETR [OFFDFF01Ch]
; [F6TA4DCO]
= [0119FBA0]

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)

[FEDFFOLC)
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100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
11s
117
118
1159
120

winsrv.
winsrv.
winsrv.
winsrv.
winsrv.

ntdll.

ntdll.

dll
dll
dll
dll
dll
dll
dll

<1.dll! NtSetEvent@s

ntoskrnl.
ntoskrnl.
ntoskrnl.
winsrv.
ntoskrnl.
winsrv.
winsrv.
winsrv.
winsrv.
winsrv.
ntdll.
ntdll.
ntdll.
ntdll.
winsrv.
winsrv.
ntdll.
ntdll.
ntoskrnl.
winsrv.
winsrv.
ntoskrnl.
kernel3Z.
getch.

exe
exe
exe
dll
exe
dll
dll
dll
dll
dll
dll
dll
dll
dll
dll
dll
dll
dll
exe
dll
dll
exe
dll
exe

<1! SetConsoleMode@s

kernel3Z.

dll

«<ClientCall3exrver@la

ntdll.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntdll.
getch.
getch.
getch.

dll
exe
exe
exe
dll
exe
exe
exe

<.exe! putch nolock

getch.

2xe

=l

[ = s s O ]
o A ]
-

SR = i

[ S I e I |

6BAl
&

o
-]

64BF0
64B8C
TFESE
64BFO
36585
36584
365BC
TeBTC
TeBTF
2T1B5
2T1BS
2T1BC
2T1CA
TeBA

*

|
=
S I T ]

s 0
1

L &Y

h=]

-

o

FUUSH

A¥, WORD ETR SS:[EBP + 14h] : [0119FC2C]

WORD ETR S55: [EBE - 00000126h], AX ; [D119FAF2]

EAXY, SS:[EBP — | 0134h] : [D119FAE4]

EDI ; [0119FARO]

EBX, DWORD ETR S5S:[EBP + 10h] ; [0119FA%4]

EAY, DWORD ETR [ESI + ECY * £ — 0Sh] ; [0119FAFD]
DWORD ETR [EDI + ECY * £ — 0Sh], EAX ; [0D04F265C)
EAX, 000000DBh

EBX : [F&7A4DCO]

ESI : [F&TR4CED]

EBX : [F&TR4CEE

DWORD ETR ES:[EDI], DWORD ETR [ESI] ; [0016R554], [0D4F265C]
ESI : [F&7R4D20]

A¥, WORD ETE [ESI] ; [0016RS258]

EAX ; [0119F288

DWORD EFTR [EAX + 0O0O001R4h] ; [004F24F4], [0119F984]
EAX ; [0119F326C]

EA¥, SS:[EBP - 01h] ; [0119F37E]

EBX, WORD ETR [EAX + 1Ch] ; [0119F2s8s
EL, BYTE ETR [EBX + ESI] ; [7FFC1499]
BYTE ETR [ECX + 0ER], BL ; [0119FS7E]

EBX ; [0119F250]

AL, BYTE ETR SS:[EEP - 01h] : [0119FS7E]

BYTE ETR [ESI], AL ; [0016R958]

EAX ; [0119F290]

EAY, DWORD ETR S5S:[ESP + 10h] ; [0119FSR0]

DWORD ETR ES:[EDI], DWORD ETR [ESI] ; [E1948CI1C], [0016L954]
DWORD PTR SS:[EBP - 00000164h] ; [0119FD10], [0119FC2C]
DWORD ETR [75BE6101Ch] [7586101C], [0119FCOE]

DWORD ETR ES:[EDI], DWORD ETR [ESI] ; [0012FES8], [E1948C1C]
DWORD ETR ES: [EDI], DWORD ETR [ESI] ; [0012FF28], [0O012FESE]
EDI, BYTE PTR S%:[EBP - 0OEh] : [DO012FF24]

EDI, EDI

0000000Ch ;@ [0012FESE]

EDI, EDI

EDI ; [0012FE38]

EDI ; [F&9DFDEE

EDI, EAX

EDI ; [F&9DFDEE

EDI ; [0012FE38]

EAX, EDI

EDI, EAX

EDI ; [0012FF3C]

EDI, EDI

ESI ; [0012FF28]
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getch.
getch.
getch.
kernel3Z.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
kernel3Z.
kernel32.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
ntoskrnl.
winsrv.
winsrv.
winsrv.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.
getch.exe ! SLHE
getch.

exe
exe
exe
dll
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
dll
dll
exe
exe
exe
exe
exe
exe
dll
dll
dll
exe
exe
exe
exe
exe
exe
exe
exe
exe
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EDI ; [0012FF24]
EDI ; [0012FF10]

EAY ; -> TCEO97DO : [DOL12FFOE]

EAY, DWORD ETR FS:[00000018h]  ; [7FFDDOLE]

EDI : [0012FFOC]

EDI ; [0012FF10]

AL, BYTE ETR SS:[EBP + 02h] : [0012FF3C]

EDI, [ESI + 4Ch] : [0D341EDC]

BYTE ETR [EDI], AL ; [00341EDC]

EAX ; [0012FF20]

DWORD ETE S5:[EBP + 0Sh] ; [0012FF20], [0012FF10]
00401FD2h  ; —-> 00401FD2 ; [DO12FFOC]

EAY ; -> TCE097DO : [DOL12FECC]

ECX ; [0012FF10]

ECX ; [0012FF14]

ECX ; [0012FF20]

EAX ; [0012FF20]

EAY, SS:[EBP - 024h] : [0D12FF30]

EBF ; [0012FF10]

DWORD ETE S55:[EBPF + 10h] ; [0012FF20], [0012FF08]
¥, BYTE FTR [ESI] ; [D0341EDC]

WORD ETR [EAX], CX ; [0012FF30]

DWORD ETE S5:[EBP - 04h] ; [0012FF30], [0012FF20]
ECX ; [0012FEFC]

ECY, SS:[EBP + 02h] : [0D12FF20]

DWORD ETE S55:[EBP + 14h] ; [0012FEFC], [0012FEED]

BYTE EPTR ES:[EDI], BYTE PTR [ESI] : [0012FE40], [0012FF20]

EDI : [FoSDFDBE

DWORD ETE ES:[EDI], DWORD ETR [ESI] ; [E1948CO08],
DWORD ETE ES:[EDI], DWORD ETR [ESI] ; [E1848C107,
DWORD ETE ES:[EDI], DWORD ETR [ESI] : [E1848cCic],
DWORD ETE ES:[EDI], DWORD ETR [ESI] ; [D06AFF14],
DWORD ETE ES:[EDI], DWORD ETR [ESI] ; [D08AFFIC],
DWORD ETE [ESI + 28h] : [006AFF14], [D0GAFECO]
40000000h ; [ODGAFECO]

WORD ETR [EAX], 0020h ; [0DO06RFFLC]

ECX : [0012FF20]

EDI ; [0012FF24]

ECX : [0012FF3C]

EAY, EDI

EDI ; [0012FF40]

DWORD ETE SS:[EEP — 1Ch], EAX ; [0D12FF58]

0O401RDER  ; —-> O0401ADE ; [DOL12FF3C]
EAY, DWORD ETR SS:[EBE + 02h] ; [0D12FF40]
DWORD PTE [0040803Ch] : [0040803C], [0012FF30]
EAY, DWORD ETR SS:[EBP — 1Ch] ; [0OD12FF58]
EAX ; [0012FF78]

[0012FE38]
[0012FE40]
[0012FE4C]
[E1948C08]
[E1948C10]



[Mpobnema npumeHeHnAa KOMBUHaLUKUK
0b6paTHbIN-NPAMOMN CNaANC

e TouyKa pPacnoaoKeHMA BbIXOAHbIX AAaHHbIX (War u
AYEMKU) KaK NpaBUIO U3BECTHA

* [Mpobnema - Hy»KHO 3HaTb TOUYKY PacrnonoOXKeHUn
BXOAHbIX AaHHbIX

— B HeKoTopbIX c/ly4aax (MCnoib30BaHUE AOKYMEHTUPOBAHHbIX

API-GyHKUMIM MK annapaTHbIX MHTEPDENCOB) — TaKas TOYKaA
JIEFKO HaxoAuTCH

— C TOYKM 3PEHNA NMPpNUMEHEHNE NPAMOTIo C/TANCUHTa K

obpaTHOMY — Ierko NAeHTUPULMUPYEMbIX TOYEK BBOAA
BXOAHbIX JaHHbIX Kak NPaBU/I0 HECKONbKO. Kak UCKaTb?

* BapuaHT pelleHnUs — UHTEPaKTUBHOE MOCTPOEHME CXEMDbI
anropuTma



[TocTpoeHue cxembl aNropuUTMa

>
1 >

in () i key len

SN\ /

_thec_encrypt
[970235 - 97CD&9]

|

out (v)

X0

_chc_decrypt
[97CD98 — 98DC1A]

@@ @D >
@D

_fwrite
[98DC22 - S3DFE0]

Cxema anzopumma — rpad, KOTOPbIA CTPOUTCS Ha OCHOBE
Tpaccbl NPOrpaMmMbl U NO3BOSAET B HAMNAAHOM BUAeE
npeacTaBUTb NPeobpa3oBaHMA HEKOMOPbLIX AAHHbIX,
KOTOPble OCYLLECTBASET UCCAeayeEMAn NPOrpaMmma.

[pad BKAOYaET B cebA MHOXKECTBO BEPLUMH,
COOTBETCTBYHOLLNX BbI30BaM PYHKLMIN C U3BECTHOM (K
OMUCAHHOM) CEMAHTUKOM, U OTOOpaXKaeT NOTOKM AaHHbIX
MeX Ay BXOAHbIMWU U BbIXOAHbIMM NapameTpamMmm 3TUX
GYHKUUN.

Ona popmanbHOro onmMcaHna CEMaHTUKN GYHKLUN
MCMONb3YHOTCA TaK Ha3blBaemMble Moodenu GyHKLUUN,
KOTOpPble 334at0T MHOECTBO BXOAHbIX U BbIXOAHbIX
NapamMeTpPOB M BO3MOMKHbIE CBA3M MeEXAY HUMMU.

[MocTpoeHMe cxembl aArOPUTMa ABAAETCA UTEPATUBHbIN U
WHTEPAKTUBHbIN NPOLLECC, MOCKONbKY AaHHbIE BXOAHbIX U
BbIXOAHbIX NAapamMeTpPoB MOryT pOpMUPOBATLCA U
MCNO/Ib30BaTbCA B QYHKUUAX, ELLE HE MMEKOLLMX MOAENEN.



[Tomep cxembl
aIfTOPUTMa

Paszmep dparmeHTa
Tpaccbl — 6,7 MNH LWAros

Bpema
aBTOMaTU3UPOBAHHOTIO
NOCTPOEHUSA C y4HETOM
HeobxoaMmocTum
3a4aHuUAa moaeneun
aHa/IMTUKOM — OKOJ10 2
4acoB.

Bpemsa «py4yHOro»
NoCcTpoeHuna (oThagumK +
amnsaccembnep) —
HEeCKO/IbKO Heaenb

(oNnTMMKUCTUYHO)
23



CreateFile\W
[DESFB344 — 0E91A239]
.r.l ..\'.
&
Gfle ~> %,
|
|
_SHA1_Begin Readrile -
[DE947590 -- 0E947590] [0ES31807 — 0E933196] o
.
\
outsha:lv:t!c L
7 Y 7
2ddinput paddinput (Tetsizd / -mﬁﬁ?.n- CE?T_ED/ / CEu_T\D ?
i
:‘.
prng_generateMewBytes \'-1 f _SHA1_Update _SHA1 Update :
[0EF37214 — DEF3A429] '-\ s [OE9475A8 — [JE94]"5F9] [0E947500 — DE94?6171 ,-"
l\'-_ .'\. __,"
\.
. y \'-,.__1___ outsha 1cte _outshaictx
T - TR i
'y '--.__._‘. . __d--"'_". N
4 (Rl ) Y
memcpy _SHA1_Begin _SHA1fEnd ReadFile
[DEF3A434 — OEF3445F] [UEFZZAAQ OEF22AE1] [0ES4761D -f 0E9458432] [OEC8991A — OECACTEF]

-
_SHAL Be R memcpy _SHA1_ Update i
[DEF52D61 - OER52069] i i | [DEF3A3DD — OEF3AADA] B .| [EF22a8s - OEF224FA] | i
. .‘._ - _,-'/ /._-’ ;
.'r-- -
..‘"/
(Bsized uf = -
. "F: . l I"v. N T, N '\..
: _5HA1_Update PGS _SHA1_Begi _5HA1_End Lt T T
*.. | [DEF52D€E DEFSZDBZ] S 7 | [oeEF2Tora - oEFET102] [0EF 22801 - DEF23301] 4
i P —7 T v i S Y W S



BbiBOAbI
« dopmanbHOe NpMmeHeHne obpaTHOro C1anCUHra ANA Bblae/IeHUs

anropmTma nNpmMBoAMT K 6ONbLLIOMY YNCAY KTULLHUXY» UHCTPYKLMUN

e [1nAa UCKNOYEHUA NepenomeToK TpebyeTca:

— MPUMEHEHME NPAMOro CNalCUHra No pesynbtatam obpartHoro. No3sonsaer
3HAUYUTE/IbHO (40 ABYX MOPAAKOB) COKPATUTb YNCIO KANLHUX» UHCTPYKLUMA C
XOPOLNMM NepCcnekTUBaMm NO YCTPAHEHUIO OCTABLLUMXCA K NULLHUX»
MHCTPYKLUMIK C MOMOLLbIO ONTUMUINPYIOLWMX Npeobpa3oBaHU

e [1nA UCKNOYEHUS HEAONOMETOK TpebyeTca:

— y4YeT aZpecHbIX 3aBUCUMOCTEN N 3aBUCUMOCTEN NO YNPaBAEHUIO

e Jlaxke cBOOOAHDBIN OT K ANWHUX» UHCTPYKLUMIN CIanC B NPAKTUYECKUX
CNy4asx HENPUroaeH ANA BOCNPUATMA YeNIOBEKOM. Bbixoa, - AeKoOMMNo3nums
cnamca Ha 6/10KM UHCTPYKLUMIA U NOCTPOEHUE CXeMbl aifoPUTMaA.



