MpocTon anroputm obmeHa
KAOYaMU U
Tpex NPOXoAHOU aNropuUTMm
wundpoBaHUA, Ha MOAYNAX HaA,
KONbLUaMM.



BBeaneHue

Oxungaemoe pa3BUTUE KBAHTOBbIX KOMMNbIOTEPOB
NMPUBENO K UHTEHCUBHOMY PAa3BUTUIO MPAKTUYECKNX
CXEM KpunTorpapuyeckmx npMMmMTMBOB NOA Ha3BaHUEM
[TocTKBaHTOBaA Kpuntorpaduma.

6 ¢deBpana 2016 r. National Institute of Standards and
Technology (NIST) npeano»unn Ha4yatb pa3paboTky
HOBbIX CTAaHAAPTOB A/19 UCNON1b30BaHMA [TOCTKBAHTOBOM
KpunTtorpadum B rocyaapCTBEHHbIX HYKAAX.

CornacHo gokymeHTy NIST K pUCKY BCKPbITUA OTHOCATCA
KPUNTO NPUMMUTUBBLI, OCHOBAHHbIE HA CIOXKHOCTHU
ANCKPETHOro NorapmdmMmnpoBaHuA.

3TO 3HAYUT, YTO HYKHO MEHATb aNTOPUTM 0BMeHa
Kntoyamm Andodun-XennmaHa B TLS npoToKone.



* B HacToAwWee BpemA npeanararoTca aIfOPUTMbl
obmeHa Karovamu, OCHOBaHHbIE Ha TEOPUM
peweToK (LWE, RLWE), KoTopble ncnonb3syetcs
B a/ITOPUTMaxX 0bmeHa Kiro4amu nog,
Ha3BaHMem “Hew hope”, “Frodo”.

* I3TWM BapuaHTbl nogaepxusaet Google, ans
NOoCTpoeHnAa TLS B pamKax MCNONb30BaHUA
[ToCTKBAaHTOBOW KpunTorpadpumn.

. cnonb3oBaHUE MEeTOA0B I//IUNTUYECKOU
Kpuntorpadum cornacHo NIST asnsaeTcs
VA3BUMbIM.



e OTMEeTUM, YTO CYLLLECTBYET MHOTO
Pa3HOObpa3HbIX METOAOB A1 NOCTPOEHUA
anroputma nodoun - XennmaHa ana pasgiMyHoro
BMUAA KOHEYHbIX Fpynn, B OCHOBHOM 3TO rpynnbl,
NOCTPOEHHbIE Ha OCHOBE HEKOTOPbIX NoArpynn B
nosiHOW rpynne obpaTumblX maTtpul,. 3aecb
OCHOBHaA npobnema c peanmsauuemn.

B pabote paccmaTpuBaeTcsa BapuaHT
obbeaAnHEeHNA MaTPUYHbIX Kosel, U
npeacTaBAeHMM MAaTPUYHbIX KONEL, B HEKOTOPbIX
MOAyYNAX B AyXe TeOpUN NpeacTaBieHUs
CUMMETPUYECKUX rpynn.



* YT0bbl HE 3arpOMOXKAATb PAabOTy YaCTHbIMU
NeTanaMm pacCMaTpmUBaETCA TO/IbKO
npeactaBneHne B KOCOCUMMETPUYECKUX
Mmoaynax. B asTom cnyvyae MOXKHO UCNOIb30BaTb
npocTenwine meToabl U3 IMHENHOWU anrebpol.



Mopaynb KOCOCUMMETPUYECKUX
TeH30pOoB

OmumeM OCHOBHOM pAMEp MO/, 3a(UKCHPYEM HEKOTOPOE KOMMYTATHBHOE
KoubIIo ¢ euHuned R . Beenem cranpapTHEI MOMyIb R"wan xomsrom R.

v n
O6o3Haqmm uepes &, &,,...,G, HekoTopbli 6azuc Moayns R . Beenem

MHOXECTBO MaTpHIl pasmepa NXN ¢ ymemertamu 13 komsiia R, Mat(R,n).



Co BeskuM MogyieM R MOXKHO CBA3aTh HOBBIM MOJIYJIb 1O CJIEAYIOIIEMY
npasuiy. Beidoepem nekoropoe unciao 0 <K <n, seemem I'paccmManoBo
TPOU3BENCHUE BEKTOPOB A (IPYro€ Ha3BAHWE BHEIIHEE MPOU3BEICHUE BEKTOPOB).

JNlanuoe nponssenerue obnanaet ceoiicteoM & AG; =0,8 A&, =—E; A& 1#].
Teneps BeiGepem Habop uncen 1< 1, <1, <...<l <N, comocrasum 3ToMy Habopy,

Halop & AG; A..A§; . BceBo3MoXHBIC Takie HaOOPBI 00pa3yIOT 6a3uc MOLYIIS,

koTopsIi o603nagaercs A(N,K). Herpyaro 3ametuts, 4To pa3MepHOCTb 5TOr0
n!
ki(n—k)!

MOJTyJISl PaBHA



ITycte A € Mat(R, ), oueBrIHO, YTO BCSIKOM TaKOM MaTpHIIE COOTBETCTBYET
n!
I(n—k)!
BCEBO3MOXKHBIX MUHOPOB pasmepa K x K maTpuner A .
Nwmerot Mecto cneayrorue cBoiicta matpuisl C, (A)

1. VA,BeMat(R,n) C (AB)=C, (A)C, (B)
2.VAeR C, (1A)=1“C (A)
3. Ecmu A,B e Mat(R,n), To pasencteo C, (A+B)=C, (A)+C, (B), Boobie

TOBOPSI, HE HIMEET MECTO.
4. Eciu | € Mat(R,n) - emunrnunas marpuia, to C, (1) exuanunas matpuia B

n!
Mat(R, ki(n- k)!)'
5. Ecmu matpuna A obparumas, To C (A™) =C, (A)™
(n-1)!
(k=D (n—k-1)"
Mosx#o cuutath, uto C, (A) = AAA A...A A (BHelIHEE IPOU3BEICHNE OEepeTcs
K pa3).

matpuiia C, (A) € Mat(R, ” ). Dnementsl Matpuisl C, (A) cocrosT u3

6. det C, (A) = [det(A)]* rre u=




OnucaHue NpPoOTOKoa1a 0bmeHa
KJIOYaMM.

Aimica 1 Bo0O XOTIT 0OMEHATHCS KITFOUAMH.

Anwca BeiOupaer uncina N, K, komsno R, matpuiy A € Mat(R,n), u snement

® € A(n,K) . Beruucaser muorounen f(A)=S, wuomemenr
0, =C, (S)o € A(n, k). Toceutaer boby N, kK, R, A,0,,.

B00 Berunciser Maorowied T = g(A), Beiunciser 18a d1eMeHTa
0, =C (T)o e A(n,k) u o, =C, (T)®, € A(n,k). dnement ®, ocraBnser

ceOe, 2JIEMEHT (), OTIpaBisieT Ance.

Amuca Beraucisier ®, = C, (S)®, € A(n, k). B cuy toro, uro marpumpt S, T
KOMMYTHUPYIOT, 0, = M,. TeM caMbIM KO((QUIUCHTEI JIEMEHTOB SBJISAIOTCS

001UM KITF0YOM. [t yCHIeHHsT CTOMKOCTH KeNaTeNlbHO, 9To MaTpuisl S, T Obutn

HEOOpaTUMBI.



OnucaHue Tpex NpPoxXoaHoOro
NPOTOKOANA.

Annca B KQYECTBE OTKPBITOrO KJIO04a IIpeiaraeT Koo R u remepupyer
nexoropyro marpuiy A € Mat(R,n).

Bbo06 3naeTr konbno R, B cuiay TOro, 4ro éMy U3BECTHO YMCHO N, OH MOXKET B3SITh
nroboe uncno K, ciemosarensHo, ucnons3oBath Moayib A(N,K) . Ipeamnonoxum,

gyro M € A(N,K) sBiastercst coobeHneM, kotopoe bob xoder nepenars. oo
BLIOMpAaeT MHOro4eH u ctpout ooparumyro matpuny T = g(A) . ITocie uero

noceutaet siemenT @, = C, (T)® Anuce.

Anuca ctpoutr ob6parumyro marpuny S = f (A) u Bosspamaer
®, =C, (S)o, =C, (S)C (To=C (ST)o =C (TS)®

bo6 BeIUHCIISIET
o, =C (THo,=C (T)C (TS)o=C (T 'TS)®o =C, (S)®
M Bo3Bpamaer m,; Aimuce.

Amuca Berauciser C, (S o, =C, (S™)C, (S)®» = ® u uuTaer nocianHoe

COOOIIIEHHE.



UrpywieyHbin npumep.

Bynem oGo3nauats uepe3 R omno u3 konen Z,Z_ . PaccmoTpum Moaynu R

Mycrs &,,&,,E, cranmapTabii 6asuc B R°. BBeneM cTaHapTHBIH 6asuc B MOyIe
A(3,2), 6asuc umeer Bun &, AE,,E AE; &, AL,

[Ipeamonoxum, 4T0 BbIOpaHa MaTpHIA (OTKPHITHIN KITHOY)

(2 -1 3)
A=|-3 1 5
2 0 4,




Beraucimm

13 -3 13
A’=|1 4 16
12 2 22)

Tenepb NOCTPOUM CEKPETHYIO MATPUILY

S=7E —11A + 23A° na6op (7,—11,23) sBistercst CEKPETHBIM KIIOIOM

(1 0 0 2 -1 3 13 -3 13
S=7|0 1 0]-11/-3 1 5|+23/ 1 4 16
001 (2 0 4 (12 2 22

N

(284 58 266
S=| 56 88 258
254 —46 469




Ipenamnomnoxum, 4TO HY>KHO MEepeaaThb CEKPETHOE COOOIIEHUE, KOTOPOE
3aMUChIBAETCS B BUJIE

=11 AE, +8§, AE; —BE, nE;;me A(S,2)
JlanHOEe BEIpa’KE€HHE 3aIllUIIEM B BUIE BEKTOPA
(11,8,-5)

NuaynupoBaHHOE MPeoOpa30BaHUE BBITJISIIUT TakK

Sw= 11(SE;) A (SE,) +8(SE;) A(SE;) —5(SE,) A (SE;)

HNmMmeroTr mecTo CJICAYIOIIMC COOTHOIICHU A

284
SE, =| 56 |=284&, +56&, +254&,
254

-58
Se, =| 88 |=-58&, +88&, — 468,
—46

266
Sg, =| 258 | = 266&, + 258&,+469¢,
469



Termepb BBIYUCIISIEM B HOBOM Oa3Huce MOJYJIs

(S&,) A (SE,) =(284&, +56&, +254&;) A (—58E, +88&, —46¢&;) =
(284 <88 -56 < (—58)E, A&, + (284 < (—46)-254 < (—58))g, n&; +
(56 < (—46)-254 <x88)E, A&, =28240&, A&, +1668&, A E,-24928&, A &,

3aMeTHM, 4TO Ha caMOM JeJie KOdPPUIUEHTHI IIPHU 0a3UCHBIX BEKTOPAX B MOIYJIE
A(3,2) 5T0 COOTBETCTBYIOIINE MUHOPHI MAaTPHUILIbI

284 -58
56 88
254 —46

Teniepr ai1st Beraucienust (SE,) A (S&;) paccMmoTpuM marpuily

284 266

56 258

254 469
Tornoa

(Sg)) A(SEg,) =58376&, A&, +656325, AE,-39268&, A&,
Haxkonen Berauciaum (S&,) A (S&;). st 3TOr0o BBEIeM MaTpHILY

-58 266
88 258
—46 469



Torpa
(SE,) A(SE;) =—-5H3336E, AE,-14966E, AE, +11868E, A&,
[Tonyyaem pe3yabTat

S"e=1043932¢, A&, + 6182348, A&, — 6476928, AE,

Cnegnosarensno, Bextop (11,8,—5) nepexoaur B BekTOp

(1043932,618234, —647692).



[Io cMBICITY KOHCTPYKIIMM 30YMBIILIEHHUK 3HAET BXOJHOM M BBIXOJJHOM BEKTOPA,
1 OTKPBITYIO MaTpuiy A . B maHHOM ciydae BO3MOXKHAS aTaka BBITIISIUT Tak.
Eciu 310yMBIIIIEHHUKY M3BECTHO TPH JIMHEMHO HE3aBUCHMBIX BXOJIa M BBHIX0/A (B
TAHHOM CITyJae MaTpHIbI pa3Mepa3X 3 ), TO OH MOXKET OIPEICIUTh

HHIYLHPOBAHHYI0 MaTprIy S . OTCI0a MOPAJIb IIPH KAKIOM TEPECHUTKE HAZIO
MEHSTh MaTpHIy S .

Ecnu cexpeTHas MaTpuIia Ayist BCIKOM IEPECHLIKE MEHSAETCS, TO HA0 MOTyIHTh
MATpPHIY S U3 HHOPMAIHH, KOTOpas JOCTYIIHA TOILKO OfHH pa3. EMy Touno
W3BECTHO, YTO MATPHIIA S BBIPAKAETCSA KaK MHOTOUWIEH OT MATPHILI S .
[TockOMBEKY paccMaTpHBAIOTCS MATPHUIEE pasMepa 3X 3, TO M00as MaTpHIa
MOXKET OBITh IPEICTABICHA B BU/IE

S=XE + YA +ZA°



WNnu B 1BHOM BUJIE

1 0
S=x|0 1
0 0

0
0
1

X+2y+13z
-3y +2
2y +12z

2
-3
2
-y -3z
X+Yy+4z
—21

Ty

-1 3 13 -3 13
1 5|+z/1 4 16
0 4 12 -2 22
3y+13z
by +16z
X+4y+22z2

OTCIOI[& MOJKHO ITIOJTYYUTb MAaTPHUIIbI JJIA1 BEIYUCICHUA OHpGI[GHPITGJ’IGﬁ MHUHOPOB.

X+2y+13z
-3y +12
2y +12z

—-y-3z
X+Y+4z
—21

X+2y+13z 3y+13z
-3y +12 oy +16z
2Yy+127  x+4y+2212

-y -3z
X+Yy+4z
27

3y+13z
by +16z
X+4y+222




[TepBoe ypaBHEHME, KOTOPOE MOJIYYaeTCs MPHU aHATM3E UCXOTHOTO MTPUMEPA

1 (x+2y+13z)(x+ y+4z)—(-y—-3z)(-3y + 2)]+
8[(x+2y+13z)(3y +13z) - (3y +13z)(-3y + 2)] +
—5[(-y-3z)(by+162) — (x+ y+4z)(3y +132)] =1043932

ECcTeCTBEHHO CKOOKH MPUACTCS PACKPHITE.

JTaHHOE ypaBHEHUE SBJISETCS HEMMHEWUHBIM YPABHEHUEM BTOPOTO MOPSIIKA JIJIS
TPEX MEPEMEHHBIX. ECTECTBEHHO K HEMY HYKHO JI00ABUTH €III¢ Ba ypaBHEHUS. B
PE3YJIBTATE MOIYYACTCSH CUCTEMA M3 TPEX YPABHECHUM JJISl TPEX HEM3BECTHBIX.
N3BeCTHO, YTO 3aja4a PEMICHUS TOJUHOMHUAIBHBIX YPABHCHUN HAJl LIEJIBIMU
YKCIIAMU SBIIACTCA TPYIHOM

DTOT K€ IPUMEP MOKHO pacCMaTpUBaTh HaJ KOJIBIIOM Z o



JakjoueHne.
JlocToMHCTBA

J1714 BCAKOW MATPHUIBI CYIIECTBYET MHOTO BAPUAHTOB IIOCTPOCHUSA MOIYJIEM.
OTO 03HAYAET, YTO TUII MOIYJIA MOKHO BBIIUCATH B OTKPHITOM KITFOUE.

Kpome Toro, 11 peanu3anuy TpeX MPOX0JHOTO IPOTOKOJIA OTIPABIAIONIUHI
COOOIIECHHS MOKET MPEIOAKNTS CBOM BapHaHT MOAYJIA. [1d Boajenbia
OTKPBITOTO KIIF0Ya HE BaKHO, KaKOW MOAYJIb BHIOPaH.

HenxoctaTkm

OcHOBHas, MOKa HEpPEIIEHHA IPo0JIeMa, 3aKTI0YaeTC B 3Q(DEKTUBHOM
peanu3alyy JAaHHOTO BapHaHTa KPpUNTOrpahuyeckux IPUMUTUBOB.



bnarogapto 3a BHUMaHuUe.

Bonpochbi?



