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Avpekc.Obnako — 3to nnartdopma

Yandex Cloud Marketplace

MarasuH napTHEPCKNX NPUITOKEHUN U CEPBUCOB
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[Tpobnembl WndpposaHmna B Obnake



LLUncdbpoBaHue B Ob6nake ¢ TOYKMN 3peHUA Nofib3oBaTens

) [0e xpaHaTcs KIoun?

) Kakon y KnoYemn XU3HEHHbIN LUKN?

> HenoHATHO, Ha KakoM aTane LN pyoTcsa JaHHbIE
) Bcé Topmosut

> Mou gaHHble BCE paBHO YTEKYT



LLincbpoBaHue AaHHbLIX C TOYKU 3peHunsd paspabotTumka H.06naka

> MHoro cepBuncoB: HEOOXOAMMOCTb eANHOro LeHTpa Ang
yrnpaBneHns Knovyamn

> OrpoMHbIN 0OBEM JaHHbIX
) XpaHeHue Kroden B 3amdpoBaHHOM BUE



Oo6wue npuHumnosl KMS



MpuHunnbl KMS

) 3awmTa gaHHbIX — 3alumTa KIoden

> OThenbHbIN cepBUC MO YNpaBreHuto Koyamu
) [NoBbilWeHHble TpeboBaHUSA K 6€30MacHOCTM

) PacnpepenéHHasa cxema wudpoBaHma AaHHbIX
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Envelope encryption
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Security Promise

KEK He nokupgaroT KMS B oTKpbITOM Buae

> KEK He nokupatot nepumetp AHaekc.Obnaka HM B KakoM BUAE
> KEK - Tonbko B namatu KMS

> DEK ans Envelope Encryption - Tonbko no TLS, yHu4yTOXa0TCA Nocne
nepenayn nonb30oBaTesNto
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KMS: cxema padoTbl
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ApXUTeKTypa
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Root KMS

OTaenbHble punsnvyeckne MmallunHbl

CtaTnyeckme KOHMUrn Krnroveu

He 3aBucUT OT 0asbl AaHHbIX

Tonbko encrypt / decrypt APl gna nonb3oBaTeneun
MasterKey windpyertca kntodyom TPM

WOV WV WV W
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key management encrypt / decrypt

REST / gRPC

REST / gRPC
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[loaxoabl K peann3aunm NOTOKOBOIO
LN poBaHUA



[loTOKOBOE LWncppoBaHme

LLindpbpoBaHmne bonbLnx dannos

B0O3MOXHOCTbL range-3anpocoB Ha YTeHue
Pa3bneHne ncxoaHoro notoka AaHHbIX Ha CErMeHTHI
AES-GCM-HKDF-STREAMING

PeannsoBaHo B cBA3ke KMS + ODbject storage

WOV WV WV W
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LLindbpoBaHue

) Authenticated Encryption with Additional Data: AES-GCM
> CosmMmellaeT B cebe 1 lWndpoBaHne 1 ayTeHTudmnkaumio AaHHbIX

Plaintext | Aditional Data —

Key

Authenticated Encryption

Ciphertext Aditional Data | Tag

Sent information i

Nonce




[loTOKOBOE WWnpoBaHUue: 3aroyfioBOK

T fwem [

30



[loTOKOBOE W poBaHMe: NonyvyeHue Krnroya
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[ToToKOBOEe WwudpoBaHue: odLlan cxema
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Use cases



Client-side encryption B S3

App SDK
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Server-side encryption B S3
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LLindopoBaHue guckos VM
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LLincdbpoBaHue 6ekanos B MDB
MDB VM
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B ntore: yto ectb KMS?

[ TONTHBbIN XXNU3HEHHbIN UMKn Knoden KEK

Encrypt / Decrypt API

LLiIndopoBaHme d6onbLIoro obbema AaHHbIX C NOMOLLLIO envelope encryption
AyOounT ncnonb30oBaHUA KIo4ven

[ paHyNSPHbLIN KOHTPOSb AOCTYMNa K Krtovam

Separation of duties Ha ypoBHe CEPBUCOB - HY>XHO CrnoMaTb 2 CepPBUCA,
YTOObI NONYYNUTb AOCTYN K AAHHbIM

) [apaHTuMpoBaHHOe yaaneHue AaHHbIX NPy yaaneHun Kroda

WOV WV WV WY
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Cnacub6o!



