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Kpuntorpadpuueckmne anroputmbl Kutaa: passutme n npumeHeHme
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I MpumeyaHme: [aHHbIA AOKYMEHT Bbl1 NOAFOTOB/EH ANs poccuiickon KoHobepeHuun RusCrypto B mapte 2020 roga. OH CAyXXUT OCHOBOMN ANSA |
| o

1 OBCYXAeHWA U He npegcTaBaseT cobon Kakoro-ambo o6s3aTeNbHOro orpaHuuYeHus Ad aBTopa WAW NpejocTaBUTeNs 3Toro AokymeHta. Mpu !
| AanbHenLeM NCCeA0BaHNN MaTepuabl AaHHOTO AOKYMEHTa MOTYT U3MEHWUTLCS MO GOpMe U COAepIKaHULo.
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CoaeprxkaHume

ﬂ/ Pa3Butme n cratyc KuTauckux Kpuntorpapuueckmx airoputMoB
C>/ NMpumeHeHMe u BKNaa KNTaUCKUX Kpuntorpapuuyeckux airoputMmoB

a/ MNepcnekTMBHbIE HaNpaB/JIeHNA Pa3BMTUA U NJIaHbl Ha 6yayLllee
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1. PasButme n ctatyc KUTanCKmnx

Kpuntorpadpunuyeckmx aaroputmos
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PazBuTme NoaMTUKM ynpasneHus Kpuntorpapuueckmmm
anropuTrMmamm

i PernameHT ynpaBneHus i Hayano mexayHapoaHoM : 3akoH o kubep6esonacHocTu
! WwKMdpoBaHMeEM B : cTanpapTmsauum kutanckux  : Kuraiickon HapoaHon
KOMMepueckomn cepe i KpunTorpadu4ecknx : Pecny6nukm

: . anropuTMoB :

b4
Ony6nukosaHme i 3aKoH 06 3MEeKTPOHHOI i 3aKoH 0 KpunTorpacum
hpOMbll.l.l.l'leHHbIX cTaHAapToB noanucu KuTtanckon Kutanckon HapOﬂHOﬁ

'SM2/SM3/SM4 . HapopaHoit Pecny6nuku : Pecny6nukm
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Kutanckmne kpuntorpadpuueckme anropmtmbol

O SM2- Kpl/lﬂTOfpa(I)VILIECKVIe aAJITOPUTMbI C OTKPbITbIM KJIFOYOM Ha OCHOBE JUZIMNTUYECKUNX

KpUBbIX

—  Bk/oYatoT AaroputMm umdposor nognuck, NMpotokon obMeHa karoyamu, ANropuT™ LWNGpPoBaHUS C

OTKPbITbIM KJIKOHOM
O SM3 - Kpuntorpadpuuecknm airopmtm xewmpoBaHusa (256 6ur)
O SM4 - Anroputm 6104uHoro wmngpposaHua (128 6ur)

O SM9 - Kpuntorpadpuueckue anroputMbl Ha OCHOBe naeHTUPUKaLUn
—  BkAtoYaroT Aaroputm undposon nognucu, NMpotokon obmeHa karovammn, MexaHn3mM MHKancyaaumm
KJHOYen v Aﬂl'Opl/lTM LLIl/lq)pOBaHMﬂ C OTKPbITbIM KJIOHOM
O Zuc- Anroputm Steam-wumndppoBaHus

—  BKJItOYaeT Aropmut™M KOHOUAEHUNANBHOCTU U ANTOPUTM LLEJIOCTHOCTU, 0406PEHHbIE KOHCOPLMYMOM .
3 China IWNCOMM Co.,
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OpraHusauusa no ctaHgapTmsaumm Kpuntorpapuueckmnx
anropuntmoB B Kutae

O SAC: AgmuHuctpaumsa no ctangaptmsaumm B KHP

O SAC/TC 260: HaumoHanbHbIN TEXHUYECKUA KOMUTET MO CTaHAapTu3aumu B ob6a1actm mHpopmaLMoHHOM

6e3onacHOCTH

— PaspabatbiBaeT cTaHAapTbl AN TEXHONAOrMA B obnactm nHGOpMauMoHHOW 6e30MacHOCTH, BKAKOUaS
KpunTorpaduro n 6e3onacHoCTb, ayTeHTUdMKaLMIO U aBTOpM3aLmMio, 6e30MacHOCTb CBA3M, 6e30MacHOCTb

60NbLINX AAHHbBIX U Np.
O TexHuyeckum KOMUTET NO KpUnTorpadpmnueckom ctaHgapTmaLmum
— PaspabatbiBaeT NpOMbIWIEHHbIE CTaHAAPTbl, WMeKWMe OTHOoWeHne K Kpuntorpadwuw, BKarOYasn
Kpuntorpadunyeckme anroputMbl, Kpuntorpadunueckme NpuaoXeHmsa, NPOTOKOAbl 6€30NacHOCT U T.4,.
O SAC/TC 180: HaumoHanbHbIN TEXHUUECKUA KOMUTET N0 PMHAHCOBOMN CTaHAAPTU3aALUMN

O BBaMMOAeﬁCTBMEI C TexHWn4Yeckmm KOMUTETOM no CTaHA4apTU3aunn KpVII'ITOFpaCI)VI‘-IeCKMX I'IpVI.ﬂO)KeHVIﬁ

(SAC/TC 28, SAC/TC124,n np.)
3 China IWNCOMM Co.,
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CraHaapTM3auma KUTauCKMxX Kpuntorpapumueckmx airoputmon

Kpuntorpadpunuecknn | NMpombiwneHHble | HaunoHanbHble Cranpaptbl MexayHapoaHou
anroputm CTaHAAPTbI CTaHAAPTHI opranu3aumv no Apyrve
craHaaptm3sauum (ISO)
SM2 GM/T 0003-2012 GB/T 32918-2017 | ISO/IEC 14888-3:2018 (SM2-DSA) /
SM3 GM/T 0004-2012 GB/T 32905-2016 | ISO/IEC 10118-3:2018 /
SM4 GM/T 0002-2012 GB/T 32907-2016 | ISO/IEC FDIS 18033-3 /
ISO/IEC 14888-3:2018 (SM9-DSA).
C1a ISO/IEC 11770-3/Amd.2 (SM9-KA ,
SM9 GM/T 0044-2016 TaAna CDAM), /
0p06peHns
ISO/IEC 18033-5/Amd.1 (SM9-IBE ,
CDAM)
3GPPTM
Zuc GM/T 10004-2012 / ISO/IEC 18033-4/Amd.1 (DAMD) EEA3/EIA.
dg& China IWNCOMM Co.,
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2. MpnmeHeHue n BKaj, KNTauCKux

Kpuntorpadpuueckux airopuTmMoB

38 China IWNCOMM Co., .
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NMpombiwieHHOe pa3BUTUE KUTaAaUCKOro KOMMepUYecKoro
wneppoBaHUA

O [MpombiwneHHbIM Macwitab: B 2017 npoMbiwaeHHbIM MacwTab cocTaBasa
23,94 munnmapgaa (B KUTaNCKUX H0aHAX) N NO3Xe poc Ha 57,9% exeroaHo.
B 2020 rogy oxunaaembi macwtab — cebiwe 40 Muanmapaos (B KUTaUCKNX
FOaHAX).

O O6vbembl npogax: 1,32 muananapaa (komnaektos npoaykummn) B 2017 rogy
O Konuuecrso kopnopauun: 1700+

&3 g

2012 2013 2014 2015 2016 2017

Ay
28 China IWNCOMM Co., .



: Co-building Trust in the Cyberspace

CTaHAapTVBaU,I/ISI M NHAYCTpUaandauusa KUTaNCKUNX

Kpuntorpadpuuecknx nNpoToKosioB 6e30nacHOCTU (WAPI - B KauecTse
npumepa)

« WAPI: UudpacTpykTypa ayTeHTUPMKaLUN U KOHPNAEHLNaIbHOCTU
6ecnpoBOgHON NIOKaNILHOU CeTU
— Onyb6ankoBaHO B KayecTBe HauMoHanbHOro craHaapta Kutaa GB 15629.11 B
mMae 2003 roaa.
— ba3oBasa TexHonorna WAPI 6b1na onybavkoBaHa B KauecTBe MeXXAyHapoAHOro
ctraHaapTta ISO/IEC 9798-3:1998/Amd.1:2010 (JTC 1/SC 27)

— Wcnonb3oBaHne 6aokoBoro wndposaHma SM4

28 China IWNCOMM Co., .
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CraHaapTM3auma N MHAYCTPMaAN3aLma KUTaUCKMX Kpuntorpapunueckux
NpPoToKo/IoB 6e3onacHOCTU (WAPI - B KauecTee npumepa)

O CpaenaTb MeXXAYHApPOAHYHO MPOMbILLJIEHHOCTb, UCMOJ/b3YHOLLYI0 6€CNPOBOAHYIO JI0KaJ/IbHYHO
cetb WLAN, 60osnee 6e3onacHon

® Wi-Fi: KRACK, Dragonblood u apyrue yassumoctu 6b111 o6Hapy>keHbl ans WPA2 u

WPA3 B 2017 roay

WAPI: 6pewun B 6e30nacHOCTU 06Hapy>keHbl He 6bian
IMoayuenne u nepexaya Msg3 B cranaapre IEEE 802.11

Fig.13-17

The Anthenticator sends Message 3 to the Supplicant.

12.7.6.4

On reception of Message 3. the Supplicant silenily discards the message if the Key Replay Counter field
value has already been used or if the ANonce value in Message 3 differs from the ANonce value in
Message 1. The Supplicant also

v
FT-PTK-CALC-NEGOTIATING
PTK = TPTK

Send EAPOL-Key (1,1,0,0,P, 0,0,
MIC-KCK)

EAPOL-Key Received &&
Request && MIC-Verified
&& MesgNo == 3

https://papers.mathyvanhoef.com/ccs2017.pdf
https:/lwww.krackattacks.com/

ucT

A
FT-PTK-INIT-DONE

MLME-SETKEYS request(Painwise)
MLME-SETPROTECTION.request(FTO,Rx_Tx, Pairwise <

802.1X::portEnabled = true
802.1X::portValid = true
802.1X::suppKeyAvailable = false
802.1X::keyDone = true
Initial-Assoc = false

28 China IWNCOMM Co., .
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CraHaapTM3auma N MHAYCTPMaAN3aLma KUTaUCKMX Kpuntorpapunueckux
NpPoToKo/IoB 6e3onacHOCTU (WAPI - B KauecTee npumepa)

https://wpa3.mathyvanhoef.com/#new

JIBm:kenue nporokoJaa WPAS3 B crangpapre |EEE 802.11:

@l | A dversary IE J Client (victim) Access Point (adversary) ‘

Beacons(RSNE with only WPA2 support)
Auth-Commit(group=21, s4, E4) @
@ {Block] (Select WPA2
Auth-Commit(status=unsupported)
AssocReq(RSNE with WPA2 as chosen cipher)
Auth-Commit(group=19, .9:1, E:-i} @ Association Response
Auth-Commit(group=19, sg, Eg) Msgl(ANonce)
@ [:Derive PTK
Auth-Confirm(s 1) ©)
Msg2(SNonce, MIC; RSNE-Chosen)
Auth-Commit(sg) [Perform dictionary attackJ
T
3rnoyMBbILLNEHHWNKM 3aCTaBMnAT 06e CTOPOHLI BLIONpaTth bonee 3noyMBbILLNEHHVK 3anyckaeT CroBapHyto ataky nocrne ar
yepes AemMoaepHN3aLmIo .
cnabble napameTpbl 6e30MacHOCTM, BCTaBMSAA KOHKPETHbIE 88 China IWNCOMM Co.,

co006LLEeHNs B NpoLiecce B3aMMOAENCTBUS
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CraHaapTM3auma N MHAYCTPMaAN3aLma KUTaUCKMX Kpuntorpapunueckux
NpPoToKo/10B 6e3onacHOCTK (WAPI - B KauecTBe npumepa)
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Bknap B mexxayHapoaHoe peryiivpoBaHue Kpunrtorpagpuueckmx
a/ropMTMoB

Perynupylowme Hopmbl U NpaKkTUKa: Kpuntorpadpuueckue anroputmbol

O Korpa kpuntorpaduyeckme anroputMbl NPOMNMCaHbl B CTaHAApTE:

>

>

Cnyuam N2 1: lMpeanoxxeHue no ctaHAapTy yka3biBaeT AES B kauecTBe eAMHCTBEHHOrO BapuaHTa AN
wudpa. IT0 0O3HaYaeT, UTO NPUHATUE APYTUX KPUMNTOANTOPUTMOB HE COOTBETCTBYET CTaHAAPTY.

Cnyuam N2 2: B cnyyae HaumoHanbHOU agantaumm ¢ Moandukaumamm MexayHapoaHoro ctaHaapTa,
eC/IN CNOJIb30BaHMe ero HauMoHaNbHbIX LWWMPPOB NpeayCMOTPEHO KaK NnpeaMeT MecTHOro
peryimpoBaHuns, MOryT BO3HMKaTb BHELLHME BO3paXXeHusa NpOoTMB COAep>KaHUA, KOTOPble OTANYaoTCA OT
MEXAYHAaPOAHOro CTaHAapTa No NMpUUnHE «yCTaHOBJIEHWNS TEXHUYECKMX BapbepoB A5 TOProBAN».

F. Tam, rae MexgayHapogHble CTaHAapTbl CyweCcTBYHOT WU  UX co6mo,a,eH|/|e ABNAETCA Heu3beXKHbIM, areHTCTBO Mo
CTaHAapTn3aumnn AONXKHO WCMNOJIb30BaTb UX UAN UX COOTBETCTBYHOWLME YacCTM B KadecTBe OCHOBbI And TeX CTaHAaApPTOB,
KOTOpbleé OHO pa3pa6aTb|BaeT, 3a WCKIK4YeHnemM Tex dCaydaeB, Korga Takune MeXayHapodHble CTaHfapTbl WAKM  UX
COOTBETCTBYHOLLMNE 4actu 6y,£l,yT HeBCI)CbeKTI/IBHbIMVI Man HeCOOTBETCTBYHOWMMW, HarnpwmuMmep, un3i-da He40CTaTOYHOro YpPOBHA
3alwnTbl Nan (I)yHAaMeHTaﬂbeIX KIMMaTU4yeCckKnx mnan reorpacl)mquKMX q)aKTOpOB nnn q)yH,ﬂ,aMeHTaIlele TEXHOJIOTNYECKNX

npobnem.
g8 China IWNCOMM Co., .



D Co-building Trust in the Cyberspace

Bknap B mexxayHapoaHoe peryiivpoBaHue Kpunrtorpagpuueckmx
a/ropMTMoB
Perynupyrowme HopmMbl U NpaKkTUKa: Kpuntorpadpumueckme aaroputmbol

O Kak pgoctnub 6anaHca? O6bekTUBHOCTb, 06OCHOBAHHOCTb, YECTHOCTb
O lMpakTyka: YTBEPXKAEHME AN ONUCAHWE B TECTE MEXAYHAPOAHbIX

ctaHgapTtoB (Hanpumep, B ISO/IEC 29157:2015, onyb6ankoBaHHOM B
JTC 1/SC 6):

“Kpunmoepaghuueckue aneopummol, Komopwvle OON’CHbI NPUMEHAMbCIL K MEXAHUZMY
uUHGoOpMayUuoOHHOU 6e30NACHOCIU, MO2YM OblMb NOOBEPESHYMbL HAYUOHATLHOM) U
Pe2UOHAIbHOMY pe2yIupo8anuio. B 0annom medxncoyHapooHom cmanoapme
Kpunmozpaguieckue aieopummbl NOOKpenjieHvl NPUMepami, 4mo O0JHCHO
COOMBemcmae08amy HAYUOHANbHOM) 3aKOHOOAMENbCME)Y U HOPMAM U MOJcem Obimb 8b10PAHO

6 coomeenicmeuu ¢ KOHKpemHbimu mp€606dHuﬂMl/l 6 pA3JIUYHbIX CMPpAHAX U pecUOHAX ", .

3 China IWNCOMM Co.,
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Bknap B mexxayHapoaHoe peryiivpoBaHue Kpunrtorpagpuueckmx
a/ropMTMoB

Perynupylowme Hopmbl U NpaKkTuKa: Kpuntorpadpuueckue anroputmbol

O Perynnpyrowue Hopmbl MexxayHapoaHon opraHusauum no crtaHaaprtusauum (ISO) B oTHoweHUN
Kpuntorpadpuyeckux aroputMoB, 3aeMCTBOBaHHbIX B MEXAYHaPOAHbIX CTaHAapTax

»  Pe3sonouma ISO/TMB (CoseTta TexHuueckoro ynpasaeHunsa) N2 8/2012:

PE3OJIFOLHUA COBETA TEXHUYECKOI'O VIIPABJIEHHUA Ne 812012 3asenenus, nanpasnennvie Ha 02panuienue yeau UCHOoLb308aHUs KOHEUHO20 NPOOYKmMa
Jonoanumensno coznacosvieaem, umo 3aseienus (mpetoeanus), umerouiie OnMHoOueHue K KORMPAKMHbIM 0043amenbCmeam uil ROCMano1eHUAM

HpPAGUM e/IbCMEd, MAKIHCE He 0ONYCKAIOM A,

Tpebyem, umobol 110Oble Mmakue 3as61eHUst YOAIAIUCH 8 X00e pA3PaAbOMKU KOHeYHO20 NPOOYKmA (m.e. 00 3aKpbimusi OUACHOCIMUYECKOU UH(DOPMAYUOHHOT CUCTHEMDbL)
U umobbl 110ObIe MAaKUe 3a61eHUsL 8 CYUECMBYIOUUX KOHEUHbIX RPOOYKMAX YOAIAIUCh NPU NEPECMOMPE KOHEUHO20 NPOOYKMA.

»  Pe3sontouma Coseta TexHnueckoro ynpasneHuns N2 70/2018 (r. Can-MNayay, bpasunung, 14-15 viona 2018 r.) paet ganbHenwme
yTouHeHua ansa Pesoarounn N2 8/2012:

PE3OJIFOLINA COBETA TEXHUYECKOI'O VIIPABJIEHHA Ne 70/2018
Ipunsima na 72-m 3acedanuu Cogema mexnuueckozo ynpaenenus ¢ 2opooa Can-Ilayny (Bpasunus), 14-15 wons 2018 200a
FOpuouueckue obszvisaiowue 3asn6ieHus 8 KOHEUHbIX NPOOYKMax MedxcoyHapoonoli opanuzayuu o CmaHoapmu3ayuu
Cosem mexnuuecko2o ynpasnenus,
Tpunumas x ceedenuto sonpocwl unmepnpemayuu Pezonoyuu Cosema mexnuueckozo ynpasnenus Ne 8/2012 omnocumensio ¢pasol «Jonornumensio co2nacosvbléaem, Ymo 3asenenus
(mpebosanus), umeroujue omnouierye K KOHMPAKmHslM 00a3amenbCmeam Uil NOCMAHOBIEHUAM NPAGUMENbCMEd, MAKiCce He OONYCKAIOMCY
Taxoice npunumas 60 GHUMAHe, YMo
* hopmynuposxa, umerowas omnouierue K COOMBEMCMEUIO KOHMPAKMHLIM 0033AMenbCmeam, 10pUOULecKUM mpebosaHusM u NPAgUmMenbCmeeHHbIM NOCMAHOGIEHUSM, NPUMEHAEMCS 60
mnozux cmanoapmax 1SO; u
* koneunvle npodykmut 1SO mocym ucnonb3o06amvcs 015 0ONONHEHUS MAKUX MPebOBAHULL U CLYIICAM 6 KAUecmee NOIe3HbIX UHCIMPYMEHMOE 0I5 6CeX COOMBEMCMBYIOUUX Y4AC HUKOG
npoyecca (8km04as 2ocyoapcmeenivle CMpyKmypbl U NPOMbIUIEHHOCD);
Takoice npunumas x ceedenuio omeemol, nonyuennvie uz Taoauyst ounamuueckux memooos (DMT ) no oannomy éonpocy;
IIposicusiem, umo s 6cex koneunvix npooykmog 1SO :
a) 3asnenenus, Komopvle BKIOUAIOM A6HOE MPEOOGAHUE UNU PEKOMEHOAYUIO NO COOMBEMCIMEUIO KAKOMY-TUGO KOHKPEMHOMY 3aKOHY, NOCMAHOGICHUIO Wil KOHMPaKkmy (hanpumep,
HOPMAMUGHOIL CCbLIKe HA MaKue mpeboeaniis) uiu e2o Yacmu, He OONYCKaiomcs,
b) 3asenenus, umerowue omnowenue x opuOuLecKUM U pe2yTUpyIOWUM MPeOOSANUAM , DASPEUleHbl, eCU OHU He HAPYUAIOm RYHKM a);
) @axmonozuueckue npuMepsl COOEPICAHUs. KOHKPEMHBIX 3AKOHOE U NOCMAHOGIEHUL PA3PEULAIOMCS. 6 UH(HOPMAYUOHHBIX YETsX; U
d) Hukakux uckarouenuii O1s nyHKma a) ne npedycmMompeno;

Co.,
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Kpuntorpagusa: yuactme B pas3anuHbix cpepax paborbl MexxayHapogHoun
opraHusaumm no craHaaprtusaumn/MexxayHapoaHOU d1eKTPOTEXHNUECKOMN

komuccum (ISO/IEC)
O O6begnHeHHbIN TexHnueckm komuteT (JTC) N2 1 ISO/IEC n kpunTtorpadunueckas TeXHONOTUS:

obwmn nHtepdenc 6e3onacHOCTN, BCTPOEHHbIE CpeaCTBa 3aWmTbl HGOpMaLmn

AN
ISO
A v-d

INFORMATION TECHNOLOGY STANDARDS

OcHoBaH B 1987 rogy
CekpeTtapumaT: ANSI
(AMepukaHcKui
HaLWOoHanbHbIN
WHCTUTYT CTaH4apTOB)

22 nogkomuteta (SC)

SC6

JTC 1/SC 6

TenekomMmMyHuKaLmm 1 06MeH MHGOpMaLMen Mexay

cucteMamm

1964, KATS (0. Kopes)

SC 27

1990, DIN (F'epmanus)

SC31

1996, ANSI (CLLA)

JTC 1/SC 27

NHpopmaumoHHaa 6e3onacHocTb, kKnbepbesonacHocTb
M 3aluTa KOHPUAEHLNANbHOCTU

JTC 1/SC 31

MeToabl aBTOMaTMUECKON NAESHTUPUKALN U

c6opa AaHHbIX

28 China IWNCOMM Co., .
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Kpuntorpadusa: yuactue B pasnmuHbix cpepax paborbl ISO/IEC

O YnpaBneHue karo4yamm 3aLmThbl
» ISO/IEC 11770 YnpaBneHue Knoyamu 3aluThbl
O Kpuntorpapuuecknm anropmutm
» ISO/IEC 18033 AnropuTt™m LWndpoBaHms
» ISO/IEC 9796 Cxembl uudpoBon nognucu, obecneynsaroLine BOCCTaHOBMNEHWE COOBLLEHNI
» ISO/IEC 14888 MexaHun3mbl LincppoBOV NOAMUCH C NPUNOXKEHUEM
» ISO/IEC 20008 AnropMTM aHOHUMHOW LMcpoBO NoanncK
» ISO/IEC 29192 JlerkoBecHas kpuntorpadus
» ISO/IEC 10118 AnropuTtmbl XeLUMpoBaHUst
O MpoTtokon kpuntorpadpumueckom 6ezonacHocTu
» ISO/IEC 9798 AyTeHTuduKaumss obbekTa
» 1SO/IEC 20009 AHOHMMHast ayTeHTUdMKaunsa obbekTa
» ISO/IEC 9797 Kop ayTeHTudmkauum coobLieHus
O Kpuntorpaduueckui nporokon ceteBon 6esonacHocTu

» ISO/IEC 29167 BbesonacHOCTb paamMo4acToTHON naeHTudukaummn

» ISO/IEC 13157 be3onacHoCTb cTaHgapTa bnvkHeln pagnoceasn NFC .
> ISO/IEC 7816 bBe3onacHOCTb KapThbl C UHTerpansHon cxemoit (IC Card) 38 China IWNCOMM Co.,
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Bknaa Kutaa B ctranpgaptbi ISO/IEC, nmerowme oTtHoweHne K Kpuntorpadpumn
(B pamkax paboTbl O6beanHeHHOro TexHnueckoro komurerta N2 1)

»  SC (nogkomuret) 27
1 ISO/IEC 9798-3 AyTeHTudukaums obbekTa (TePA-EA)
2 ISO/IEC 20009-2 AyTteHTdMKaLmMa aHOHUMHOro obbekta (TAEA)
3 ISO/IEC 14888-3 Lindposas nognuce (SM2 DSA, SM9 DSA)
4 ISO/IEC 10118-3 Xaw-dpyHkuma (SM3)
5. ISO/IEC 18033-3 Anroput™m windpposaHmsa (SM4)
6. ISO/IEC 11770-3/Amd.2 (SM9-KA, CDAM)
7 ISO/IEC 18033-5/Amd.1 (SM9-IBE, CDAM)
8 ISO/IEC 18033-4/Amd.1 (DAMD)
(

1 ISO/IEC TS 29167-15 RFID KpuntolakeTt (TRAIS-X)

2. ISO/IEC 29167-16 RFID Kpuntolaket (TRAIS-P)
»  SC (nogkomutet) 6

1 ISO/IEC 13157-4 be3onacHocTb cTaHAapTa 6amxHen pagnocssasm NFC (NEAU-A)

2 ISO/IEC 13157-5 be3onacHocTb cTaHgapTa 6amxHen pagnocsssn (NEAU-S)

3. ISO/IEC 22425 Metopabl TectmpoBaHua ctaHgapta NFC (NEAU-TEST)
4, ISO/IEC 15149-4 be3onacHOCTb CETU MarHuTHoro nons ( MSAI)
5
6
7

ISO/IEC 29157 Be3onacHOCTb 6ecnpoBOAHbIX CETEN BAMXKHErO AeNCTBUA 1 HECNPOBOAHbBIX CETEN C HU3KOM CKOPOCTbO (PLAS)

ISO/IEC 29180 be3onacHocTb ceHCopHbIX ceTen (TSSI)
ISO/IEC 17821 becnpoBogHas Avenctas ceTb (AKEP) E;E China IWNCOMM Co
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Bknaa Kutaa B ctangaptbl ISO/IEC, nmerowme otHoweHune K Kpuntorpapumn

(O6HoBNEeHO o deBpana 2020 r.)

O Bknag Kutasa B pa3Butme Kpuntorpapuuecknx TEXHONOTMUA C TOUKM 3PEHMSA NATEHTHbIX AeKnapaunn B
MexxayHapogHoW opraHusauum no craHgpatunsauum (1SO).

China
* rme cTpaHbl/peruoHbIl
* ** 30 (IWNCOMM, Kutait 11) pr P P
KoanuectBo ctaHpaproB: 11/23 1602
C— —0

Germany
.

o IEC

L J
.
S
///‘\\\ 3060
N\
I I E NcTouHUuK AaHHbIX: Cnncok NOJIYYEHHbIX NMaTeHTHbIX

1SO STANDARDS AND PATENTS Aeknapaumm 1ISO (Cm. www.iso.org/patents)

28 China IWNCOMM Co., .

WUror: 3060 naTeHTHbIX AeKaapauui no IS @



http://www.iso.org/patents
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3. NepcnekTBHbIE HanpaB/eHUsA
0a3BUTUA M MJ1aHbl Ha 6

38 China IWNCOMM Co., .
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[locTXkeHnsa B nccneaoBaHumn Kpuntorpapuueckux
anropuntmoB B Kutae

O HaunoHanbHbIN KOHKYPC MO AN3alHYy KpunTtorpapuueckux airoputMmosB

Hauancsa 11 vioHa 2018 r. n okoHumnca 31 pgekabpa 2019 r.

Pe3ynbTathl BbIOOpa BKIOUALOT ABE KaTeropmn: Kpuntorpapuyeckue airoputMbl € OTKPbITbIM

KJIIOUOM U Kpuntorpapuueckue airoputmMbl 6;10uHoro wndposBaHus.
Kpuntorpadusa c otkpbiTbiM katouom (14 npeameTtos) :

Aigis-sig. LAC.PKE. Aigis-enc, LAC.KEX. SIAKE. SCloud. AKCN. OKCN. Fatseal. A=, AKCN-E8, TALE.
PKP-DSS. Piglet-1

BbnouHbie wngpsl (10 npeameTos) :

uBlock, Ballet, FESH. ANT. TANGRAM, Raindrop. NBC, FBC, SMBA_ SPRING

O 3tn 24 anropuTma ABAAKOTCA NMOKa3aTebHbIMU AOCTMXKeHMAMM Kutas B obaactu

KpmnTtorpadbunyeckmx aaropuTMOB HOBOTO NOKOJEHUS

28 China IWNCOMM Co., .
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MNMporpecc B 06/1acTV NOCTKBAHTOBbIX KpUnTorpagpuueckmx
anroputmoB U Bknag Kurtaa

MocrkBaHTOBasA kpunrorpadpua (PQC) : MeToa, OCHOBaHHbLIN Ha KBAHTOBOW MeXaHWKe, KOTOPbI UCMOoNb3yeT

OCHOBHble XapaKTepUCTUKN KBAHTOBOW GU3NKN ANS 3alnTbl MHGOpMaLMN.

1. Ha ocHoBe pemeTKM)

Anl‘opvl'l'Mbl 2. Mopnucu Ha ocHoBe XeLI.IMpOBaHMiD

NOCTKBaHTOBOW
KpUnTorpaun

(3. Ha ocHoBe Kop,a)

(4. MHorOBapMaHTHblﬁ)

(5. Ha ocHBoe annunTnyeckon KpMBoﬁ)

28 China IWNCOMM Co., .
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MNMporpecc B 06/1acTV NOCTKBAHTOBbIX KpUnTorpagpuueckmx
anropntmoB n Bknag Kurtas

U A

4 )

ISO/IEC, Ob6beanHEHHbIN
TexHnueckun komutet (JTC)
N2 1/Moakomutet (SC) 27/
Pabouas rpynna (WG) 2
SD8, wu3syuaer anroputmbl
PQC anAa nogrotoBkn K

BO3MOXHOW  CTaHAapTu-
3aumn. Pepaktop - w3
NIST (HaymoHanbHoro

WHCTUTYTa CTaHAapToOB W
TexHosormn).  Kutanckmne
aKcnepTbl  paboTtatoT B
KayecBTe peAaKkToOpoB ANA

e

RFC 8391
XMSS:

Merkle,
onybankoBaHHas
2018 rogy.

CAHOFO 13 pasgenos. )

\

PacwimpeHHaa cxema
Nosy4YeHna NoANncK

B

~\

4 h

.

Habop anroputmoB
PQC 6bin
nHuumnmnpoBaH B 2016
rogy u oxugaetca K
nonyyeHnto B 2021
rogy, a npoexT
CTaHaapTa oyaet
rotos B 2023 roay.

Kutanckmm anroputm
LAC 6bin BblbpaH ans

r

BTOPOro payHaa. y

\

B 2015 roagy 6buan

WHULMNPOBaHBI
dbnarmMaHcKun npoekT
PQCRYPTO no
rnobanbHomy

anroputmy PQC wn
npoekt SAFCRYPT no
NPYMEHEHMNIO
anroputma PQC.

Y4

J

~\

Kutanckas accoumauus
KpunTorpadpurueckmnx
nccnefoBaHWA - 3anycTuaa
HaLMOHa/bHbIA  KOHKYpC
Mo co3jaHuo  Au3aiHa
KpunTorpadpuueckmnx
anroputmoB ¢ 6onee 60
npeanoxexnnamm un 24
duHanmuctamyn,  BkAKOYan
MOCTKBaHTOBbIE
KpunTtorpaduyeckune
aAropuTMBbl.

\

3 China IWNCOMM Co.,
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Hekotopble rnobanbHblie ycuama no kpunrorpapum

O Cetb/CBA3b:

— 5G (Bkatouas anroputm ZUQC)

— WHTepHeT Bewwen (JlerkoBeCHbIV aAropuTm)

—  VIHTepHeT TpaHcnopTHbIX cpeacTB (JIerkoBeCHbIN aniropnTtm)
O KBaHTOBbIE BblUMNC/IEHUA:

—  PQC, QKD (PacnpeaeneHne KBaHTOBbIX K/JHOUEN)

O Bonbuwmne aaHHble/VCKYyCcCTBEHHbIN UHTENNEKT:

— [omomopdHoe wndposBaHme, bezonacHoe MHOTOCTOPOHHE BblUYNCAEHME
O bBbnokuenH: undpoBas NoANUCH

O 3awuta KOHPUAEHLNANbHOCTU: TEXHOIOTNA aHOHMMHOCTU

28 China IWNCOMM Co., .
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bJsiarogapio 3a BHUMaHUe

Yenxan XYAHT

dnekTpoHHasa nourta: zhenhai.huang@iwncomm.com

38 China IWNCOMM Co., .
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