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MepcneKkTUBHbLIM Ansi pa3paboTKkn HOBLIX 3fIeMEeHTOB Hay4YHO-MeToAUYeCcKoro annapara o6ecneveHus Ub
SIBNSAIETCA UCNONb30BaHNe TeopUu NMHPOPMALIMOHHOIO KOH(NUKTA, C YY4ETOM HOBbIX aKTyanbHbIX (pakTopoB

PeanbHble npouecchl o6ecnevYeHnst MHPOPMaLMOHHOM
6e30nNacHOCTN HOCAT KOH(PNIUKTHLIN XapakTep

!

PaspaboTtka peanbHbix cpeacTts 1 cnocobos obecneveHnsa Vb PeanbHble cpeacTtea 1 cnocobbl
He y4MTbIiBaeT MHTErpasibHbIN U B3aMMOYBA3aHHbIA Xapakrep obecneyeHus b, opneHTUpoBaHbl Ha
noteHuuanbHblix NTB, a Takke KOHANKTHLIW npoLuecc oTAaenbHble acnektol B 1 3awuTy ot
B3aMMOAeNCTBUS cpeacTs 3awmtel u UTB oTaenbHbiX TMNOoB UTB

1 T

lMepcnekTMBHbIM ABNSAETCA pa3paboTka Hay4yHo-
lMopaBngaoLwas YacTb Hay4YHO-
mMeTogmyeckoro annaparta obecneyeHusa Vb ¢ yuetom
MeToAMYecKkoro annaparta obecneyeHus

Teopus KOH(PSIMKTHOrO B3aMOAENCTBUS CpeaCTB 3awwnTsl u UTB,
N o - b He yunTbiBaeT KOHMPIUKTHOCTb
pPagno3NeKTPOH- B3anMoyBs3aHHOM peanu3aunen NTB B pamkax egunHom 2
. B3ammopgencteus TB n cpencts 3awmThl
HOM 60pPLOLI cTpaTernu HanageHusl, COXHOCTU KOHMIMUKTYOLWMX CUCTEM

|

«UHcopMmaLMOHHBLIN KOHPIIUKT»

HoBble dpakTopbl, KOTOPbIE aKTyasnbHbl B paMKax pasBuTUa Teopun MHPOPMaLNOHHBIX KOH(PNNKTOB

MHoroatanHocTb B3anmoyBsasaHHas peanusauusi OuHamMmuka npoTekaHnsa HM. KOHGNUKTa C
KOHONMIMKTHOrO B3aMMo4encTBus pasnuyHbix TMNoB NTB B pamkax y4eTOM HeCTaLuMOHapHOCTN NpoLEeCccoB
cpeacTB 3awmnTthl 1 UTB eanHon cTpaTernn HanageHus 3alnUTbl N HanageHusa

YyeT cnoxHocTu

KOHQSTUKTYIOLMX CUCTEM 6eckomnpomaTtHbix UTB aMepaXeHTHble 3chpdeKkTbl B UHG. cucteme

BrbisiBneHve n naeHtTudmnkaumsa NMpoeeneHne UTB, opneHTUpoBaHHbIX HA HEeraTUBHbIE




Pa6oTtbl no nHpopmauMoOHHOMY KOHIIUKTY B pa3fiM4HbIX NpeaAMeTHbIX obnacTax

WUHcopMaLMOHHbIN KOHNUKT J

UHdOpMaLNOHHbIN KOH(NUKT
B paguoriokauum

WUHdopMaunOHHbIN KOHNUKT
B obnactu pagmo- n
PaAnMOTEXHMYECKOro MOHUTOPUHIa

MHcopMaLMOHHbIN
KOH(NUKT
B paavoHaBurauum

BakuH C.A.
Lyctos J1.H.
MakcumoB M.B.
OpyxuHuH B.B.
KonToposa [1.C.
Manun A.U.
LiseTHoB B.B.
OemuH B.I.
KynpusiHoB A.W.
Caxapos A.B.
MepyHoB HO.M.
domuyer K.W.
HOauH N.M.
Mauykesuy B.B.

BacunbeB A.A.

Papa3nesckuii B.I.

LnaxuH B.M.
Cyxopykos t0.C.
Jlnxaues B.T1.
Mepkynos B.W.
MenbHukos HO.I1.
Hukonbckun B.A.
JleHblnH A.B.
AronbHukos C.B.
BakyneHko A.A.
Bepb6a B.C.
LleBuyk B.W.

Koaupaukuin KO.J1.  Oatnos AT,
Bakun C.A. Oatnos MN.A.
Lyctos J1.H. KynbbukasH b.X.
BapraHecsH B.A.  Pemb6osckuin AN,
MepyHos HO.M. AwnxmuH A.B.

Mauykesny B.B.
Bacunbes A.A.

LiseTHoB B.B. MenbHukos O.I1.
Oemun B.O. Jlndparos 1O.C.
KynpusiHos A..  CabnuH B.H.
Caxapos A.B. CantaH M.W.
Papavesckuii B..  Bakynenko A.A.
Cupota AA. Bepba B.C.
Bopwucos 10.A. pebeHtok B.J1.
Bnaaumupos B.M. Vicaes B.B.
Jlnxaues B.I1. MenbHukos B.®.
LWnaxuH B.M. Bopucosa A.H.
KupcaHoB 3.A. AnekceeB A.A.

[BsopHukos C.B.

KoabmuH B.A.

MeHbLakos HO.K.

CmupHoB HO.A.
Hukonbckuii B.A.

Papn3snesckuii B.I.
MwupoHoB B.A.
MepyHos HO.M.
Mauykesuy B.B.
Bacunbes A.A.
Oatnos A.lN.
KynbbukasH b.X.
Oatnos N.A.

—

MHpopMaLnOHHbIN
KOHPNUKT
B obnactum
ONnTUYECKOro
HaGnoaeHuA

Kosupauxun HO.J1.
Papn3nesckuii B.I".
MeHbLuakos HO.K.

Mmp:g:;'::ﬁ:Hbm UHdopMaumMoHHbIN KOHNUKT
B o6nacTy B o6nacTv cucTem pagmocBsu
TEXHUYECKON U [
KOMMbIOTEPHOWN
pa3Begku 3ioko Al YyaHoB A.M.
Kopxwk B.U. Bapawkos I1.H.
| OunHk M.M. Poanmos A.IM.
MetbLuakos HO.K. LLlenkyHoB K.H. TkaueHko K.A.
Xopes AA. Manuin A.N. BypayeHko A.J1.
KynpusHos A.W. Tysos I".W. KysHeLos B.WN.
Caxapos A.B. Makcumos M.B. Borosuk A.B.
LesuoB B.A. Bnagumupos B.W.  Wrkatos B.B.
ABepueHkoB B.U. Bopucos B.W. Wcakos E.E.
PbiTos M.1O. 3uHuyk B.M. Opnoesckuit C.M.
KyBbiknuH A.B. Numapes A.E. Kantoka B.U.
FaiHynuH T.P. Hemuunos A. B. Hukonaes B.W.
Yyknsaes U.W. Yannbirvd AA. dénopos A.E.
Moposos A.B. Pansvesckwit B.I.  LWa6anuH E.A.
lonsawTenH B.C. KynpusHos A.U. Pagbko H.M.
OessHuH MN.H. LLlycTos J1.H. Mokpoycos A.H.
Maxomoea A.C. Caxapos A.B. Manbues I".H.
Mpusanos A.A. CemucolueHko M.A. BosHiok B.B.
Esrnesckas H.B. Xopavwcekmn MU, Tykrambiwes M.P.
Ckyaresa E.B. Koanos [.T". MyTunme A.H.

NHdOopMaLNOHHbIN KOH(NUKT
B MHchopMaLMOHHO-
ynpaBnsowWmx cuctemax

UHdopMaLMOHHbIN KOHMINKT
B obnactu uHgo-
KOMMYHMUKaLMOHHbIX CUCTEM

Tonctbix H.H.

KosupaLkuit HO.J1. Moposos A.B.
Byanukos C.A.  Cupota AA.
Borko A.A. NaHaes A.B.
Manbues I".H. Bopo6beB A.A.
TNomako A.l. Mpusanos A.A.
Bupiokos [.H. EBsrnesckas H.B.

OctaneHko O.I".

Yyknses U.W.

CkyaHeBa E.B.
CTttornH M.A.

Tonctbix H.H. Mpueanos A.A.
AcockoB A.H. EBrnesckasa H.B.
puHseB C.H. Jlayta O.C.

Crapoay6ues HO.U.

LWenyxuH O.W. MnotHukos O.I.
KoubiHak M.A. Mpunenckun B.B.
Ocaguun A.N. MapwyTkmH A.B.

Axywenko C.A.

OcrtaneHko I"A.

Makapetko C.U.

UHdopMaLMOHHbIN

UHbopMaLmnOHHbIN KOHNUKT B

UHdopMaLMOHHBbIN KOHMINKT
B Apyrux cdepax:
UHchopMaLMNOHHO-

NMCUXONIOrM4YecKon, BOEHHOM,
couManbLHOM U NOJIUTUYECKON

KOH(NUKT 6a3ax AaHHbIX, 6a3ax 3HaHWUM,
B MMPOBOM UHO- cucTeMax MHTenmneKTyanbHoro
KOMMYHWKaLMOHHOM aHanusa 1 nogaepXKu NPUHATUA
npocTpaHcTBe pelueHui
Crapogy6ues HO.U. FOcynos P.M.  Koranosckuit M.P.

ByxapuH B.B.

CewmeHos C.C.
LLleBuoB B.A.
KoTeHko .B.

YnaHoB A.B.

XomoHeHko A.fl. bptoxos [1.0.
Nepawoga T.B. KanuHu4yeHko J1.A.
EmenuH B.W. 3axapos B.H.
Mouos B.C. MapTbitoB [1.0.

Hosukos [.A. Komos C.A.
YUxaptuwsunm A.l'. KoctuH H.A.
l'y6aHos [1.A. Mankos C.10.
ByxapvH C.H. Matowino A.B.
LibiraHoB B.B. Mupymoe B.C.

Pactopryes C.I1.
JIntBuHeHko M.B.

Boukapesa tO.I".
Moyenuos I".I".

Oenncos AA. IpuHsieB C.H.
Kosanes B.W. Benpuukuin A.B.
®ponos [1.b. ManapuH U.H.




Hay4yHo-meTOAMYeCcKu annapatr
uccriegoBaHmsa MHHOPMaALMOHHOIO KOH(NnKTa

Hay4yHo-meTOAM4YeCcKuK annapar
nccrnenoBaHusi MHOpMaUNOHHOro KOHNKTa BKA
( I N\ ( I N\ ( I N\ 4 I N\ ( I / N\ 4 I N\
Teopus Teopus Teopus / -
Teopwus ceTen Teopusi CNoXHbIX MepapXMYecKuX
aKTUBHbIX ANHaAMUYECKUX Teopus urp MapKOBCKMUX
cuctem cuctem npoueccos Metpy cucrem
A I J A I J A I J A I J A I J A I J
Bypkos B.H. FaBouvnos B.M Hosukos A.A. Brnagumupos B.W. Knumos C.M. MecapoBuy M. Hryex KyaHr TXbIOHT
Hoswkos [1.A. Tonrc);Tblx HH. Hyaros A.M. Bopucos B.U. Cbiués M.M. Takaxapa W. Koaupaukuii tO.J1.
Pactopryes C.M. | | Acockos AH.. Myrunun A.H. 3uHyyk B.M. Actpaxos A.B. Hosukos [1.A. ByaHukos C.A.
Monosckuii B.B MakapeHko C.M Kosnos [1.T. Papnavesckuii B.T. Paabko H.M. MwucTpos J1.E. Bnaanmupos B.U.
Nemeluko A.B. OCTaI'IpeHKO CA Opoesckuii C.M. Cupota AA. Manbues I".H. Cepbynos 0.C.  Papsnesckuit B.T.
Esceesa O.10. e Kantoka B.U. Koavpaukuii tO.J1. Tyxtambiwes M.P.| | YronbHuukuii I.A.  Makapexko C.U.
- f )| Mnothnkos A. T || CemmcoLuetko M.A ByaHukos C.A. 308 O.K. AnraauH .U
N /| Yyknses N.W. Boiiko A.A. Ceppeunbin AJT. | S /
| AAkywerko C.A. MpviBanos A.A. BabypuH A.B.
nny PAH —— 7| Hwvikonaes B.W. N —— | FOauukuii C.A.
BAC HaHees A.B. /\ ByaHukos C.A.
— | »Kopgsuwckun M. . \ J
KoHLiepH EREED 1T [BYHL| BBC «BBA |
«CosBesgne» Cahn C.
- ’ CMUMPAH
_ . BAC
Teopus anddepeHLManbHbIX Ur ( ! ) ( ! N ( ! ) ( | /) ( | N ( T |
I peHu P Teopusa Teopusa Teopwus eopws
Teopus Teopus rpachmanHaMmyeckux
~ ~ | BePOATHOCTHbIX MHOroareHTHoro He4yeTKnx
| ceTei aBTOMaToB NOTUKM A —————————— MHOXECTE MHOFOareHTHbIX
( N\ ‘A
Anzexc P. Xykosckuin B.A. \ J \ )\ J) U ) U ) __TPvapHeIx ceTen
MoHTtpsaTuH N1.C. Cmonbskos 3.P. - I < ’,El,eBﬂHl!lH oy | . | ., | L |
Kpacosckuit H.H. MNeTpos H.H. Mpueanos A.A. O aMLIKW C A JleBuH B.W. KoTeHko W.B. Bopucos A.H. O auLkmii C.A.
Cy660otvH A.M.  Bbnarogartckux A.U. KoubiHsak M.A. J'Ieiv:: B " | | HemkoBa E.A. YnaHos A.B.
MeTtpocsaH J.A. Jlayta O.C. o TapaH T.A.
A J A J \CMpOTa A'A' AN J A J\l AN




Mopenb «aByHanpaBrieHHOro»
aHTaroHMCcTN4YecKoro MHpopmaLMoOHHOro KOHPNUKTa

CtopoHa A

MHdopmaunoHHo-

TexHUu4yeckas
MeTacuctema A
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| L ) E(RB)—>maX
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I ( N\

| Cucrema

| ynpaBneHus

I . * J

| 2

i Cuncrema

1 > BO3[eNCTBUA

I . - J

I lRAmxe

| e )

NHdopmaumoHHas

| D

I 'S cuctema

I . J
UHdopmaumoHHo-
TeXHUn4yeckKkasa
mMeTacuctema B

RBHMM

HabnogeHus

CrtopoHa B

Pecypc nHopMaLMOHHOM CUCTEMbI - KONMYECTBEHHAs Mepa BO3MOXHOCTM BbINOMHEHUS NHAOPMAaLMOHHOW cUCTEMON 3aaay
no nonyyeHuto, nepeaade, o6paboTke, XpaHeHUs 1 NPeACTaBNeHUs MHpopMaLnK, B MHTEpecax N NPUHUMAIOLLNX PeLLEHUS.




YnpouieHHoe npeacTaBneHne 8
«OHOHANpPaBMEHHOro» aHTarOHMCTMYECKOro MHOPMaLMOHHOIO KOH(NMKTa

r------- - - --—-—-—-—-=- 1
Ha6niogaemblii Ra uat | T |
€CypC CTOPOHbI A haot Cuctema 2a1s
CtopoHa A pecyR D I - Habmmo Ra—min I
| [IeHUs _ I
I J E(RA)—>m|n |
UHdopmaLMoHHo- | l / |
TeXHn4eckas | I
cucrtema | Cuctema |
r—-————— — — — — —-———— I ynpasneHus I
J
| I Bospencreue I I
: I Ha CTOpPOHY A I I
I | I
| I MHdopmaumoHHas < | Briokuposka pecypca Ry | Cuctema I
| cucrtema I I BO30ENCTBUS I
I I I I
I I I I
I I I I
I I I I
I r T T T T T T T T T T T
| Cuctema I Cucrema
I yrnpasneHust | MHOpMaLMOHHO-
I I TeXHNn4eckKoro
I | BO34eNCTBUA
Llenb
| | Ra—max I CropoHa B
| |\E(Rx)—max I
I I

Pecypc nHdopmMaLMOHHON CUCTEMbI - KONIMYECTBEHHAsE Mepa BO3MOXHOCTU BbIMOSMHEHUS MH(OPMaLNOHHOM
CUCTEMOW 3a4ay no nosydyeHuto, nepepadve, obpaboTtke, XxpaHeHUs 1 NpeacTaBneHns nHopmMaunmn, B UHTEpecax
N, NPUHUMAIOLLNX PELLEHNS.




2. MopenupoBaHMe AMHAMUYECKOroO MHOrOypOBHEBOro MH(POPMaLMOHHOIO KOH(INKTa
(Ha npumepe cucTeMbl CBS3K)

CTaH,qapTHaﬂ AeKoMno3nuusa CUCtemMbl CBA3U
Ha (*)YHKLIMOHaanbIe YPOBHU B COOTBETCTBUU C MOAESIbIO oSl

Sl )

(yposl-m mopenu O
-

(7. MpuknagHon
(yPoBEHb

N

y
6. NpencraButenn-
\HbI/l ypOBEHb

.

(5. CeaHCOBBIiA

PV Va0 W

O61BbeKTbl ypOBHS

N
MpoTokonbl aboHeHTa

3apaym ypoBHA

3apaya ypoBHS — MPEAOCTaBWTb KOHEYHOMY Monb3oBaTento Habop pasHooBpasHbIX)
NPUIOXEHWUIA, C MOMOLLbIO KOTOPbIX MONb30BaTeNy CeTu nonyyatoT AOCTYN K pasfaenseMbim
ecypcamM CeTU, Takum Kak dpaiinbl, NpuHTEpLI, Web-cTpaHuubl ap. y

. N\
3apgava ypoBHs - obecneuntb nepegady no ceTu pasnUyHOM MHopmaumm (OaHHble,

ronioc, Buaeo). Ha aToM ypoBHe MOXET BbINOMHATLCS LUMPOBaHUE. )

N
3apgava YPOBHA - ynpaslieHne ceaHCaMn CBA3MN, (bI/IKCELI,I/IFl, Kakasa U3 CTOPOH ABJiAeTCA

(YPOBEHb /J 9 ) l¢{ \@KTBHOV B HACTOSLLMIN MOMEHT, obecneyvnBaTtb CcpeacTBa CUHXPOHU3aLUN. .
\
s N ("
( ) (npOTOKOﬂbI oﬁecnequMﬂ\ (3 _ A
agava TpaHCMNOPTHOro YPOBHS - o6ecneyvnTb NPUNOXEHUAM U BepxHUM ypoBHam OSI
kauectsa oBenyxuBania nepegady OaHHbIX MO CETU C TOM CTENEHbIO KayecTBa koTopasi um Tpebyetcs. Ha aTom
4. TpaHCNOPTHbIN ) Bmapu"pym?mpax cem f\> YPOBHE  peanu3yloTCd  MpOTOKONbl  obecneyeHnss  kayectBa  0OOCNyXMBaHWS,
YPOBEHb ] % dYHKUMOHUPYIOLWLIME B MapLupyTMsaTopax ceTu W WUCMomnb3ylline pesepBupoBaHve U
pacnpefeneHne pecypcoB ceTu, Ansa obecnedyeHus Tpebyemoro ypoBHSI CETEBbIX
CEpPBUCOB.
N\ J \. J \. J
( ) ( (3apauya CeTeBOro YpPOBHS - 06pa3oBaHWMe EAWMHOW CEeTEBOW TPAHCMOPTHOW CUCTEMBbI,)
ob0beanHALWEeN HEeCKONbKO CeTen, mpu4emM 3T CeTW MOryT UCMONb30BaTb COBEPLUEHHO
3. CeTteBoM ) N pasnuyHble MPUHUUMBLI Nepefayn COoOOLIEHU MeXOy KOHEeYHbIMW y3namu u obnagatb
YypOB€eHb l> l/> NPOU3BONbLHOW  CTPYKTYpON cCBA3eW. BHyTpu oTAenbHbIX ceTerd  [ocTaBka  AaHHbIX
obecneunBaeTCcs KaHamnbHbIM YPOBHEM, @ [OCTaBKy AaHHbIX Mexdy CeTAMU — MpPOTOKOIbI
S ) S ) \MapLIpyT13auum 1 CeTeBble NMPOTOKOIbI CETEBOTO YPOBHS. y
e N f N
OtpenbHas ceTb 3agavyamu kaHanbHOrO YPOBHS SIBNSIOTCS:
2. KaHanbLHbLI I Nl |1) nposepka AOCTYyMHOCTM W WCMOSb30BaHWE cpedbl nepeaayn aboHeHTamu ceTu
> > (kaHana MHOXXeCTBEHHOro JocTyna) ¢ onpeaeneHHon TONonornen.
YPOBE€HbL l O/ k1 |2) peanusaums mMexaH3amMoB OGHaApYXeHUs! U KOPPEKLMN OLIMBOK Ha OCHOBE METOAOB
\O NOMEX0YCTONYMBOIrO KOANPOBAHWS.
N\ J \. J \. J
( h (" duanueckuit kanan ) (3apava hU3MYECKOro YPOBHS - nepepaya GUTOB WHEOPMALMM B BUAE CUTHANOB MO)
1. dusnyeckum ) (cpena nepeaaqn) N dm3nyeckum kaHanam cBsA3n. K 3TOMy YpOBHIO WMMEIOT OTHOLLUEHME XapaKTepUCTUKM
YPOBE€Hb O(jO dumanyecknx cpef nepepgayn AaHHbix. Ha 3TOM Xe ypoBHe onpefenstoTcs napameTpbl
L\ ) S ) \9NEKTPUYECKUX, ONTUYECKNX N PAANO CUrHAsOB. )
. J




Cuctema cBS3M KaK CIOXHas MHOroypoBHeBasi cucrtema

n aHanum3 ('byHKLIVIOHa.HbeIX B3auMOCBS3en MeXxay npoTtokosfiamMu B Hen Ha Pa3fINvHbIX YPOBHAX oSl 10
(_ ~N e
7 [ ]J] Mpumep cteka npotokonos TCP/IP
: MpunoXxeHWst 1 NPOTOKOSbI NONb30BATENBCKMX NPOLIECCOB <
(. T T ) Ve N
+ ¥ 7
(6 — L - ) c TFTP, NTP
. MpoTokonbl o6ecneyeHnst CBONCTB MpoTokonbl ynpaeneHus nepeaadei
o [aHHble FTP, HTTP, Iy
MHOPMaLMOHHON GE30NacHOCTU AaHHbIX Pa3NUYHbIX TUMOB JaHHbIX Telnet TACACS+ HTTPS
\ it * Ty J SSH,
(5 n OT(;KOJ'IbI npasneHus ) RLOGIN, RADIUS,
’ 4>[ P ynp =LCeaHCbI CBA3N RSHELL, ISAKMP
ceaHcamu J SMTP, POP3, PRINT,
> T J IMAP4 REXEC, RTSE
f Y ) RWHO
4.( MpoTokorbl KOHTPONSt MpoToKonbl ynpaeneHus MpoToKonbl ynpaBneHus L )
kayecTBa o6CMyKMBaHUS coeanHeHNsaMU y3roBbIM 060pyAoBaHMEM
\ ) (6
( (J_ N )
- - — MpoTokonel ) N
3. MpoToKonb MpoTokonkbl 6anaHcupoBkM >
KOHTPOIISI 1 Harpysku Ha CETeBOM ypoBHe v GhopmMpoBaHNs, 5
ynpaBneHys v npeobpasoBaHust .
V= TP E——
[MpoTokonebl MpoTokonbl |«—»| u ynpaBnenns
ceTeBbIMM v P P ynp (NetBIOS-SSN LDAP) DSMCC
napamMeTpaMun MpoTokonkl pe3epBUpoBaHUs TyHHEnNnMpoBaHusi paspelieHuns noToKkamu (MPEG)
P P MapLLpyTOB CeTeBOro ypoBHA § | |\  agpecoB \  Tpadmka ) NetBIOS-NS DNS
e — Y,
* vy ¥ )
MpoTokon N Tioororonor ) [MpoTokonkl
POTOKObI
OLIEHKM MpoTOKOMbI MapLUPYTU3ALMA 1 KOMMYTaLWA B 9 MHKancynsaumm v
ceTeBoW NetBIOS-DGM
KayecTBa ceTax cermeHTupoBa-
\_2Apecaumn HUS NaKeToB
MapLUpyTOB \ J
_ £ %)
=
( N
2 \J Y I U )
' MpoTokonbl MpoToKonbl MpoTokons! P \ 1N /] N
TYHHENUpoBaHus agpecaumu Ha MHKancynaumm un .

ynpaBrneHusi kagpamu

KaHallbHOro ypoBHA KaHallbHOM ypOBHe

[MpoTokonbl
KOHTpONs 1

BGP, RIP,
EIGRP,
HSRP, EGP,
IGRP, OSPF

afanTMBHOMO
- v A J U3MeHeHUst

yrnpaBneHus
KaHanbHLIMU MpoTokonbl pa3feneHust KaHanos ]]’ CUrHanbHO-KOAOBbIX

( MpoToKonbI
>

MpoTokonsbl
NOMEXOYCTONYMBOrO

napameTpamu MHOXXECTBEHHOro 4OoCTyna aboHeHToB rnapameTpoB KoAvpoBaHuA
A
N J J
f v N 3
1 MpoTokonbl ynpaeneHnst BEpOSATHOCTHO-BPEMEHHbIMW NapaMeTpamu
: npvema u CMHXpoHu3aLmen

[MpoTokonsbl - AR:DA/EQRP,
DVB-S/S2
OopMUpoOBaHNA ! i !
MpoTokonk! opmp [DVB—RSC Tpeiinepel SLARP, ISL

A A

AHTEeHHOU CUCTEMDbI T T

MpoTokosbl 06paboTku MpoTokonbI BUTOBOIA
curHanos [eKoaMpPOBaHUA CUTHaNoB nocneaoBaTenbHOCTH b
p
X 1.
Y * _ QPSK, BPSK, MTP1, IEEE 802.11,
[MpoTokonbl aHanu3a curHanbHO-NOMEXOBOW mi QAM, APSK MTP2 IEEE 802.16
obCcTaHoBKM

) \




MHoroyPOBHeBaﬂ mMoAesrib CUCTEMbI CBA3U B yCNOoBUAX ANHaAMU4eCKoro VIHd)OpMaLIVIOHHOI'O KOH(anIKTa

KaHan Bo3[eicTBUSl Ha CUCTEMY CBSA3M CO CTOPOHbI MPOTUBHUKA

-
Y
Cucrema cBsizn AT Cucrema gectabunusmpyrowmx
T-vlit yposens ynxyuonuposanus (RpUKIaOHo yposens) BO34enNCTBUUN
No X
N7
N e
r( CucTeMa ynpaBneHus CBA3bI0 7-T0 YPOBHA )€ BB L
( D My AHann3 dyHKUMOHMPOBAHWS CHCTEMBI
Ynpasnsioue Bo3aenctems (U, MHO)KQ;:TBO NPT > cﬁzawia 7_2M ypoBHe
OT cUcTeMbl yrpasneHns REOYPORH
CBA3bIO 7-10 YPOBHS: Uy I, = U”7 )
A=UA "
Pecyposi canon s ={Us(n)- Y cucremon ynpasnerm cansui
7-ro ypoBHS: Ry o = wyilto, t, {m}, {s<} X1, Ui, A)) va 7}(’); p———r M, . | AHanua (yHKUMOHMPOBAHMA CUCTEMbI
7 s Xiv1 = ot 51, X, Uy, A) x 2 — o cBs3N Ha 1-OM ypoBHE
i 7 5 7
=8 Yi=n(t, s, X, Uy, A
MHoxecTso 2 SRR lMokasaTenu kauecTsa
v, nectabunnam- " 2 Qi=fi(t, si, X1, Uy, A) Ly obcnyxusanns (Q0S), koTopble N~
» pYIOLLNX _‘ g ]_' 06ecneynBaloTcs Ha 7-oM ¢
7| Bo3pencTBUiA 2 % X7 ypoBHe: Q; (
Ha 7-OM ypoBHe: gz P =\ Q NMoacuctema ynpaBneHus
Y 28 fpookon y @ ecTaGunuaupyloWwmuMmn
o > A={a | aeD(m)} Q; BekTop HabnoaeHus cuctemon M; A - pyrow
000 34 > BO3genCcTBuasmMu
TMapameTpsi E $2= Wiz (tor & So, Se, Xim Ui Al ) o0 e‘a’iCTa?m:;fywm:x o M - S A
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HoBble nogxoabl K MHOroyposHeBOMYy BO34EUCTBUIO HA Cuctemy cBdA3un

( - N ( z ~
CTaHAapTHbIM nogxon K MHOroypoBHeBomMmy I'IepcneK'rMBHble nogxoabl K MHOroypoBHeBoMy BO34eNCTBUIO HA CUCTEMY CBA3U
BO34eNCTBUIO HA CUCTEeMYy CBA3U OCHOB@HHbIM Ha paCCMOTPEHUN CUCTEMbI CBA3U KaK CIOXXHOU MHOIoypoBHEBOU CUCTEMbI C y4ETOM MEXYPOBHEBbIX
beHKLlI/IOHaJ'IbeIX cBsazen NpoTOKOIoB
( N ( N N
BapuaHT 1 BapuaHT 2 BapuaHT 3
TpaHCNOPTHLIN TpaHCNOPTHLIN TpaHcnopTHbIN
ypOBeHb BoixoaHble yPOBEHb BbixoaHble YpOBeHb BbixogHble
napameTpbl napameTpbl napameTpbl
A 2 4 B cnyyae ecnu npoToKombl
TpaHcnopTHOro YPOBHSA
YnpaBneHue MpoTokonk! Mokasatenn YnpasneHnve MpoTokonb! Mokasatenun Ynpasnexve MpoTokons! Mokasatenu “CnpaBnsioT ahheKTbl oT
QoS 11, QoS ' o il > Qos o o
Uy 11, JHEY <Q, U, 4 Qu<Q,™ U, 4 Qu<Q,™ BO3JENCTBUS Vi TO
[ S G I e B Y, ST ST E e > L ) VICOMb3YETCH AOMONHUTENbHOE
BoaaeiicTaus BxoaHble H Bxoatbie | BospevictBust Vi 1 V3 Bbi3biBalOT BospeicTaus Bemne 5‘ Bo3gencrene V, KoTopoe He
V; I'IapaMeprlE HapyLeHne (hyHKLIMOHNPOBAHMS v napaweTpsi Mo3BONAET BOCCTAHOBMUTLCSA
uTB 4 4 0 NPOTOKOMOB TPAHCNOPTHOTO UTB 4 s TPaHCNOPTHOW NoAcucTeme ceTu
--ppeccccccccccccoonca- YPOBHSI ) SbRLL LT PR cBAan
CeTeBon CeTeBoin + CeteBoi =
ypoBeHb BbixoaHble ypoBeHb BbixoaHble : ypoBeHb bIXOAHbIE
napameTpbl napameTpb § napameTpbl
3 3 3
i
Ynpaenexue MpoTokorib! Mokasatenu Ynpaenexue Mpotokorb! § Mokasatenu Ynpaenexue MpoTokonsl Mokasatenu
Us Q <°(35mc6 U, M e U, <Qos‘rpeﬁ BoageiicTeve Vi Bbi3biBaeT
) 3<Q3 ) | Qa=Qs Q3<Qs
¥ N ] > X s || T T FeecTeemeeiec- » HapyweHue
— o = 0 0 DYHKLMOHMPOBaHNSA
Boapgencteus BxoaHble : Bo3agencteus BxogHble : BxogHble ' NPOTOKOTOB CETEBOrO YPOBHSI
napaveTpbl MEFETEgE)
3 :, 3
KananbHbin KananbHbin . KananbHbiv H
ypoBeHb BbixogHble ypoBeHb BbixogHble ' ypOBeHb BbixoaHble
napameTpbl napameTpbi s napameTpsbl
'
2 Yo &
YnpasneHnve MpoTokonb! Mokasatenun YnpasneHnve Mokasatenu YnpaBnexue MpoTokons! MokasaTenun
QoS o Qos QoS
6 II 6
U, T2 Q22Q,™° Y. Q2Q,™ U, 2 Q2Q,™
4 Lommmmmeemeemes >
Bo3agencteus BxogHble i BxogHble BxoaHble
v napameTpbl; napameTpbl napameTpbl
4 '
P3N X )
L) Sh —_—— — ] — e — — — — o o e e = =
Ddusnyeckuit Dusnyeckuii Dusnyeckun .
YPOBEHb BbiXofHbIE § ypoBeHb BbixoaHble | YpOBeHb BeixoaHele §
napameTpbl, napametpsi § napameTpbi !
\ i '
' J
YnpasneHnve Mokasatenn YnpaeneHue MpoTokonkl 5 Mokasatenun Ynpasnexue rlpoTOKOJ'IbIE MokasaTenn
QoS IT [ QoS 5 ' QoS 5
Y Q1<Q,™* U S =T V. J Q=
L S L > S S
v N N
BoapencTeusa BxoaHble 3 Boapgenctaus BxogHble H Bosageictaus BxogHble :
napameTpbi ¢ napametpbl | v napameTps! ;
Vi g 1 ' 1 '
P3N 1 5 P3N A PaM 1y
ccppecccccccccccecacccanaan 0 ccppecccccccccccmcacccaaaaat ccppecccccmccccccnesaaaeeaas]!
- J - AN J
Ocob6eHHOCTU BO3OEeUCTBUN:
a) BO3JENCTBMA, Ha HWKECTOALLEM YPOBHe, 3a CYET OTOOpaKeHWs Ha BLILIECTOSLME YPOBHW CUCTEMbI CBA3M OpMUPYeT WX HeadhdeKTUBHY cpeay
DYHKLMOHNPOBaHUS;
6) o4HOBpPEMEHHOE MCMONb30BaHNE COBOKYMHOCTN BO3AEWCTBUI HA pasnunyHbIX YPOBHSIX KOTOPbIE MO OTAENBbHOCTU HEI(EKTUBHDBI, HO 3@ CHET UX OTOOPaXKEHNS Ha
L L BbILLECTOSLLME YPOBHMW co3aaeT apekT HeadhheKTUBHBIX YCIIOBUIA cpeapbl. )




OnHaMnyeckmn MHOroypoBHeBbIM UHPOPMaALMOHHBIN KOH(PSTUKT
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Cucrtema ynpaBneHus
CBSA3bIO

7. MpviknagHom ypoBeHb

6. MpeacraButeneHbIN Yp.

7

5. CeaHcoBbIV YpOBEHDB

\

4. TpaHCnopTHbLIN YPOBEHb

3. CeTeBol ypoBeHb

A

2. KaHanbHbIN ypoOBEHb

1. dusnyecknii yposeHb

YHpaBneHme B CEeTUn

| Q4 < Q aneﬁ

Llenb

$ Ql 2 Q {npe6

2

Uenb

@29}, 1-1..

CtopoHa b

BPEMEHHOMN
pecypc

YaCTOTHbIN

HaonogeHue
Cuctema cBsiam 1..4 ypoBHs
o= Cuctema HaOnoOeHusa
. \
' v
' '
P»1 7. MNprknagHon yposeHb : A 4
0
A 0
' Cucrtema ynpaBrneHusi
1 6. MpeacraButencHbIn yp. :
. \
A )
> - ’ A 4
P»1 5. CeaHCOBbIN YPOBEHb 0 =
x ' Cucrtema Bo3aencTBUSA
0
0
) 0
0
P»1 4. TpaHCNOPTHbLIA YPOBEHb )-- ccce -: 4. TpaHCNOPTHbLIN YPOBEHb
0
L ] L)
0
P»1 3. CeTeBON ypPOBEHDb )-- coco= 3. CeTeBol ypoBEHb
0
X : )
P»1 2. KaHanbHbIN YpOBEHb )-- ccce -: 2. KaHanbHbIN ypoBeHb
0
A : A
P»1 1. Dnanyecknin yposeHb r(- cee - 1. duanyecknin yposeHb
Bospencreue
YpOBHM ceTu Ha pecypc YpoBHYU ceTu
2 1-ro ypoBHsi
CtopoHa A
( g - 9HepreTn4eckui
pecypc
Papwno asionmmoren TpeBosam
pecypc o Ka4ecTBy CBA3N
R=qFT
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OvwHamunyeckaa moaenb UHPOPMaLMOHHOro KOH(pIMKTa Ha PU3N4YEeCKOM YPOBHE CUCTEMbI CBA3U

\_
(" W3BecTHble MoAenv AMHAMMWKN N ( N
nonynsumm B 3KOCUcTeme ( CkopocTb U3MeHeHuUs pecypca cpeacTs Pl ) ( CkopocTb usMeHeHus pecypca CC B ycnoBusix ee )
ynsay
«XULLHUK-KEpTBa» Heob6xoauMmoro AnsA nopgaeneHus pecypca CC paguonopaBneHusa cpeacTsamu PIM
drR JR
Mopenb XonnuHra- —BI = BR,,,, | 1-—2L dRc —aR. — o R.2_ WRp5,Rec
TaHHepa a Rec dt “ K D+Rg
Pecypc >0 — k03adh. BO3MOXHOCTEN MO HapawmBaHuio pecypca PIrT; D
XKepTtBbI XULWHUKHK J - KOnMYeCTBO NoaasseHHoro pecypca CC, Ha eauHULY ONMCLIBAET BECKOHEHLII OnuceisaeT yGbisaHue
XepTBbl MConb3oBaHHoro pecypca PAT. AoctynHoro pecypca CC B
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( q - 3HEepreTUIEecKuil ) Ha chmu3n4eckom YpoOBHe pecypca CC B cneacteuu pocTe Rcc OH CTPEMUTCA K
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Mpumep amepaXeHTHbIX 3hheKTOB MeXXypOBHEBOIo OTOOpakeHus
AWHaMM4eCcKoro MHhopMaLMOHHOro KOH(NMKTa B cMCTeEMe CBA3U
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MexypoBHeBOe oTOOpaxeHne KOH(PIIMKTHO-YCTOMYMBOIro COCTOAHUSA
MH(OpMaLMOHHOro KOHMNMKTa (PU3NYECKOro ypoBHSA Ha KaHarNbHbIN U CETEBON YPOBEHb

Qs

f3,p(Q3! U3)

3. CeteBOM
YPOBEHb

X’S mb

\
\

MH. BX. napamMeTpoB Xz

\ MHOXeCTBO NapameTpoB

adhpexTVBHOMO
yHKLIVOHVPOBaHMA

\MPOTOKOIOB 3-T0 YPOBHS!
\

MN3MeHeHMe MeTPUKU KaHamnoB B CETH, 3anycK NpoLeccoB peKoHdurypaumm
MapLpyTOB NP U3MEHEHUN METPUKM KaHana 6onee yem Ha 10-20%.
CHuxeHune KoaddmumneHTa roToBHOCTU CETHU

Sy — HopMarnbHas paboTta
ceTun.

S, — oXxugaHus
BOCCTaHOBIMEHUS CBA3MN.
S3 — pekoHdUrypauus

MapLUpyTOB CETU.
P(S9=0,157 pLipy

S; — oTkas nmboro kaHana.

2. KaHanbHbIN

N3mMeHeHMe NponycKHOW CNOCOBHOCTHU

JNlokanbHbIe neperpy3ku B otaesibHbIX

YpPOBEHb KaHana MHOXeCTBeHHOro goctyna ceTax. HakonneHue yncna 6nOKMpOBaHHbIX
B OTAENbHOW ceTn aboHeHTOB
_ _ p(t),p, (1)
éir H:p o / 14 [ O6:JacTy nokgnbHpit
\g >4 TIOfIeX0BOM /[ J\ 1'3 | nep )FQYS‘KM caTm
\ S E o6qraHoBKy| I Y - P y
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= I el o [y — AN —
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OuHamu4yeckoe KOH(NUKTHO-
yCTOM4YMBOE COCTOSAHME
MH(pOPMaLIMOHHOIO KOH(pNMKTa

Mepunognyeckoe nameHeHune
CUrHanbLHO-NOMexXoBOW 06CTaHOBKU B
paboyeM Anana3oHe KaHana cBA3u
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3. HanpaBneHusa panbHeUWNX nccrneaoBaHUn

AWHaAMUYeCKUX MH(popMaLMOHHbIX KOH(PNUKTOB

16

MexypoBHeBOe oTOOpaXXeHne XaoTUYeCKNX peXXxnmMoB (hyHKLIMOHMPOBaHUSA

C HNXXHUX Ha BbilWWlecToslne ypoBHU CUCTEMDbI

NMepeBoa cucTeMbl
B 3afjaHHOE KOH(PJSIMKTHO-YCTONYNBOE COCTOSIHUE
WU Ha TpebyemMyo TpaeKTopuio pa3BUTUA

TeopM;I J\ ............... , §TTTosesessseess A AtTpakTop
KaTaCTpOCb —V E [] E adpcpekTMBHOIrO
BepxHue J\E ;
YPOBHU —l/ ;
cCUCTEeMbI ; :
Teopua |\ tappormanora § | Covrommn 4 Tovmocanis
6M¢)ypKauMﬁ —l/ igj%?;t‘n;::liu-pofiiujj E.?:c,:gm:mposauuﬂi S
go-eed TR
ro KoHcpnumkra
Teopus N\ HuXxHune
ANVHaMMN4yeCcKoro —l/ YPOBHM
Xaoca CUCTeMbl




OCHOBHbIe BbIBOAbI

17

O 6) y4eT B3aMMOYBSI3aHHOW peanu3auun pasnnyHblX TUNOB BO3AENCTBUI, aTakyloLLen CTOPOHOW;
2

~
[lepcnekTMBHbIM HanpaBfieHNEM pPasBUTUA HayYHO-MeTOAMYecKoro annapaTta obecnedenus Vb

ABnsieTcs Teopmns MHPOPMALMOHHBLIX KOHAITMKTOB )

( )
AKTyaJ'IbeIMVI HanpaBreHNsIMN COBEPLUEHCTBOBAHUA Moaenen MHAOPMAaLMOHHbLIX KOHMITMKTOB

ABNAEeTCA ydeT cnenyrwmx CbaKTOpOBZ

a) MHOIro3TarnHoCTb MH(*)OpMaLI,VIOHHOI'O KOHC*)J'IMKTa, C y4eTOM U3MEeHEHUA CTpaTermn y4aCtHMKOB
Ha Ka>XXAOoM HOBOM J3Tarne,

B) y4eT AUHAMNYECKMUX CBOMCTB MHCPOPMALIMOHHOIO KOHQIMKTA, HECTAaLUMOHAPHOCTMN NPOoTeKaHuWs
MPOLECCOB 3aLLUMTbI 1 aTaku;

) y4YeT CTPYKTYpPHOM W PYHKLUMOHANIbHOM CROXHOCTU CUCTEM, KOTOpble Y4yacTBYKT B
NHOPMALMOHHOM KOH(PIINKTE;

[) y4eT BO3MOXHOCTEeN 6eCKOMMPOMAaTHOMO U CKPbITHOrO BO34ENCTBUS aTaKyloLwen CTOPOHOW;

€) y4YeT SMEepPKEHTHbIX aPdEKTOB, BO3HMKAOLWINX B npouecce MHPOPMAaLMOHHOIO KOHMIIMKTa

CINOXHbIX CUCTEM UITN B pe3yJibTaTe peann3aunn HOBbIX CTpaTeFMVI aTtak.
- J

s N
PaspaboTka nepcnekTMBHbIX CpeactB W crnocoboB  obGecneveHus WB  peanbHbIX

NHPOPMALIMOHHBIX CUCTEM, AOIMKHO OblTb OCHOBAHO Ha dopmanusaumm npolecca 3aliuTbl B
BuAe MHAOPMALMOHHOIO KOHMMINKTA U ero UccriegoBaHUM C LEemnblo HaXOoXOAEeHUS1 BbIUMPbILLIHbIX

cTpaTerum.
- Y,




J[loknan 3akKoH4YeH.
Cnacunbo 3a BHMMaHue!
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