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Accoumnauma pa3BUTMA GUHAHCOBbBIX TEXHO/IOTUN

Co3naém TEXHONOTMYECKME PELLEHMA, KOTOPbIE COAENCTBYIOT
Pa3BUTUIO GMHAHCOBOTO pbliHKA Poccnmnckom denepaumnu:

" nporpammHoe obecrneyeHue, CTaHAAPTbl U MPOTOKObI

" npeagnoxeHmA no co3gaHUo N USMeHeHUMo c D (D M H T E X

. ACCOLMALMKS
3aKOHOJaTeNbCcTBa B 06/1acTN LMdPOBOIA SKOHOMUKM

O 5arc Poccun FA3NPOMBAHK 3y =BTB
H

@ oTkpbITHE | ax Qawi g CBEPBAHK TuHbKOD

BaHk

Ax Bapc
baHk

d?b @% PoccenbxosbaHk & Anbcpa-Bakk E:I;l_'d;(wﬁaeu
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=Y KoHbepeHuusa

©, PycKpunto

MacTtepyenH

[Mnatdopma pacnpegeneHHbix peectpos AN GUHAHCOBbLIX MHCTUTYTOB,

L/
D ceptndmnumpoaHa ®Cb n coorsetcTByeT TpeboBaHuaM baHKa Poccumn.

Ha 6a3e NOCT-KpunTtorpadumm peanmsoBaHbl:
" NPOTOKO/1 BbI30BAa CMAPT-KOHTPaAKTOB Ethereum
" cepBuUC Nnepeaaym KoHPUAEHUMAbHbIX COODLLEHUN

" CO3aHMeE 3aKPbITbIX CETEN C YNPaBAAEMbIM AOCTYNOM

" Ccpeacrsa MOHUTOPUHIA U aAMUNHUCTPUNPOBAHUA

WWWw.ruscrypto.ru
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[MpnnoxenHna Ha MNnaTtpopme

B3anmopaencrTeme y4aCcTHUKOB ceTn MacTtepyerH Nnponcxoant

No eAMHbIM AN1A BCEX NpaBuaam, PUKCUMPYEMbIM B peecTtpe.

[TMNOTHbIE U NPOMbILLNTIEHHbIE KeWUCbl:

" perucTpaums n y4éeT LueHHbIX bymar (3aknagHbie) ﬁ

" ToproBoe GUHAHCUPOBaAHME (FrapaHTUK, aKKPeaAnUTUBbI) *

" nepegaya NAatéxHom nHPopmaumnm

v
¢
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CpeAcTBa MNOCTPOEHUA NPUNOKEHUM

[TporpaMmHbIN KoA, U pe3ynbTaTbl BbINOJHEHNA CMAPT-KOHTPAKTOB

B CeTun MaCTepHEVIH UMeoT AOCTYNMHOCTb, LLe/TIOCTHOCTb M HEOTKA3yeEMOCTb.

Kak onepaTtop cetn mbl Tpebyem Mcnoab3oBaTb B NPUKAAAHbIX KOHTPAKTaX

pa3pa60TaHHble HaMM MeXaHU3Mbl OTKAOYEHUA N OOHOBNEHUA KO,EI,a

YHTI T 303M TKIHYEHUA KoHTpat 10 OCTE ( A
contract Suspendable { fontra(t Upgradable Suspendable { [
function ungadeWith(Ungadable successor
nar 04eHnA Anpec npepsioyuen Bepcuu
bool disabled; Upgradable precursor; disable();
successor - _successor;
bapbep: OTKINYEH NU pak Anpec cnepywuein Bepcuu }
modifier enabled() { Upgradable successor;
require(disabled f - Ha3BaHWe CMapT-KOHTpakTa
: BPIVELTE MpoBaTL C yKasaHuem function contractName()

} aapeca npeasiayweii Bepcum (string);
HKUWA NPOBEpPKW NpaB aAMUHUCTY pa funLtlun Upgladable(Upgradable pr sor

function canDisable() (_precursor address(@)) function contractVersion()
(bool); _precursor.upgradeWith(this); (string);
precursor - _precursor;

}
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[TpnnoxeHmna ona PUHAHCOBOIO CEKTOPA

TexHn4yecKas 3aga4va: obecneymtb 6€30nacHOCTb B3aMMOAENCTBUA.

YyacTHUKM Accoumaumnm u gpyrme GUHaHCOBbIE UHCTUTYTbI:

'

" CAMOCTOATENbHO YNPaBAAKT CBOEN MHPPACTPYKTYPOM

" CTpOAT busHec-npoueccbl 060cobneHHo “ “

3penocTb npoueccos obecneyeHmna 6e3onacHOCTH

R’

CUNbHO Pa3/1IM4aeTCA mexay OpraHN3aumnamm.

WWWw.ruscrypto.ru



[TpMEeHMMOCTb TPAANLMNOHHOIO peLleHUs

Cuctembl pacnpenenéHHbIX PeecTpoB NO3BOAAKOT 06 beANHUTD

pecypcbl KaXKaoro y4acTHMUKa B Jl0BEPEHHYIO LiudppoByto cpeay.

lna cornacoBaHHOro ynpasBaeHus
Kpuntorpapumyeckummn onepaumamm
N ANS NPOBEPKU UX PE3YNbTaTOB

ncnonbsyetca PKI.

108 BAHK —

yaen.

MacTepyeiH

(© |

PacnpepenéHHoe
BaHkosckne

=
= S

BaHkoBcKkue
CUCTEMBI

L

B

N\ KOHdepeHuus
@ PycKpunto

||| BAHK ———

Y:ien.

MacTepyeinH

Pacn penenéHHoe

ol

Web-cepsep

UDP, TLS
HTTP
HTTPS .

WQD

KnueHT
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@ PycFI)(pM nro

CneunodmnKa pacnpeneneHHbIX peecTposB

A B cpene pacnpegenéHHbix peectpoB PKI gonrkHa ObiTb BCTPOEHA TaK,

4YTOObI COXPAHUTDb OTKa3OyCTOl>’|LlMBOCTb U npomnssoanTe/ibHOCTb.

UDP, TLS | Il BAHK ——

— (— BAHK ——— ?él y.

Pacn penenéHHoe
@ BaHkoBCkue Xpannnuwe
??I Vaen CUCTEMBI %.
MacTepyeiH
PacnpepenéHHoe L

MacTepyeinH

((() B,

XpaHunuiie Web-cepsep

baHkoBCKME

CUCTEeMbl UDP. TLS.
—_ HTTP
Web-cepsep HTTPS .
\ HTTPS . KnueHT

eoll

KnueHT

/
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A
APXUTEKTYPA PELUEHUNA  rr-cocameme +
cFOCT TLS HTTPS
BHewwHW1 nepumeTp Ha 45732 Ha i702
A 4
Bubnnoreka HTTPS Mpokcu ana HTTPS Vaer HTTPS CepBuc nepeaaym
Beb-KAneHTa éHa 443> ayTeHTUbMKaLmnu Ha 20000 MacTepueii Ha 20000 KOHOMAEHUMANbHbIX
MacTtepueitH M aBTOpU3aLUM coobueHumn
t HTTPS )
( - - ol Ha 5702
HTTPS  HTTPS /
UnTepdeiic Ha 20000 Ha 20000
BeO-NPUNOKEHUA —
P e 30Ha NPUNOXKEHNA v ™~
Mpokcu ans OHS:SBZCHMH KomnoHeHT daiinosbIn W03
ayTeHTUdMKaLnm o 6M:;L-|ec- B3aMMOAENCTBUA K 3aLWMLLEHHOMY
M aBTOpMU3aumU cOBbITUAX c ABC XpaHUAnLWy
KnuneHt A
- j - HTTPS J
e BHYTpeHHUI nepumeTp "'3343 N 30Ha KOHOAAHHbIX <
WHTepbeiic bubnnoteka
i%b se6ort VIIID10)KEHMFI K—»  Beb-kAneHTa dannosbin Cnom xpaHeHus
P MacTepueliH nutepdelic Kk ABC LVM / IPFS / HDFS
CoTpyaHuK

\_— O



=Y KoHbepeHuusa
@ Pyc K|;VII'ITO

CoyeTtaHue PKI n 6U3Hec-normku npunoKeHmnm

AN BHeapeHue PKI B normky b6msHec-npoLeccoB OCAOKHAETCA,

L/
W Tak Kak HeobX04MMO 3aMEHATb KAOUM C TEYEHNEM BPEMEHMN.
P BAHK 2
s OPFAHW3ALIMS-
ABTOpU3aLmAa BU3Hec-onepaumnif 3”
[O/1I}KHA NPOUCXOAUTb HA OCHOBAHUM T

OTHOLUIEHUIN MeXay OpraHM3aLUAMM.

BHYTPUBAHKOBCKME
CTEM

CTpyKTypa OTHOLLUEHWUI B Kence

CNEUYYACTHUKMU:

PEECTP FAPAHTUM 44-03, ... PErYNnAaToP
gl —
MOeT BbITb MHOFOYPOBHEBOM. = . S e
”"‘ACH-D"{AN // ) - ;".‘&E(,FYFFNFHH //’
s--l ;-;-l
.i CACTEMB! -. CHCTEMBI
CNELYYACTHUKOB PErNYNATOPOB
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CepTUdPUKaTbl pa3aeNbHOro Ha3HaAYeHUA

OnepaTtop ceTn aBnaeTca onepatopom pacnpeageneHHoro Kpuntollpo YU 2.0.

OH ynpaBAsieT BbIMYCKOM W OT3bIBOM CEPTUDUKATOB YYACTHMUKOB CETH.

B wabnoHbl BbiNnycKaembix cepTudmnKatoB gobasneHbl OID ana pasgeneHus

KNtoYen Nno Tunam onepaumm B pasgene 1.2.643.6.57.1:

1.1.1 [TLS Server] ¥Ysen Macrepuemnsx 2.1.1 [TLS Server] API CIIKC 5.1.1 [TLS Server] API UC

1.1.2 [TLS Client] ¥Ysen MacrTepuensx 2.1.2 [TLS Client] API CIKC 5.1.2 [TLS Client] API MC

1.1.3 [TLS Server] API ysna MacTepuemn 2.2.1 [Sign] Ysen CIKC 5.1.3 [TLS Client] APM MC

1.3.1 [Sign] Ysen MacTepuenH 2.4.1 [Encryption] Xpammmmue CIOKC 5.2.1 [Sign] APM UC Agmmu AST
3.1.3 [TLS Client] APM AgMMH ceTHu 2.4.2 [Encryption] Po6or UC 5.2.2 [Sign] APM UC Pob6orT
3.2.1 [Sign] ApMur cetm AST 2.4.3 [Encryption] Menepxep UC 5.2.3 [Sign] APM UC AnMuH
3.2.2 [Sign] ApmMmu Whitelist 5.2.4 [Sign] APM UC Menenxep

WWWw.ruscrypto.ru
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PacwmnpeHHan cxema 3NeKTPOHHOM NoAnucK

Llenn n npuYnHbI UCMONb30BAHMA: COBMECTUMOCTb C NPOoTOKOoN0M Ethereum,

COKpalweHne obbéma XxpaHMMOUN U NepegaBaemon nHbopmaumnm

Cta”HzapTHble QYHKIHMH ‘ [lognuch TpaH3aKUUHU
KpUIITONIpOBaungepa M OJIOKOB

CBOUCTBA aJIrOpUTMa - but yéTHoCTHU BoccTraHoBJieHUE
['OCT-34.10-2012 y-KOOpPAUHAThI KPUBOU OTKPBITOr'0 KJI04Ya

CoxXpaHEHHBIN [IpoBepka cepTudukKaTa

B 0JIOKUYelHe cepTUHUKAT ' 0 CIKMCKaM OT3bIBa




N\ KOHdepeHuus
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CMapT-KOHTPaKT peectpa MacTtepyeinH

B cucteMHOM KOHTpPaKTe B 6/10K4YeHEe Nepevymncnensi:

= Beb-CcepBUCHI CETH (y3l'lbl) C YKa3aHMemM OpraHn3aunmn-s1ae/ibld

" OpraHn3aunm y4aCtHUKuM-CeTU C nepevymcieHmem mnx CepTudmKaTOB

= ceptTndmnKaTtbl X.509 1 Ha3HaAYEHHbIE UM AONKHOCTHbIE MOJIHOMOYMSA

OpraHusanus: ‘ [Ipodpuib
OI'PH:1177700002150 CepTHq)HKaT ‘
JlIOKyMeHTHI-
BJIdIeJ1el] / [[om}cHOCTHbIe OCHOBaHMS
[IOJIHOMOYUS: J1J1s1 IOJTHOMOY U U:
Y3es ceTuH: HMAC
[ OIIepaTop, I -
masternet .fintechru.or HMAC
g MEHe/Kep | m— -
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CMapT-KOHTPAKT busHec-npouecca

Kaxkaas caenka B 610K4YeHe npeactaBaeHa nepeyncieHnem:
" OpraHM3aLUMin-y4acTHMKOB U X POJiei B npoLecce

" KOHOUAEHLUMANbHBIX JOKYMeEHTOB (cepTudukaT asTopa, HMAC, tun, ...)

OpraHusanus: CIIUCOK JOKYMEHTOB
OI'PH: 1027700132195

... aBTOpP, HMAC, TUII ...
PoJiu: ... aBTOpP, HMAC, TUII ...

[ Jleno3uTapuy XpaHeHUH, ... aBTOp, HMAC, TUII ...

Jlero3vTapuu y4€eTa ] ‘ ... aBTOp, HMAC, TUII ...

WWWw.ruscrypto.ru
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CMapT-KOHTPAKT PONEBON MOAENU

Pa3paboTymnK NpUNOKEHMA 3aNNCbIBAET MaTPULYY NPaB A0CTYNa B KOHTPAKT.

MNMpaBa Tun obvekTa Aocryna NMonHomouuA Knua Ponun opranmnsauuni
YTeHne MnoTeyHana 3aknagHas MeHegKep [ Jeno3nTtapuin xpaHeHua |
3anuncob YepHOBUK rapaHTUu OnepaynoHUcT [ BaHK-rapaHT |
YteHue J1OKyMeHT-OCHOBaHue *Bce coTpyaHUKN™ [ *Bce yyaCcTHUKU caenkn™ |
3anucb | HasHayeHWe nonHOMOUYUMN AQMUHUCTPATOP [ OnepaTop cetu |

WWWw.ruscrypto.ru
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[Mlepenavya KOHPUAEHLUMANDBHbBIX COODLLEHNN

Beb-cepBuUC NpeaocTaBaAeT AOCTYN K AOKYMEHTaM COrlacHO PO/IeBOI MOAeNu.

Y4yacTHUK ceTun Y4yacTHUK ceTn 1. AyTEHTI/ICIDI/IKaLI,I/IFI 3aflpoCcoB N OTBETOB
o o
T T T Npoun3BoAMTCA Mo cepTuduKaTam.
] |
2. B peectpe nybaukytotca cobbiTma
@ O COXPaHEHUN JOKYMEHTOB Ha y3/ax.
Vaer T y3en S 3. YuTatenb no 3anucu B peectpe
M R MR HaXo4uT y3en 1 3anpalnBaeT JOKYMEHT.
@ P - P 4. Konuio AOKYMEHTa ymTaTesb
CepTudukar Kniou  Ceptudukar Kntou )
co3nartena co3gaTtena yurtatens yuTaTtens COXpaHHeT Ha CBOEM y3fle CeTu.

WWWw.ruscrypto.ru
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Ponesasa moaenb Mactep4yenH

CnctemMHble CMapT-KOHTPAKTbI N1aTpopmbl obecneymBatoT:
" HE3aBMUCUMOCTb BU3HEC-NPOLLECCOB OT NPOLECCA YNPABAEHUSA KHOYaAMU

= KOH(I)VI,EI,eHLI,VIaI'IbHOCTb AOKYMeHTOB, UX LLeJIOCTHOCTb M HEOTKA3yEMOCTb

6JI0KYEelH MO3BOJISIET aJ[pECOBATH

Comepxxumoe
Kirouyu JIOKYMEHTHI
JIOKYMEHTOB
U IIPOBEPATH IpaBa AOCTyIa
OpraHu3sanuu CIIMCOK IOKYMEHTOB
CepTUPHUKATHI ‘ P 5 ‘ J
YYaCTHUKH C YKa3aHUEM aBTOpPOB
[1OJDKHOCTHEBIE Posin KoHTpoOJIbHbIE CYMMBI
IIOJIHOMOYHUS B OM3Hec-polecce (HMAC)

WWWw.ruscrypto.ru
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MHoroyposHeBasa posieBaa moaenb

B maTpuue npaB AOCTYyNa BO3MOXHO YKa3aTb NOC/eA0BaTe/IbHOCTb POIEN.

Mpasa | Tun ob6beKTa aocryna | MoaHOMoOuMA Kaloua Ponun opraHmnsauuni
YteHne | TexHMYecKkoe 3agaHue PoboT ‘J 3aKa34umnkK, OcHoBHOe 0bLecTBo, Ayantop |
> L
3aKymnka OFPH:...L[OHKa/ OI'PH:«.Mama OI'PHe...I'poccOyk
2 2
. S o | 4 R :
OTPH:.../louka e / /
Pousu: [ 3a1<a3';1m<( [Ipodunb + Ilpoduib ., Ceprudukar
LHOKYyMeHTS!: OTPH. ..M ) ©
... HMAC, <T/in> ... P :(')“M / OT'PH:...I'poccby J10JI>KHOCTHBIE
... HMAC, T3 ...... ij6: [ UCHOBHOE Posau: [ Ayautoy ] IIOJTHOMOYUS:
HMAC, <tun> ... ODINECTRO | [ POGOT ]

WWWw.ruscrypto.ru



[Tpnmepsbl poneBbiX moaenen

MpaAmoe nebeTtoBaHMe (pa3pelleHmne Ha CMcaHue onaaTbl 3a YCayru).

MpaBa | Tun obvekrta goctyna | NMonaHOMOUYMA Katoua Ponun opraHmnsauuni
3anucob [natéx Pobort [ Bhapeneu, NocTaBLmMK yeayr |
YTteHune [Mnatéx Pobort [ BaHK ]
3anucb BanaHc Pobort [ BaHK ]
OI'PH:...bank B CyéT OI'PH:.. ADT OI'PH:...Tenexkom
Ceptudukar baHk B: [ baHK ] ,l CepTudukar
ADT: [ Biageser ] [Ipoduap
J10JI>KHOCTHBIE J10JI>KHOCTHBIE
MOJIHOMOYMUSI: .. HMAC, banaHc ... Tenexowm: MOJIHOMOYMUSI:
[ POGOT ] ... HMAC, Mnatéx ... [ [locTaBIIMK YCAVT ] [ POGOT ]
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[Tpnmepsbl poneBbiX moaenen

3aKpbITbI PAKTOPUHT (C yBEAOMNEHMEM B Cy4ae HEBbIMNAATDI).

lNpaBa Tun obvekTa Aocryna NMonHomouuA Knoua Ponun oprannsauuni
3anucb | YHMBepCcanbHbiM NepeaaToyHbi AOKYMEHT AnpekTtop [ Mpopasel, |
YTeHune | YHMBEpPCa/IbHbIM NepeaaToOYHbIN JOKYMEHT Pobort [ Mpopaseu, PakTop ]
3anucb YBegomneHune ob yctynke Pobort [ Mpoaasel, PakTop ]
[lokynka OTPH:...TesekoMm OTPH:...Bank P
Tesiexowm: [ IIpoaaser ]
l CepTudukar
ADT: [ [lokynaTeJib ] Q
.. HMAC, yna ... [Tpodunb
HMAC. <Tun> J10JI>KHOCTHBIE ITOJITHOMOYHS:
. HMAC, YOV ... EAIEIEIE: | Qb | [ PoGoT ]

WWWw.ruscrypto.ru
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[Tpnmepsbl poneBbiX moaenen

YnpaBaeHmne peectpom y4acTHMKOB CeTU KaK bBusHec-npouecc.

lNpaBa Tun ob6beKTta aocryna NMonHOMoOuUYMA KAOYa Ponu oprannsauunim
3anucb Perncrpauuna cepsmcos AOMUHUCTPATOP [ OnepaTop ]
3anucb Perncrpaumna opraHM3aunUmn-KJIMEHTOB ALMUNHUCTPATOP [ BaHK ]
3anucb | Ha3HavyeHme noNHOMOYMM cepTUPMKaTa AOMUNHUCTPATOP [ KnnenT |

CMmapT-KOHTpPaKT peecTtpa MacTepueiH HacneayeT KOHTPaKT bM3Hec-npoLecca.
[poBepPKKU NpaB Ha U3SMEHEHUA PeecTpa BbINMOAHAOTCS COrNacHO POJIeBO MOAENH.

anIJ'IO)KEHMH MOTYT onpeaenaTtb HoBble TUMDbI 0O6BHEKTOB U NpPoBEPATb NPaBa
AO0CTYyMNa K HUM B CBOUX CMAPT-KOHTPAKTaxX U BE6-CepBVIC8X.

WWWw.ruscrypto.ru
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Pe3ynbTaThl

MacTepyerH NOJHOUEHHO UCNOAb3YET U pacwmpsaeT KoHuenuuio PKI.

CpepacTtBa naaTtpopmbl MO3BOSAIOT NOBLICUTb AOCTYMHOCTb

1 yaobCTBO MCMOIb30BaHUA cepTUDUKATOB.

Ponesaa moaenb u cpeacrBa aaMUHNCTPUPOBAHUA MO3BONAIOT

OTAEeNUTb yrpaBsieHne cepTudUKaTaMm Kato4Hen oT OU3HEC-/TIOTUKMN.

JlononHUTENbHbIE MEXaHU3Mbl aBTOPU3aLLUN peann3oBaHbl

B BUAE NPOrpamMmMHOro Koaa B pacnpeaesiéHHOM peecTpe.

WWWw.ruscrypto.ru



[©; pycKkpunto
Accoumaumna « PnHTex»

Anekcen LiBeTKoB,
pyKoBoAUTENb FPYNMbl Pa3paboTky,
HanpaBAeHWe pacnpeaenéHHbIX peecTpos

E-mail:  alexey.tsvetkov@fintechru.org

Telegram: @aitsvet

CauT: https://fintechru.org
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